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Background: What is Binary Code Similarity Analysis (BCSA)?

Executable File Database Similar Executables

Search Retrieve

BCSA acts as a powerful search engine for binary code.
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Applications of BCSA

BCSA Malware
Detection

1-day Vuln
Detection

Code Clone
Detection

Composition
Analysis

License
Violation

Malware
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A Core Challenge: Compilation Differences
}

}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

eax ← 0xffffffff
ptr ≠ 0

(a) Source code

eax ← 

s.a ← 3 * x

(b) Compiled by clang –O0

(=,0)
-1

0

(39,132,156,171,243)

(39,132,156,17

Assembly code Output of §III.A Output of §III.D

s.b = ((struct S*)ptr)->b;
}

}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

p

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov  0x0, %eax
<return from procedure>

eax ← 0xffffffff
ptr ≠ 0

(a) Source code

eax ← 

s.a ← 3 * x

(b) Compiled by clang O0

(=,0)
-1

0

(39,132,156,171,243)

(39,132,156,171,24

Assembly code Output of §III.A Output of §III.D

p

0,-0x10(%rbp)

xffffffff, %eax
from procedure>

3,-0x4(%rbp),%eax
rax, [0x404050]
1>
0, %eax
from procedure>

<f2>:
mov  0x8(%esp),%eax
test %eax,%eax
je   L2
lea  (%eax,%eax,2),%ebx
mov %ebx, [0x403fc8]
[inlined <f1>]
xor %eax, %eax
ret
L2:
movl 0xffffffff, %eax
ret

eax ← 0xffffffff

eax ← 0xffffffff

ptr ≠ 0 ptr’ = 0

eax ← 

eax ← 

eax ← ptr′

s.a ← 3 * x

s.a ← x’ + 2 * x’

b) C il d by l O0 ( ) Co il d b 32 O3

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D Output of §III.A Assembly codeCompiled by clang –O0 Compiled by gcc –O3 (m32)Source code

Same source → Different binaries



THE OHIO STATE UNIVERSITY

COMPUTER SECURITY LABORATORY
Background Observation & Motivation Evaluation Conclusion References4/22

State of the Art: Machine-learning-based (ML-based) Methods

Models learn to extract semantics from binaries
built by a fixed set of compilers.

Recall@1 of jTrans [WQK+22]

O3
O0 GCC-11.2 GCC-4.9 Clang-13 Clang-4

GCC-11.2 0.441 0.395 0.243 0.199
GCC-4.9 0.196 0.217 0.148 0.119
Clang-13 0.128 0.123 0.114 0.087
Clang-4 0.113 0.118 0.089 0.078

• Not robust to compiler changes
• Not interpretable
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State of the Art: Program State-based Methods

• [CXX+16, LMW+17]
• Collect all symbolic/concrete values

during execution
• Be influenced by the noises of

semantics-irrelevant values
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Observation 1: Inaccurate Semantics (Program State-based)

struct S {size_t a, int b};
struct S s;

void f1(void* ptr, int y) {
if (y < 8) {

s.b = 0xdeadbeef;
}
else {

s.b = ((struct S*)ptr)->b;
}

}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
* 3

.bss 0x404050
<f1>:
cmpq 0x8,-0xc(%rbp)
jae  L1
mov  0xdeadbeef,[0x404058]
<return from procedure>
L1:
mov  -0x8(%rbp),%rax
mov 0x8(%rax),%eax
mov  %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax

y ≥ 8

s.b ← 0xdeadbeef

rax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff
ptr ≠ 0

rax ← ptr

eax ← 

eax ← MEM

s.a ←

((>,7), (≥,8))
((>,7), (≥

−559038737

−559038737

(=,0) (=,0
-1

(39,132,156,171,243)

f1(void* ptr, int y) {
(y < 8) {
.b = 0xdeadbeef;

e {
.b = ((struct S*)ptr)->b;

2(int x, void* ptr) {
(ptr == 0)
return -1;

= x * 3;
ptr, x);
urn 0;

[ ]
<return from procedure>
L1:
mov  -0x8(%rbp),%rax
mov 0x8(%rax),%eax
mov %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0 %eax

rax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff
ptr ≠ 0

rax ← ptr

s.a ← 3 * x

(=,0)
-1

0

(39,132,156,171,243)

(39,132

.bss 0x403fc8
<f1>:
mov  0xdeadbeef,%eax
cmp 0x7,0x8(%esp)
jle L1
mov 0x4(%esp),%eax
mov  0x4(%eax),%eax
L1:
mov  %eax, [0x403fcc]
ret

<f2>:
0 8(% ) %

y′ ≤ 7

s.b ← eax

eax ← ptr′

eax ← 0xdeadbeef

eax ← MEM(ptr’+4, 4) 

′

((>,7), (≥,8))

−559038737
Compiled by clang –O0

Compiled by gcc –O3 (m32)

Source code

f1(void* ptr, int y) {
(y < 8) {
s.b = 0xdeadbeef;

se {
s.b = ((struct S*)ptr)->b;

f2(int x, void* ptr) {
(ptr == 0)
return -1;
a = x * 3;
ptr, x);
turn 0;

[ ]
<return from procedure>
L1:
mov  -0x8(%rbp),%rax
mov  0x8(%rax),%eax
mov  %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0 %eax

rax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff
ptr ≠ 0

rax ← ptr

s.a ← 3 * x

(=,0)
-1

0

(39,132,156,171,243)

(39,13

404050

,-0xc(%rbp)

eadbeef,[0x404058]
from procedure>

8(%rbp),%rax
(%rax),%eax
x, [0x404058]
from procedure>

.bss 0x40
<f1>:
mov 0xd
cmp 0x7
jle L1
mov  0x4
mov  0x4
L1:
mov  %ea
ret

<f2>:

y ≥ 8
y′ ≤ 7s.b ← 0xdeadbeef

s.b ← eaxrax ← MEM(ptr + 8, 4)

eax ← ptr′

s.b ← MEM(ptr + 8, 4)

rax ← ptr

eax ← 0xdeadbeef

eax ← MEM(ptr’+4, 4) 

((>,7), (≥,8))
((>,7), (≥,8))

−559038737

−559038737

 {size_t a, int b};
 s;

void* ptr, int y) {
< 8) {
= 0xdeadbeef;

= ((struct S*)ptr)->b;

.bss 0x404050
<f1>:
cmpq 0x8,-0xc(%rbp)
jae  L1
mov  0xdeadbeef,[0x404058]
<return from procedure>
L1:
mov  -0x8(%rbp),%rax
mov 0x8(%rax),%eax
mov %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff %eax

y ≥ 8

s.b ← 0xdeadbeef

rax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff
ptr ≠ 0

rax ← ptr

((>,7), (≥,8))
−559038737

(=,0)
1

.bss 0x403fc8
<f1>:
mov  0xdeadbeef,%eax
cmp 0x7,0x8(%esp)
jle L1
mov 0x4(%esp),%eax
mov 0x4(%eax),%eax
L1:
mov %eax [0x403fcc]

y′ ≤ 7

s b ← eax

eax ← ptr′

eax ← 0xdeadbeef

eax ← MEM(ptr’+4, 4) 

((>,7), (≥,8))

−559038737

Different address expressions



THE OHIO STATE UNIVERSITY

COMPUTER SECURITY LABORATORY
Background Observation & Motivation Evaluation Conclusion References7/22

State of the Art: Selected Value-based Methods

• [WMY+22, MXJW17, XXF+23]
• Select semantically-meaningful values

(e.g., return value of a function)
• Neglect abundant semantics
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Observation 1: Incomprehensive Semantics (Selected Value-based)
void f1(void* ptr, int y) {

if (y < 8) {
s.b = 0xdeadbeef;

}
else {

s.b = ((struct S*)ptr)->b;
}

}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

L1:
mov -0x8(%rbp),%rax
mov  0x8(%rax),%eax
mov  %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

s.brax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff

eax ← 0xfff

ptr ≠ 0 ptr’ 

(a) Source code

rax ← ptr

eax ← 

eax

eax ← MEM(ptr +4

eax ← 

s.a ← 3 * x

s.a ← x’ + 2 

(b) Compiled by clang –O0 (c) Co

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D Output of §

s.b = ((struct S*)ptr) >b;
}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

<f2>:
mov  0
test %
je   L
lea (%
mov  %
[inlin
xor %
ret
L2:
movl 0
ret

eax ← 0xffffffff

eax ← 0xffffffff

ptr ≠ 0 ptr’ = 0

(a) Source code

eax ← 

eax ← 

eax ← ptr′

s.a ← 3 * x

s.a ← x’ + 2 * x’

(b) Compiled by clang –O0 (c) Compiled by

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D Output of §III.A As

.bss 0x403fc8
<f1>:
mov  0xdeadbeef,%eax
cmp 0x7,0x8(%esp)
jle L1
mov  0x4(%esp),%eax
mov 0x4(%eax),%eax
L1:
mov  %eax, [0x403fcc]
ret

<f2>:
mov  0x8(%esp),%eax
test %eax,%eax
je L2
lea (%eax,%eax,2),%ebx
mov  %ebx, [0x403fc8]
[inlined <f1>]
xor %eax, %eax
ret
L2:
movl 0xffffffff, %eax
ret

y′ ≤ 7

s.b ← eax

eax ← ptr′

eax ← 0xffffffff

ptr’ = 0

eax ← 

eax ← 0xdeadbeef

eax ← MEM(ptr’+4, 4) 

eax ← ptr′

s.a ← x’ + 2 * x’

( ) Co il d b 32 O3

((>,7), (≥,8))

−559038737

(=,0)

-1

0

132,156,171,243)

f §III.D Output of §III.A Assembly code

Compiled by clang –O0

Compiled by gcc –O3 (m32)

Source code

Select semantically-meaningful values.
(e.g., return results)

return -1

return 0

return 0

return -1
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Observation 1: Incomprehensive Semantics (Selected Value-based)

void f1(void* ptr, int y) {
if (y < 8) {

s.b = 0xdeadbeef;
}
else {

s.b = ((struct S*)ptr)->b;
}

}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

L1:
mov -0x8(%rbp),%rax
mov  0x8(%rax),%eax
mov  %eax, [0x404058]
< return from procedure>

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

s.b ← rax ← MEM(ptr + 8, 4)

s.b ← MEM(ptr + 8, 4)

eax ← 0xffffffff

eax ← 0xffff

ptr ≠ 0 ptr’ 

(a) Source code

rax ← ptr

eax ← 

eax

eax ← MEM(ptr +4

eax ← 

s.a ← 3 * x

s.a ← x’ + 2 

(b) Compiled by clang –O0 (c) Co

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D Output of §II

s.b = ((struct S*)ptr) >b;
}

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

<f2>:
cmpq 0x0,-0x10(%rbp)
jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

<f2>:
mov  0x
test %ea
je   L2
lea (%
mov  %eb
[inline
xor %ea
ret
L2:
movl 0xf
ret

eax ← 0xffffffff

eax ← 0xffffffff

ptr ≠ 0 ptr’ = 0

(a) Source code

eax ← 

eax ← 

eax ← ptr′

s.a ← 3 * x

s.a ← x’ + 2 * x’

(b) Compiled by clang –O0 (c) Compiled by gc

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D Output of §III.A As

.bss 0x403fc8
<f1>:
mov  0xdeadbeef,%eax
cmp 0x7,0x8(%esp)
jle L1
mov  0x4(%esp),%eax
mov 0x4(%eax),%eax
L1:
mov  %eax, [0x403fcc]
ret

<f2>:
mov  0x8(%esp),%eax
test %eax,%eax
je L2
lea (%eax,%eax,2),%ebx
mov  %ebx, [0x403fc8]
[inlined <f1>]
xor %eax, %eax
ret
L2:
movl 0xffffffff, %eax
ret

y′ ≤ 7

s.b ← eax

eax ← ptr′

eax ← 0xffffffff

ptr’ = 0

eax ← 

eax ← 0xdeadbeef

eax ← MEM(ptr’+4, 4) 

eax ← ptr′

s.a ← x’ + 2 * x’

( ) Co il d b 32 O3

((>,7), (≥,8))

−559038737

(=,0)

-1

0

132,156,171,243)

f §III.D Output of §III.A Assembly code

Compiled by clang –O0

Compiled by gcc –O3 (m32)

Source code

Ignore other valuable semantics.
(e.g., side-effects)

The selected value may not exist.
(e.g., functions with void return)

Limitations

Select semantically-meaningful values.
(e.g., return results)

return -1

return 0

return 0

return -1
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Motivation 1: Semantics-Aware Value Extraction

Program states

Semantics-aware values

Selected values

Semantics-irrelevant
values

• Program states: collect all values being used while execution
• Selected values: select limited values (e.g., return result of a function)
• Semantics-aware values: collect all values, then remove values being used

as addresses.
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Program states

Semantics-aware values

Selected values

Semantics-irrelevant
values

• Program states: collect all values being used while execution
• Selected values: select limited values (e.g., return result of a function)
• Semantics-aware values: collect all values, then remove values being used

as addresses.
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Design of vSim: Value Extraction & Value Filtering

Top-k 
similar 

functions

Function pool

Disassemble §III .A Value 
Extraction

§III .B Value
Filtering

§III .C Value 
Normalization

§III .D Value 
Concretization

§III .E Fingerprint 
Propagation

Function pool 
construction

§III .F Similarity
Calculation

Offline process

Semantics -aware value extraction
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Observation 2: Unscalable Comparisons (Program Analysis Methods)

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov  0x0, %eax
<return from procedure>

(a) Source code

eax ← 

s.a ← 3 * x

(b) Compiled by clang –O0

0

(39,132,156,171,243)

(39,132,156,171,24

Assembly code Output of §III.A Output of §III.D

>

eax

>

test %eax,%eax
je   L2
lea (%eax,%eax,2),%ebx
mov  %ebx, [0x403fc8]
[inlined <f1>]
xor %eax, %eax
ret
L2:
movl 0xffffffff, %eax
ret

eax ← 0xffffffff

eax ← 0xffffffff

ptr ≠ 0 ptr’ = 0

eax ← 

eax ← 
s.a ← 3 * x

s.a ← x’ + 2 * x’

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

eax ← 0xffffffff
ptr ≠ 0

( ) So d

eax ← 

s.a ← 3 * x

(b) C il d by l O0

(=,0)
-1

-10

(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D

Compiled by clang –O0 Compiled by gcc –O3 (m32)Source code

To prove:

Existing works [WMY+22, LMW+17] depend on theory proving.
Sound but unscalable.
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Observation 2: Unscalable Comparisons (Program Analysis Methods)
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0

(39,132,156,171,243)

(39,132,156,171,24

Assembly code Output of §III.A Output of §III.D

>

eax

>

test %eax,%eax
je   L2
lea (%eax,%eax,2),%ebx
mov  %ebx, [0x403fc8]
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ptr ≠ 0 ptr’ = 0

eax ← 

eax ← 
s.a ← 3 * x

s.a ← x’ + 2 * x’

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)
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Motivation 2: Normalization & Concretization
int f2(int x, void* ptr) {

if (ptr == 0)
return -1;

s.a = x * 3;
f1(ptr, x);
return 0;

}

<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov %rax, [0x404050]
call <f1>
mov  0x0, %eax
<return from procedure>

(a) Source code

eax ← 

s.a ← 3 * x

(b) Compiled by clang –O0

0

(39,132,156,171,243)

(39,132,156,171,24

Assembly code Output of §III.A Output of §III.D

>

eax

>

test %eax,%eax
je   L2
lea (%eax,%eax,2),%ebx
mov  %ebx, [0x403fc8]
[inlined <f1>]
xor %eax, %eax
ret
L2:
movl 0xffffffff, %eax
ret

eax ← 0xffffffff

eax ← 0xffffffff

ptr ≠ 0 ptr’ = 0

eax ← 

eax ← 
s.a ← 3 * x

s.a ← x’ + 2 * x’

clang –O0 (c) Compiled by gcc –m32 –O3

(=,0) (=,0)
-1

-10

0
(39,132,156,171,243)

(39,132,156,171,243)

Output of §III.A Output of §III.D Output of §III.A Assembly code

int f2(int x, void* ptr) {
if (ptr == 0)

return -1;
s.a = x * 3;
f1(ptr, x);
return 0;

}

jne L2
movl 0xffffffff, %eax
<return from procedure>
L2:
imul 0x3,-0x4(%rbp),%eax
mov  %rax, [0x404050]
call <f1>
mov 0x0, %eax
<return from procedure>

eax ← 0xffffffff
ptr ≠ 0

(a) Source code

eax ← 

s.a ← 3 * x

(b) Compiled by clang –O0

(=,0)
-1

-10

(39,132,156,171,243)

(39,132,156,171,243)

Assembly code Output of §III.A Output of §III.D

Compiled by clang –O0 Compiled by gcc –O3 (m32)Source code

Normalization : Strip bit-vector size

Concretization : Iterate x and x’ in a random array
Efficient, direct match

Sacrifice soundness but significantly increase efficiency.
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Design of vSim: Value Normalization & Value Concretization

Top-k 
similar 

functions

Function pool

Disassemble §III .A Value
Extraction

§III .B Value 
Filtering

§III .C Value 
Normalization

§III .D Value 
Concretization

§III .E Fingerprint
Propagation

Function pool 
construction

§III .F Similarity 
Calculation

Offline process

Scalable comparison
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Observation 3: Missing Callees’ Semantics

• Function inlining is a prevalent compiler optimization
• GCC, Clang, and Intel CC enable function inlining by default.

• Existing BCSA solutions
• No solution (e.g., GMN [MGUP+22], jTrans [WQK+22], and etc)
• Selective inlining based on unreliable heuristics (e.g., BinGO [CXX+16],

Asm2vec [DFC19]).
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Observation 3: Missing Callees’ Semantics

…
cmp rdx, 7
jbe BB_2

…
ret

// inlined memcpy

…
call sub_1

and r12, fffffffffffffff8
jnz BB_6

mov eax, 1
…

mov eax, 1
…

CMP R3, 7
BLS BB_1

…
POP {R4-R8, PC}

…
BL memcpy

BICS R6, R4, 7
BNE BB_6

MOV  R0, 1
…

MOV  R0, 1
…

…
BL sub_1

MDC2_Update (x64)MDC2_Update of NetGear

Similar control flow structures.
GMN [MGUP+22] failed to get a high similarity due to the inlined memcpy.



THE OHIO STATE UNIVERSITY

COMPUTER SECURITY LABORATORY
Background Observation & Motivation Evaluation Conclusion References15/22

Motivation 3: Fingerprint Propagation

calls 

does not inline inlines

• If a caller f2 inlines the callee f1, the values of f1 is a subset of the values of f2.
• Fingerprint propagation is an efficient set union. FP(b)f2 = S(b)f1 ∪ S(b)f2

• Jaccard Similarity: FP(b)f2∩S(c)f2

FP(b)f2∪S(c)f2
= 1.0
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Design of vSim: Fingerprint Propagation

Top-k 
similar 

functions

Function pool

Disassemble §III .A Value
Extraction

§III .B Value 
Filtering

§III .C Value 
Normalization

§III .D Value 
Concretization

§III .E Fingerprint
Propagation

Function pool 
construction

§III .F Similarity 
Calculation

Offline process

Propagrating callees’ semantics
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Evaluation Settings & Baselines

• Target: Evaluating across optimization levels, compiler vendors/versions, and
CPU architectures.

• Baselines Compared:
• jTrans [WQK+22]: Embedding-based model.
• Clap [WGZ+24]: Embedding-based model.
• PEM-s [XXF+23]: Dynamic analysis technique.
• GMN [MGUP+22]: ML-model computing similarity scores directly.

• Metrics: Recall@k and MRR@k (the metrics of information retrieval systems).
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Cross-Optimization & Retrieval Cost

Cross-optimization evaluation

The scalability of vSim is comparable
to using machine learning embeddings
(a matrix production for similarity 
calculation).
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Usefulness of Semantics Awareness & Propagating Callees’ Semantics

Semantics-awareness and fingerprint 
propagation significantly contributes 
to the performance of vSim.

Cross-optimization evaluation

The scalability of vSim is comparable
to using machine learning embeddings
(a matrix production for similarity 
calculation).
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Cross-Compiler Robustness

vSim shows better Recall@1 and less Std Dev.

vSim does not rely on the training data and
is robust to the change of compilers .

Cross-compiler evaluation

jTrans performance decrease 82%
due to different compiler versions.
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Cross-Architecture and 1-day Vulnerability Detection

Cross-architecture evaluation

Vulnerable function detection evaluation (MRR@10)

GMN uses a machine-learning model 
to compute the similarity score (Not 
embedding-based approach).

vSim shows better accuracy and scalability .
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Conclusion

Top-k 
similar 

functions

Function pool

Disassemble §III.A Value
Extraction

§III.B Value
Filtering

§III.C Value 
Normalization

§III.D Value 
Concretization

§III.E Fingerprint 
Propagation

Function pool 
construction

§III.F Similarity
Calculation

Offline process

vSim
• Semantics-Aware

Filtering
• Scalable

Comparison
• Inlining

Resilience
• Robustness
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Thank you!

Thanks for listening!

vSim is open source.

https://github.com/OSUSecLab/vSim
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