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Hypervisor Security Landscape

QEMU CVE Classification (2019-2024)

Finding: Pointer corruption is prevalent in hypervisor vulnerabilities



Why Exploiting Pointer Corruption is Difficult

user controlled

arbitrary free

1. Scarcity of Exploitable Structures
(What objects can actually be freed?)

2. ASLR-Induced Address Uncertainty
(Where does it point to?)



Hypervisor

heap

mapping

shared libs

code

Guest Memory

MMIO read/write

DMA transfer

Host OS

Hardware and Firmware

hva ← gpa

Key Insight: Guest-Host Weak Memory Isolation

Overlooked Attack Surface

→Guest memory is fully attacker-controlled

→Host can freely dereference guest memory

→Creates new primitive for capability escalation



Our Exploitation: Cross Domain Attack

Domain 1 (Guest Space)

Domain 2 ( Host Space) Memory
Corruption

Fully
Controllable

Limited
Primitives

Pointer
Hijacking

Program Execution Time

Domain Migration Fake Object Forging Exploit Trigger

Capability
Escalation



Our Exploitation: Cross Domain Attack

Domain 1 (Guest Space)

Domain 2 ( Host Space) Memory
Corruption

Fully
Controllable

Limited
Primitives

Pointer
Hijacking

Program Execution Time

Domain Migration Fake Object Forging Exploit Trigger

Capability
Escalation

Cross-Domain
Gadgets ⊆



Code Sample of the CDA

Attacker’s payload

Vulnerable code



CDA Variants

CDAA: Arbitrary Code Execution CDAI: Information Leakage

CDAO: Critical Data Overwriting CDAC: Chunk Confusion



Automated CDA Framework

Input
→ Hypervisor source code
→ PoC triggering pointer corruption

Output
→ Redirecting corrupted pointer to 

attacker-controlled guest memory
→ Achieving one of four CDA variants



1. Identifying Cross-Domain Gadgets

G = {(site, src, path) | site ∈ S, src ∈ T, path ∈ P}
site: Program location of GPA-to-HVA translation
path: Static call chain from guest interface to translation site
src: Guest-controllable operand flowing into translation

Definition of CDA Gadgets
Static Analysis Pipeline

1. Locate Translation Sites
2. Trace GPA Origin
3. Extract Call Chains
4. Build Database



2. Matching Paired Gadgets

Insight: pair a vulnerability with the 
gadget whose residual guest-HVA pointer 
is spatially aligned with the corrupted 
pointer



3. Synthesizing Gadget-triggering Inputs

Fuzz Engine
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Trace-guided fuzzing workflow



4. Assembling Exploit Chains
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Evaluation

- RQ1: How prevalent are cross-domain gadgets, and what is their distribution 
within hypervisors?

- RQ2: How frequently do cross-domain gadgets produce guest–HVA pointers?
- RQ3: How does CDA perform in actual exploit scenarios?



Evaluation: Gadget Prevalence

QEMU VirtualBox

Translation Function Distribution

Key Finding: GPA-to-HVA translation is deeply embedded across hypervisor device-emulation code, making CDA 

broadly applicable.



Evaluation: Gadget Prevalence

Key Finding: 772 gadget instances in QEMU, clustered into 8 major gadget families.



Evaluation: Pointer Presence

Both the stack and the heap provide extensive and repeatable opportunities for CDA redirection.

Stack Coverage Heap Coverage



Evaluation: Exploit Practicality

Successfully exploited 15 previously hard-to-exploit vulnerabilities across QEMU and VirtualBox.



Case Study

CDA-Based exploitation of an uninitialized free in QEMU’s NVMe



Possible Defense Mechanism

- Memory Access Control: Prevent host from accessing guest memory 
by default, similar to SMEP/SMAP in kernel space.

- Gadget Reduction: Eliminate raw guest-HVA pointers in host memory. 
Use handles, offsets, or opaque tokens.



Conclusion & Impact

We hope this work raises awareness about the risks of implicit trust in guest 

memory and motivates stronger isolation mechanisms in virtualization security.

√ Guest memory becomes a reusable exploitation substrate

√ First systematic characterization of Cross-Domain Attacks

√ Successful exploitation of 15 real-world vulnerabilities

√ CDA: https://github.com/HDU-SEC/cda



Q&A
pgn@hdu.edu.cn


