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The Rise of Cross-Device Authentication (XDAuth)

* The Paradigm Shift

 Users now interact with services across
multiple devices

« XDAuth has become an essential mechanism
for seamless, cross-platform account access

 What is XDAuth

* Initiate login on a Target Device and authorize it on a trusted
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XDAuth in the Wild

* Popular Schemes
« QR Code-based, Push-based, WebAuthn

* Key Advantages
« Frictionless UX, Passwordless ...




The Security-Usability Gap

» Contextual Separation
« Devices no longer share situational cues

 Information Asymmetry
« Users approve requests without seeing the target device's environment

 Potential Risks
 Inadvertent approvals of malicious logins
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Exploiting the Gap: QRLJacking!"

* Attack Process
 Attackers trick users into scanning malicious QR codes

 Problem

« Lack of target device details leads to blind approval, resulting in
account takeover

@ =
Y .
O > I.OalN Scan here!
AlA O
m) [
Victim

Attacker's QR code

[1] “Qrljacking, an attack introduced on owasp.” https://owasp.org/ www-community/attacks/Qrljacking, 2024,
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Exploiting the Gap: QRLJacking!"

* Attack Process
 Attackers trick users into scanning malicious QR codes

 Problem

« Lack of target device details leads to blind approval, resulting in
account takeover
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Restoring Contextual Integrity

* Propose "Three User Rights" across the Workflow
« Adapting privacy principles to XDAuth security
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A User-Centric Framework: Three Rights

* Methodology of Deriving the Framework

- Dataset: 2/ major services across 10 diverse categories

« Workflow Documentation: Systematic recording of XDAuth
workflow, including screenshots and detailed field notes

« Metric Identification: Grounded Theory
« Open Coding: Extracting conceptual labels from workflows
« Axial Coding: Grouping concepts into generalizable categories



The XDAuth Evaluation Framework

Stage Right Category Metrics
Purpose
Authorization activity Time
Capabilities & data
Pre-Auth Know ——
Device info
Target device environment Location & network
Device risks
. Explicit authorization Explicit consent & rejection
During-Auth Consent : :
Duration Agreement on duration
Notification Login notification
o , Ease of finding
Post-Auth Control  Authorization review : :
Session details
Authorization revocation Revocable session
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Evaluating Real-World Services

* Overall Results
« None of the 27/ evaluated services fully safeguard all three rights
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Findings — The Right to Know

* Blind Approvals
« 52% (14/27) of services provide zero target device/environment info

Simple but

blind

Cancel

Are you logging in?

#;@gmail.com
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Yes, it's me No, it's not me

Are you logging in?

a

“,@gmail.com
MacBook Pro
At Chrome Brsower
@ Los Angeles, CA, US

@ Request time: 18: 40

Once authorized, the new device will be
able to:

* Access your account data
* Execute financial transactions

@ Alert: Risky device detected!
Please review authorization carefully.

Information asymmetry

4

Cannot tell users’ own
devices from attackers’

Blind account takeover



Findings — The Right to Know

* Poor Info Quality

« Unintuitive Formats: Displaying raw IP addresses (e.g., Keeper)
« Coarse Grain: Only providing country-level geolocations (e.g., Wise)

DO YOU WANT TO
APPROVE THIS
N LOGIN?
re you trying to sign in?
e Someone's trying tlc;(ljcl)(goir;;o your account. All
user@acme-demo.com
Request was sent fronj Singaporefwith Mac o
Web Vault Firefox R l OS running Chrome. Fa!ls. to ﬂ'ag
123.45.67.99 egular users suspicious local
Aug 29, 2020 at 3:19 PM PDT can hardly or intra-country

distinguish logins

Yes, it's me

( No, it's not me




Findings — The Right to Consent

 Implicit Consent
« Access granted immediately after scanning code (e.g., |vi)
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Findings — The Right to Consent

 Missing Rejection
« 4 services lack a "Deny" button; others hide it with low-contrast colors

* Delegated Control
« Session duration is decided by Target Device (potentially attacker-controlled)

4 N

Steps to log in

Confirm login on TikTok for desktop
Manage your account, check notifications, comment on a Open WhatsApp on your pho!

videos, an d more.

On Android tap Menu @ - On iPhc
7 to maintain

persistent access "'ﬂ*

Nudges users
toward inadvertent
approval

e Tap Linked devices, then Link de

(4) Scan the QR code to confirm

Stay logged in on this browser ® Log in with phone number >




Findings — The Right to Control

* Post-Auth Control Gap

Failed Silent Logins: 10/27 services send No notification
Awareness Ephemeral Alerts: 13/17 rely on temporary alerts like Toast, easily missed

Hidden No Review: 5 services lack any Session Review function
W ELET TN | Hard to Find: Functions buried deep in settings (e.g., 6 layers deep in Facebook)

No Revocation: 6 services provide No way to terminate sessions
Flawed Revocation: Real-time chat access persists after revocation in a top
video app

Broken
Revocation




Vendor Feedback

* Reporting
 All findings were disclosed to affected service providers
* Positive Feedback

« Zoho OneAuth: Formally acknowledged our findings

« Confirmed the suggested features are added to their product
roadmap and under development

Authenticator App - OneAuth

Zoho Corporation

m‘ Enable Two Factor Authentication & secure your online accounts with Zoho OneAuth

(7 3.6% m+
Thank you for writing to us. 208 RS \Q/ :

4.73k reviews Downloads Rated for 3+ ®

We have checked with our development team, and|they have confirmed that this feature is currently under development.
It has been added to our product roadmap, and we will keep you informed once it is completed.

Feel free to write back to us for any further assistance.
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User Perceptions

* Study Design

« Main Survey (V= 100): Online questionnaire via Prolific (U.S.)
« Interactive Validation (V= 10): A functional XDAuth prototype

_: Right to Know o
- Design with device/activity info 91%

Risk Difference: +82% [83.8%, 95.2%]

© Right to Know
é Design with explicit approval 73%

Risk Difference: +46% [63.6%, 80.7%]

Right to Know

. . . )
Design with session management 85%
Risk Difference: +70% [76.7%, 90.7%]

£

v Security & Usability Impact

98%

believe these rights enhance XDAuth security

95%
find usability acceptable or better




Design Recommendations

* Suggestions for Developers (;@?

N

:'_ For Awareness: Clarity without Overload

— - Progressive Disclosure: Surface key cues (e.g., device, location) first
Adaptive Highlighting: Flag anomalous attributes (e.g., unfamiliar city)

ég For Consent: Intentionality with Minimal Friction

Active Auth: Avoid implicit "Scan-to-Login"; enforce explicit "Approve/Deny"
Scoped Duration: Choose session length on the Auth device

For Control: Revocation with Easy Access

I
i\% - Actionable Alerts: Notifications could link directly to controls
Instant Revocation: Centralized, real-time termination of "Zombie Sessions"
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Xin Zhang
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