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Formulating an Optimization Problem
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Search for the Optimal Contaminated Segment
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Our Oblilnjection is Highly Effective

Oblilnjection ASR (%) across Datasets and Models
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Our Oblilnjection Outperforms Baselines
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Our Oblilnjection Transfers to Unseen Models

Model Transfer Performance between Shadow and Target LLMs
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Existing Defenses are Insufficient

Oblilnjection achieves high ASR under prevention defenses.

(a) Prevention-based Defenses
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Conclusion

* Single-Source Control: Manipulating just one data segmentis
sufficient to compromise the entire multi-source prompt.

* Order-Oblivious Attack: Oblilnjection is the first attack effective
regardless of segment ordering.

* High Impact & Transferability: Achieved high ASR, with
successful transfers to closed-source models like GPT-4o0.
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