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Background & Motivation
The Evolving IoT Threat Landscape:

* Hyper-connectivity in Smart Cities, Industry 4.0/5.0,
and Healthcare is driven by billions of resource-
constrained devices.

* This expansion has dissolved traditional network
perimeters, creating a massive, heterogeneous attack
surface.

What helps to detect and alert the systems to keep secure
from this evolving threats?

“Intrusion Detection Systems (IDS) continuously
monitor network and system activities, analyze
suspicious behavior, and generate real-time alerts,
enabling organizations to quickly identify, respond to,
and mitigate potential security breaches before
significant damage occurs.”

Figure: Hyper-connected IoT—edge ecosystem showing
interconnected devices and domains. Red markers indicate
potential attack entry points.



Challenges in development of Intrusion Detection Systems

Domain shift: In the depicted heterogeneous loT network, an IDS trained on one environment (e.g., smart home
traffic) may encounter different traffic patterns when deployed in other environments (e.g., vehicular or industrial loT),
kcausing performance degradation. Robust generalization across diverse network domains is therefore essential.
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Concept drift: Over time, normal and malicious loT traffic
patterns gradually evolve, causing previously trained IDS
models to lose accuracy if not continuously updated.
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Concept shift: Concept shift occurs when entirely new and
| previously unseen attack types emerge in the loT network, forcing

| IDS models trained on known classes to misclassify these zero-day
threats.




Related Work

* The application of standard Machine Learning (ML) and Deep Learning (DL) models to loT-based NIDS has been
extensively studied and demonstrated high accuracy and a lower false positive rate in classifying attacks within
static datasets [1-4]. However, this classifiers are static and inherently incapable of handling concept shift
and concept drift problems.

* To overcome this static learning problem, a more adaptive paradigm is required. Recent work, such as MATEEN,
has focused on building online learning frameworks to handle concept drift in benign traffic, using ensembles of
autoencoders to adapt to evolving network behaviors [5]. While effective for adapting to known classes, this
approach does not explicitly address the concept shift/zero-day problem.

* Meta-learning was adopted to handle concept shift by enabling rapid adaptation to new threats, yet its reliance on
deterministic embeddings fails because network traffic is inherently stochastic and unpredictable. Deterministic
models represent data as fixed points that cannot capture this high level of uncertainty, meaning they still struggle
to generalize and the problem of concept shift remains fundamentally unsolved [6-9].

* Existing [oT datasets lack high-fidelity, evolving threats, and current IDS literature lacks validated testing on edge
devices



Problem Statement and Our Contributions

Problem Statement: Current IDS models struggle to handle domain shift, evolving traffic behaviors, and zero-day
attacks in heterogeneous IoT environments, leading to performance degradation in real-world deployment. Pandora

address this by designing an uncertainty-aware, edge-efficient IDS framework capable of robust generalization
and zero-shot threat detection.

* Adversarial IoT Dataset: We release a high-fidelity IoT intrusion dataset with subclass-level attacks and
heterogeneous traffic.

* PANDORA Framework: We propose an edge-efficient architecture integrating uncertainty-aware embeddings, a
new PMSD loss for zero-shot generalization, and a lightweight Mamba-Mixture-of-Expert backbone.

* Adaptation and Intelligence: We enable zero-shot detection and few-shot prototype adaptation, offering contextual
threat insights beyond binary alerts.

* Real-World Validation: We demonstrate end-to-end deployment on a resource-constrained IoT testbed, showing
field-ready performance.

* Code and Dataset Availability: Code 1s available at https://doi.org/10.5281/zenodo.17881774 .
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Major Contribution: PANDORA Framework Overview
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PANDORA: Zero Shot Meta Task Generation

Meta task
generation

Dataset

We used the CICIDS2017 and CICIoT2023 benchmark datasets to perform subclass-level
multi-class intrusion classification. Additionally, our TTDFIoTIDS2025 dataset was
incorporated to evaluate the model’s generalization across diverse [oT attack scenarios.

Meta-task generation creates many small training episodes by randomly selecting classes and
splitting their samples into a support set (for fast adaptation) and a query set (for evaluation).

Support and query sets are further processed through parallel modality-specific blocks to
extract and fuse both packet-level content and long-range temporal-window patterns.

Meta Task Generator E‘ZD:@] Support Set E"‘:":”: Query Set



PANDORA: Mamba-Mixture-of-Experts Backbone

Modality Splitting: Input traffic features are divided into temporal and volumetric modalities to allow modality-
specific representation learning. The features are split in multiple modality to avoid feature bias and parallel training
for faster training and inference.
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PANDORA: Mamba-Mixture-of-Experts Backbone

Modality Splitting: Input traffic features are divided into temporal and volumetric modalities to allow modality-
specific representation learning. The features are split in multiple modality to avoid feature bias and parallel training

for faster training and inference.
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Feature Attention Layer:

A learnable attention mechanism computes
feature-importance weights using a softmax
operation and multiplies them with the input
features to emphasize informative attributes.
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PANDORA: Mamba-Mixture-of-Experts Backbone
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Mamba—Mixture-of-Experts Encoder:

The attended features are processed through
Mamba state-space layers with a Mixture-of-
Experts routing mechanism, enabling efficient
long-range dependency modeling while
activating only relevant experts for each
modality. The Mamba backbone provides
linear-time  complexity, lower  than
Transformer-based models, and expert routing
reduces effective parameter usage, resulting in
faster and more efficient inference.
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PANDORA: Mamba-Mixture-of-Experts Backbone
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’| Cross-Attention Fusion Module

Temporal and volumetric embeddings attend to
each other through multi-head cross-attention,
producing a unified fused representation
capturing complementary information.

Probabilistic Embedding Head

Two parallel linear projections generate the
mean and variance vectors of Gaussian
embeddings, allowing the model to represent
feature uncertainty instead of deterministic
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The Probabilistic Manifold Structuring and Distance (PMSD) Loss: Adaptive

Metric Learning

exp(—d(fo(x;), cy,))
Sy exp(—d(fy(z;), cx))

£Wass = - log

Lriipier = max(||pta — ppll3 — || tta — pnl3 +m, 0)

The Wasserstein loss encourages the embedding of
a query sample to be closer to its correct class
prototype than to other «class prototypes.
Here, the encoder generates the sample
embedding, class prototypes represent each class,
and the distance function measures similarity
across all classes.
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Lomsp = Lwass + A - Lrriplet

Lpyisp = Lwass + 292 LTripiet

2
2O—Wa,ss Triplet <+

PMSD Loss + log(owass) + 10g(0rriplet)

Auto balance Loss based on Homoscedastic Uncertainty [10]

The triplet loss ensures that the embedding of an
anchor sample is closer to its positive (same-class)
embedding than to a negative (different-class)
embedding by at least a margin, enforcing class
separation in the feature space.

PMSD enables adaptiveness by dynamically

adjusting loss weighting based on data uncertainty,
allowing flexible decision boundaries.




TTDFIoTIDS2025 - Modern Testbed with Adaptive Attacks

Realistic Heterogeneous Testbed: The dataset was generated in a physical IoT environment with Raspberry Pi
edge nodes, Wi-Fi access points, mesh, and LoRaWAN networks, forming a hybrid (star—-mesh—-LPWAN)
heterogeneous IoT topology.

Attack Generation: High-end systems generated external and internal attacks and collected packets centrally.

Data Collection: Traffic was captured as PCAP files using Wireshark, and CICFlowMeter + dpkt extracted 83 flow
and packet-level features.



TTDFIoTIDS2025 - Modern Testbed with Adaptive Attacks

Enhanced Realism: Unlike the simplistic, centralized topology of testbeds like CICIoT2023, CICIDS2017, our setup

uses a heterogeneous wireless infrastructure (multiple APs, LoRa, mesh) that more accurately reflects complex, real-
world IoT environments.

Advanced Attack Generation: We move beyond the predictable, tool-based attacks found in datasets like CI

CIDS2017 by employing custom, programmatic methods that better mimic sophisticated adversarial behavior.

Complex Attack Scenarios: In contrast to the isolated attacks or tool-based attacks seen in other datasets, our dataset

has features of concurrent, multi-threaded attacks from multiple sources to simulate modern threat campaigns.

Greater Threat Granularity: While existing datasets have broad attack categories, seven in CICIoT2023 and 33 at the

sub-class level, our dataset provides a richer taxonomy with nine classes and 63 sub-classes, enabling a more fine-
grained evaluation of detection models.

Statistic

Full Dataset

Evaluation Subset

Total Flows

Benign Flows

Malicious Flows
Number of Features
Major Attack Categories
Attack Sub-classes

4,742,843
183,179
4,559,664
83

9

63

20,00,000
50,000
15,00,000
66

7

30

\ 4

Full Dataset: Enables large-scale IDS model training,
detailed attack sub-class analysis, feature learning, and
community-wide benchmarking due to its
comprehensive size and diversity.




TTDFIoTIDS2025 - Modern Testbed with Adaptive Attacks

* Enhanced Realism: Unlike the simplistic, centralized topology of testbeds like CICIoT2023, CICIDS2017, our setup
uses a heterogeneous wireless infrastructure (multiple APs, LoRa, mesh) that more accurately reflects complex, real-
world IoT environments.

 Advanced Attack Generation: We move beyond the predictable, tool-based attacks found in datasets like CI
CIDS2017 by employing custom, programmatic methods that better mimic sophisticated adversarial behavior.

« Complex Attack Scenarios: In contrast to the isolated attacks or tool-based attacks seen in other datasets, our dataset
has features of concurrent, multi-threaded attacks from multiple sources to simulate modern threat campaigns.

* Greater Threat Granularity: While existing datasets have broad attack categories, seven in CICIoT2023 and 33 at the
sub-class level, our dataset provides a richer taxonomy with nine classes and 63 sub-classes, enabling a more fine-
grained evaluation of detection models.
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Statistic Full Dataset  IEvaluation Subset Evaluat!on Subset: Supports.standardlzed performa.nce
evaluation, faster experimentation, reproducible

Total Flows 4,742,843 20,00,000 b h Ki d fai . Fdiff t

Benign Flows 183179 50.000 enc mar ing, an a.ur. comparison 9 ifferen

Malicious Flows 4.559.664 15,00,000 detection methods. Malicious Flows contains sub class

Number of Features 83 66 level flows all in total for attack sub classes.

Major Attack Categories 9 7

Attack Sub-classes 63 30




Experimental Setup for Results and Analysis

Evaluation Objectives: Experiments evaluate whether TTDFIoTIDS2025 provides a more realistic benchmark,
measure PANDORA’s performance on known and zero-day attacks, justify its architectural components, and
assess real-time deployability in resource-constrained environments.

Hardware Setup: Training was conducted on a RTX 3070 GPU workstation (64GB RAM), while deployment
testing was performed on a Raspberry Pi 4B (8GB RAM).

Baseline and Fair Comparison: A re-implemented PTN-IDS transformer-based baseline was used to ensure fair
performance comparison, isolating the algorithmic improvements of PANDORA with lightweight
hyperparameters suitable for edge deployment. Dataset such as CICIDS2017, CICIDS2018 and CICloT2023
used for comparison.

A\ 4
Architectural Parameters Training Parameters f
Parameter Value | Parameter Value Architectural Parameters: The hyperparameter values
d,oder (Embedding Dim) 64 | Optimizer Adam were determined through extensive ablation studies
num_blocks (Mamba-MoE) 1 Learning Rate 1x107* across different value ranges. The results showed only
num_experts (per MoE) 2 Triplet Margin (m) 1.0 .. ..
Tpeaqs (Fusion Attention) 2 Baich Size 256 negligible performance variation around the selected
dropout_rate 0.5 values; therefore, the chosen configuration provides a
stable and reliable setting for all experiments.




Results and Analysis: SOTA Concept Shift/Drift Comparison

SOTA COMPARISON ON CICIDS2017 (FEW-SHOT ADAPTATION, ACC =

ACCURACY, F1 = F1-SCORE)

Shots Metric Sc.1 (n=1) Sc.2 (n=2) Sc.3 (n=3)
PTN [PANDORA | PTN [PANDORA | PTN |PANDORA

Lot Acc 0792|089 Jo701| 0680 [0.635| 0576
B o3| 0.765| 0914 |oeso|l 058 0592 0.554
sahoy Acc 0910|0961 fo.830| 0897 0795| 0.835
Fl 09071 0967 Jos823| 0879 |o779| 0831
l0ssho Acc 0931 0969 0845|0908 [0819| 0860
- Fl 0930 0981 Jos37| 0894 |osos| 0.879

COMPARISON OF DISTANCE FUNCTIONS IN PTN-IDS vs PANDORA
(5-sHoT, CICIDS2017)

Dist. Sc.1 (n=1) Sc.2 (n=2) Sc.3 (n=3)
Acc F1 Acc F1 Acc F1
Euclidean 0.910 0907 0.830 0.823 0.795 0.779
Manhattan 0.886 0.878 0.813 0.804 0.780 0.768
Cosine 0.910 0905 0729 0.696_ 0.769 0.756

Wasserstein 0.961 0.967 0.897

0.879 0.841 0.821

7

Scenario Representation: The evaluation uses three
scenarios representing increasing adaptation difficulty:
Sc.1 (n=1) — single unseen attack class (simplest), Sc.2
(n=2) — two unseen heterogeneous classes (moderate),
and Sc.3 (n=3) — multiple unseen classes (most complex),
reflecting realistic few-shot intrusion detection
! challenges.

N

Few-Shot Adaptation Performance: PANDORA
consistently outperforms PTN-IDS in 5-shot and 10-shot
settings, achieving the highest F1-scores, demonstrating
stronger adaptation capability, especially as more target
samples become available.

Wasserstein (PMSD) Ablation: The Wasserstein-based
PMSD loss outperforms Euclidean, Manhattan, and
Cosine metrics, improving accuracy and enabling strong
cross-domain generalization (~0.99 accuracy without

finetuning).




Results and Analysis: SOTA Domain Shift Comparison

PERFORMANCE UNDER DOMAIN SHIFT (TRAIN: CICIDS2017, TEST:

CICIDS2018)
Method Ben DDoS BF Bot Web DoS OA
Baseline 0.995 0.040 0.000 0.000 0.000 0.000 0.172

PTN-IDS 5-shot  0.707
+ Fine-Tuning 0.826
PANDORA 1-shot 0.225
PANDORA 5-shot 0.321

0.870 0.540 0.569 0.765 0.555 0.668
1.000 0.994 0.959 0.981 0.945 0.951
0.254 1.000 0.872 0.310 0.867 0.565
0.424 1.000 0.864 0.512 0.838 0.669

I"+Zero Shot 0.987 1.000 1.000 1.000 0.992 0.989 0.991 |

Robustness and Cross-Domain Generalization: Using the PMSD
(Wasserstein-based) distance improves performance over
standard metrics, and zero-shot cross-domain testing
(CICIDS2017 -> CICIDS2018) shows strong generalization,
achieving ~0.99 accuracy without finetuning, indicating
robustness to domain shifts.

QUALITATIVE AND QUANTITATIVE SOTA COMPARISON OF NIDS FRAMEWORK CAPABILITIES.

Model Best F1-Score Zero-Shot  Few-Shot Adaptation Edge Deploy. Complex Dataset  Feat. Attn. Dataset(s) Used Classes Eval.
RF 0.7823 X X v X X Various Various
MAML-NIDS [26] 0.9219 X v X X X CICIDS2017 5 Major
MAML-NIDS Online [55] 0.9285 X v X X X CICIDS2017 5 Major
Transformer-NIDS [61] 0.9310 X X X X X NSL-KDD 5 Major
PTN-IDS [58] 0.9310 X v X X X CICIDS2017 7 Major
MASiNet [57] 0.9412 X v X X X UNSW-NBI15, NSL-KDD 10 Major
Helios [59] 0.9578 X X X X X CICIoT2023 TON-IoT 12 Sub-classes
MTH-IDS [20] 0.9630 X X X X X CICIDS2017 20 Sub-classes
PANDORA Zero Shot (OQurs) 0.7982,0.8983,0.9690 v v v v v TTDF, CICIoT2023, CICIDS2017  41,23,7 Sub Classes
PANDORA Known (Qurs) 0.8203, 0.9182, and 0.9983 v v v v v TTDF, CICIoT2023, CICIDS2017  41,23,7 Sub Classes




Background for Real-Time On-Device Performance: Zero-Shot Detection and
Few-Shot Adaptation

Zero-Shot Detection: For each incoming network flow, the model

. . . N 1 — I W/
generates an embedding and measures its distance to all known If NoveltyScore mkmd(f‘i’(azne ) cx)

class prototypes. If the minimum distance (novelty score) exceeds \

an adaptive threshold computed from validation-distance —— Toott = Qo.95(Duat) + €
statistics, the sample is flagged as a potential zero-day attack, =

while the closest prototype label is suggested as contextual SuggestedLabel = k™ = arg min d(fs(Znew), cx)

guidance.




Background for Real-Time On-Device Performance: Zero-Shot Detection and
Few-Shot Adaptation
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N

Zero-Shot Detection: For each incoming network flow, the model
generates an embedding and measures its distance to all known
class prototypes. If the minimum distance (novelty score) exceeds
an adaptive threshold computed from validation-distance
statistics, the sample is flagged as a potential zero-day attack,
while the closest prototype label is suggested as contextual
guidance.
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Few-Shot Adaptation: When a few labeled samples of the
detected new attack become available, the framework performs
incremental fine-tuning, quickly incorporating the new class into
the model to improve future detection accuracy.

|

If NoveltyScore = m}}n d(fo(Tnew), Ck)

V
Tsoft = QO.QS (Dva]) + €

SuggestedLabel = k™ = arg mkin A(fe(Tnew), Ck)

—

Input: Trained Model fy4, Training Data Di.in, Adaptation
Set Dqgapt» Episodes Fygap, LR 7/
Output: Fine-tuned Model fy
¢ ¢
Dcombined <~ Dtrain U Dadapt
for e =1 to Fagap do
Sample support set S and query set Q) from D ombined
Compute Lpysp using Algorithm 1
@' ¢ — 1’V Lpmsp
end for
return fy

@ Yo Ik wN

—_



Results and Analysis: Real-Time Device Deployment of PANDORA

ON-DEVICE PERFORMANCE: BASELINE / PANDORA. BOLD DENOTES
MAMBA-MOE RESULTS.

Metric CICIDS2017 CICIoT2023 TTDF-10T-2025
(Baseline / OQurs) | (Baseline / Qurs) | (Baseline / Ours)
Throughput (Flows/sec) 0.52/2.03 1.12 / 4.26 0.98 / 3.82
Latency (ms/flow) 215.10 / 58.20 142.50 / 37.34 135.20 / 34.76
CPU Usage (%) 345.20 / 118.70 355.80 / 125.60 340.50 / 120.20
Memory Usage (MB) 85.60 / 24.48 82.40 / 24.16 84.10 / 24.30

Edge Efficiency: PANDORA achieves 3-4x higher throughput
with lower latency while maintaining a lightweight resource
footprint (~24MB memory, ~1.2 CPU cores), significantly
outperforming baseline models that consume higher CPU
and memory, making them less suitable for edge loT
deployment.




Results and Analysis: Real-Time Device Deployment of PANDORA

ON-DEVICE PERFORMANCE: BASELINE / PANDORA. BOLD DENOTES
MAMBA-MOE RESULTS.

Metric

CICIDS2017
(Baseline / Ours)

CICIoT2023
(Baseline / Ours)

TTDF-10T-2025
(Baseline / Ours)

Throughput (Flows/sec)
Latency (ms/flow)
CPU Usage (%)
Memory Usage (MB)

0.52/2.03
215.10 / 58.20
345.20 / 118.70
85.60 / 24.48

1.12 / 4.26
142.50 / 37.34
355.80 / 125.60
82.40 / 24.16

0.98 / 3.82
135.20 / 34.76
340.50 / 120.20
84.10 / 24.30

ABLATION OF ENCODER ARCHITECT

Edge Efficiency: PANDORA achieves 3-4x higher throughput
with lower latency while maintaining a lightweight resource
footprint (~24MB memory, ~1.2 CPU cores), significantly
outperforming baseline models that consume higher CPU
and memory, making them less suitable for edge loT
deployment.

URE ACROSS DATASETS

Dataset Config Params Time (ms)] F1 AUC
CIC17 Mamba-MoE |196,938  0.0179 | 0.836 0.991
Transformer |183,552  0.1595 ] 0.509 0.927
Mamba-MoE |195,378  0.0181 | 0.813 0.985

CICIoT23 Transformer |183,552 0.1165 ]0.356 0.919
TTDE?S Mamba-MoE 195,378  0.0176 | 0.813 0.985
Transformer |183,552 0.1669 ] 0.356 0.919

\ 4
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Encoder Ablation: In minimum-epoch ablation
experiments, the Mamba-MoE encoder achieves much
lower inference time (~0.017-0.018 ms) and higher
F1/AUC than the Transformer. Although parameters are
slightly higher, MoE modality-based gating activates
only relevant experts, enabling faster and more
efficient inference.
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ON-DEVICE PERFORMANCE: BASELINE / PANDORA. BOLD DENOTES Edge Efficiency: PANDORA achieves 3-4x higher throughput
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Encoder Ablation: In minimum-epoch ablation
experiments, the Mamba-MoE encoder achieves much

Dataset Config Params Time (ms)] F1 AUC
Mamba-MoE |196,938  0.0179 | 0.836 0.991

Cic17 Transformer |183.552  0.1595 | 0.509 0.927 lower inference time (~0.017-0.018 ms) and higher
ClCloT3 Mamba-MoE [195378 00181 [0813 0.985 F1/AUC than the Transformer. Although parameters are

Transformer [183,552  0.1165 |0.356 0.919 slightly higher, MoE modality-based gating activates
TTDE2s Mamba-MoE [195378  0.0176 | 0.813 0.985 only relevant experts, enabling faster and more

Transformer |183,552 0.1669 ] 0.356 0.919 efficient inference.

Zero-Day Detection: The novelty-score method achieved 98-100% detection of unseen zero-day attacks across all

datasets on the edge testbed.




Discussions and Future Work

Shot AUC AUC AUC Acc Acc Acc
(100:1)  (1000:1) (10000:1) (100:1)  (1000:1) (10000:1)
1-Shot 0.95 0.97 0.97 0.94 0.93 0.93
5-Shot 0.97 0.97 0.97 0.99 0.99 0.99
10-Shot 0.97 0.97 0.96 0.98 0.97 0.97

(1) Real IoT networks exhibit extreme imbalance with
benign to-attack ratios such as 100:1, 1000:1 and
10,000:1. PANDORA mitigates this by using episodic
meta-learning, which constructs balanced N-way, K-shot
episodes irrespective of raw distribution. As validated in
Table, prototype learning is driven by feature modality
rather than frequency, allowing PANDORA to sustain
stable performance under increasing imbalance.

~

(2) Horizontal Scalability: Due to its lightweight footprint
(~24 MB), PANDORA supports distributed edge
deployment, maintaining constant per-node processing
(O(1)) and stable detection latency (~37 ms) even when
scaling to 1000+ loT nodes.

(3) Vertical Efficiency: The Mamba-MoE backbone
provides linear complexity (O(L)) and O(1) inference,
enabling real-time processing under high traffic loads,
whereas transformer-based NIDS scale quadratically
(O(L?)), leading to rapid computational saturation.
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stable performance under increasing imbalance.

\

~

(2) Horizontal Scalability: Due to its lightweight footprint
(~24 MB), PANDORA supports distributed edge
deployment, maintaining constant per-node processing
(O(1)) and stable detection latency (~37 ms) even when
scaling to 1000+ loT nodes.

(3) Vertical Efficiency: The Mamba-MoE backbone
provides linear complexity (O(L)) and O(1) inference,
enabling real-time processing under high traffic loads,
whereas transformer-based NIDS scale quadratically
(O(L?)), leading to rapid computational saturation.

Future Work: Future research will focus on improving robustness under extreme class-imbalance scenarios with higher

attack—benign ratios and extending the framework’s scalability to ultra-large lIoT deployments, including large-scale
distributed edge clusters and high-density traffic environments.
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