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Motivational Example: Hash Table with Linear
Probing

int hash_find index(struct hash *h, void *xitem) {
vold *cnhx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h->cmp_item(cnx, item))
break;
index = hash next _index(h, index);
cnx = gap_get(h->data, index);

s
if (cnx == NULL) return -1;
return index:
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Motivational Example: Hash Table with Linear

Probing

while (cnx !'= NULL) {

if (cnt++ > h->hash_size)

if ('h->cmp_item(cnx, item))

brea
1ndex =
CnX = ga

Ky
nash_next_index(h, index);

0_get(h->data, index);

return -1;
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Motivational Example: Hash Table with Linear
Probing

hash _find index(struct hash xh, 17)

if (cnx == NULL) return -1; ...
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Motivational Example: Hash Table with Linear
Probing

int hash find index(struct hash sh, void sitem) {

vold *cCnx; | ln practice, these are
int index = hash_make_key(h, item);

int cnt = 0; structs that represent
cnx = gap_get(h->data, index); K '
while (cnx '= NULL) { W-QILWOY COWW-QCILIOW.S.

if (cnt++ > h->hash_size) return -1;
if ('h->cmp_item(cnx, item))
break;
index = hash next _index(h, index);
cnx = gap_get(h->data, index);
I3
if (cnx == NULL) return -1;
return 1ndex;



Compilers convert code from a higher level
language into a lower-level language.

(& Original Source Code
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Compilers convert code from a higher level
language into a lower-level language.

(& Original Source Code Assembly

(Human-Readable Compileqd)

int hash_find_index(struct hash xh, void xitem) {
vold *cnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);

155: push  Srbp

156: mov %rsp,s%rbp

159: sub $0x20,%rsp

15d:  mov %rdi,—-0x18(%rbp)
161:  mov %rsi,—0x20(%rbp)

while (cnx !'= NULL) { 165:  mov —0x20(%rbp) ,%rdx
if (cnt++ > h->hash_size) return -1; 169: mov —0x18(%rbp) ,%rax
if ('h->cmp_item(cnx, item)) 16d: mov %rdx,%rsi
break; 170: mov %Srax,%srdi
index = hash_next index(h, index); 173: callg 0x94
cnx = gap_get(h->data, index); 178:  mov %eax,—0xc(%rbp)
1 17b: movl  $0x0,-0x10(%rbp)
if (cnx == NULL) return -1; 182: mov —0x18(%rbp) ,%rax
return index; 186: mov 0x8(%rax) ,%rax
} 18a:  mov —-0xc(%rbp) ,%edx
18d: mov %edx,%es1l
18f: mov %rax,%rdi
192: callg 0xb5e
197:  mov %rax,—0x8(%rbp)
19b: jmp 0x200
19d:  mov -0x10(%rbp) ,%eax
1a0: lea Ox1(%rax) ,%sedx

1A ma\/ ondv _NAvionl(evrhn )



Compilation is lossy: some abstractions present in
source code are discarded

(& Original Source Code Assembly

(Human-Readable Compileqd)
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Compilation is lossy: some abstractions present in

source code are discarded
No dentif,
Assembly

(Human-Readable Compileqd)

< hame;

0.

(& Original Source Code
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Compilation is lossy: some abstractions present in

source code are discarded
No dentif,
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(Human-Readable Compileqd)
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(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {
vold *cnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);

155: push  Srbp

156: mov Srsp,%srbp g
159:  sub $0x20,%rsp “
15d:  mov %rdi,—-0x18(%rbp)
161:  mov %rsi,—0x20(%rbp)

while (cnx !'= NULL) { 165:  mov —0x20(%rbp) ,%rdx
if (cnt++ > h->hash_size) return -1; 169: mov —0x18(%rbp) ,%rax
if ('h->cmp_item(cnx, item)) 16d: mov %rdx,%rsi

break:

170: mov srax,%srdi
index = hash _next _index(h, index); &8r

173: callg 0x94 “®~ -

cnx = gap_get(h->data, index); index 178:  mov %eax,—0xc(%rbp)
¥ Struct/ha h 17b: mov L $0x0,-0x10(%rbp)
if (cnx == NULL) return -1; > 182: mov —0x18(%rbp) ,%rax
return index; 186: mov 0x8(%rax) ,%rax
} 18a:  mov —-0xc(%rbp) ,%edx
18d: mov %edx,%es1l
18f: mov %rax,%rdi COM{'YO(
192: callg 0xb5e .
197:  mov %srax,—0x8(%rbp) f: LS
19b:  jmp  0X200 e low
19d:  mov -0x10(%rbp) ,%eax
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Assembly is difficult for humans to read.

Assembly \

(Human-Readable Compiled)

(& Original Source Code

int hash _find index(struct hash xh, void xitem) { 155: push  %rbp

void kcnx; 156: mov falas.D , rbp
int index = hash_make_key(h, item); 159:
int cnt = 0; 15d:
cnx = gap_get(h->data, index); 161:
while (cnx !'= NULL) { 165:
if (cnt++ > h->hash_size) return -1; 169:
if ('h-—>cmp_item(cnx, item)) 16d:
break; 170:
index = hash _next _index(h, index); 173:
cnx = gap_get(h->data, index); index 178: ’ (%rbp
} StFUCt,ha A 17Db: $0x0,-0x10 (%rbp)
if (cnx == NULL) return -1; > 182: mov —0x18(%rbp) ,%rax
return index; while 186: mov Ox8(%rax) ,%rax
} 18a:  mov —-0xc(%rbp) ,%edx
/ 18d: mov %edx,%es1l
i 18f: mov %rax,%srdi COM{'YO(
192: callg 0xb5e .
197:  mov  %rax,—-0x8(%rbp) f: LS
19b: jmp DX 20 Q s (Ohw’
19d:  mov -0x10(%rbp) ,%eax
10 1a0: lea Ox1(%rax) ,%edx QO'LOS

12 ma\/ ondv _NAvionl(evrhn )



Decompilers help by reversing the compilation
process.

(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {

vold *cnx;

int index = hash_make_key(h, item);

int cnt = 0;

cnx = gap_get(h->data, index);

while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—->cmp_item(cnx, item))

break;

index = hash _next _index(h, index);
cnx = gap_get(h->data, index);

¥
if (cnx == NULL) return -1;
return index:

Struct h
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Decompilers help by reversing the compilation
process.

(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {

void skcnx;

int index = hash_make_key(h, item);

int cnt = 0;

cnx = gap_get(h->data, index);

while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—->cmp_item(cnx, item))

break;

index = hash _next _index(h, index);
cnx = gap_get(h->data, index);
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if (cnx == NULL) return -1;
return i1ndex; eXEC
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Decompilers help by reversing the compilation
process.

(& Original Source Code Decompiled Code

int hash_find_index(struct hash xh, void xitem) { —intod —fastcall funcal__int6d al, _intod a2)d
vold *Cnx; | __int64 result; // rax
int index = hash_make_key(h, item); int v4; // [rsp+10h] [rbp-10h]
int cnt = 0; unsigned int v5; // [rsp+14h] [rbp-Ch]
cnx = gap_get(h->data, index); __int64 1i; // lrsp+18h] [rbp-8h]
. -
while (cnx '= NULL) { U5 = func2(al, a2):

if (cnt++ > h->hash_size) return -1;

if ('h—->cmp_item(cnx, item))
break;

index = hash _next _index(h, index);

cnx = gap_get(h->data, index);

v4 0,
for (i = funcl(x(_QWORD x)(al + 8), v5); i
i = funcl(x(_QWORD x)(al + 8), v5)) {
V2 = V4++;
if (v2 > x(_DWORD x)al)
1 return OxXFFFFFFFFLL;

: . 1. if (!(x(unsigned int(__fastcall xx)
if (CnX_—a NULL) return -1; exec (__int64, __int64))(al + 24))(i, a2))
return i1ndex; break:
} v5 = func3((_DWORD x)al, v5);
I3
- — . @ if (i)

Stru ; result = v5;
Ct _hash Decompiler olso
index result = OxFFFFFFFFLL;
kl\-i-{e return result;

}

11



However, decompiled code is still much less easy
to read than the original.

(& Original Source Code Decompiled Code

int hash find index(struct hash *h, void sitem) { —intéd __fastcall funcd(__intéd al, __int6d a2){

. int v2; // eax
vold *Cnx; | __int64 result; // rax
int index = hash_make_key(h, item); int v4; // [rsp+10h] [rbp-10h]
int cnt = 0; unsigned int v5; // [rsp+14h] [rbp-Ch]
cnx = gap_get(h->data, index); __int64 i; // [rsp+18h] [rbp-8h]
while (cnx !'= NULL) { @ 5 = func2(al, a2):
if (cnt++ > h->hash_size) return -1; o4 z4 _ 0 neatat, a
if (fh—>cmp_item(cnx, item)) for (i = funcl(*(_QWORD *)(al + 8), v5); i:
break; i = funcl(*(_QWORD *)(al + 8), v5)) {
index = hash _next _index(h, index);: _‘. V2 = Vh++;
cnx = gap_get(h—->data, index); - @ c@ if (v2 > >|<( _DWORD x)al)
1 return QXFFFFFFFFLL
: — 1. f (!'(*x(unsigned 1nt(_fastcall %k )
11 (Cnx.__ NULL) return -1; (_int64, __int64))(al + 24))(i, a2))
return 1ndex; break;
s v5 = func3((_DWORD x)al, v5);
I3
if (1)
Struct hash result = v5;
else
index result = OxFFFFFFFFLL;
while return result;

}
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However, decompiled code is still much less easy
to read than the original.

(& Original Source Code Decompiled Code
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However, decompiled code is still much less easy
to read than the original.

int hash_find_ 1ndex?struct hashfi
void skcnx; et ne et

int
int
cnx

(& Original Source Code

index = hash_make_key(h, item);
cnt = 0;
= gap_get(h->data, index);

while (cnx != NULL) {

¥

if (cnt++ > h->hash_size) return -1;
if ('h—->cmp_item(cnx, item))

break;
index = hash _next _index(h, index);
cnx = gap_get(h->data, index);

if (cnx == NULL) return -1;
return index:

1 . S t ru C -t h ;.\fi\
{5t et hash

, void i )}

12

Decompiled Code

__int64 _ fastcall func4(fﬂint64f¢1,

}

int v2; // eaX st
__int64 result; // rax
int v4; // [rsp+10h] [rbp-10h]
unsigned int v5; // [rsp+14h] [rbp-Ch]
__int64 1i; // [rsp+18h] [rbp-8h]
v5 = func2(al, a2);
vd = 0;
for (i = funcl(x(_QWORD x)(al + 8), v5); 1i;
i = funcl(x(_QWORD x)(al + 8), v5)) {
V2 = V4++;
if (v2 > *( _DWORD x)al)
return QXFFFFFFFFLL
f (!(*x(unsigned 1nt(__fastcall %k )
(__int64, __int64))(al + 24))(i, a2))
break;

v5 = func3((_DWORD x)al, v5);
}
if (1)

result = v5;
else

result = OxXFFFFFFFFLL;
return result;



However, decompiled code is still much less easy
to read than the original.

(& Original Source Code Decompiled Code

_int64  fastcall func4(fy
int v2; // EaAX e

vold *Cnx; o | __int64 result; // rax
int index = hash_make_key(h, item); int v4; // [rsp+10h] [rbp-10h]

int cnt = 0; unsigned int v5; // [rsp+14h] [rbp-Ch]
cpx.= gap_get(h—>data, index); __int64 i; // lrsp+18h] [rbp-8h]
whilej(cnx 1= NULL) o @ 5 = func2(al, a2);
—1f (cnt++ > h—>hash_size) return -1; o “ QL.J c2(al, a2);
if (th—>cmp_item(cnx, item)) @ for $i = funcl(*(_QWORD %)(al + 8), Vv5); i;
break; ( ) «*" i = funcl(*(_QWORD x)(al + 8), v5)) {
index = hash_next_index(h, index); _“ V2 = VAt
cnx = gap_get(h—->data, index); - @ c@ if (v2 > x(_DWORD x)al)
1 return OxXFFFFFFFFLL;
: . 1. if (!(x(unsigned int(__fastcall xx)
I{Ztéﬁzxiaaeﬂ{“‘") return —1; (__int64, _ int64))(al + 24))(i, a2))
’ break;
} v5 = func3((_DWORD x)al, v5);
, if (i)
f£Sstruct 3 result = v5;
' -hash else

result = OxXFFFFFFFFLL;
return result;

12



However, decompiled code is still much less easy

to read than the original.

(& Original Source Code

vold *cnx:
int 1ndex

int cnt = 0; e,
ChX..z gap_g&l{h—>data,;
(while(cnx !'= N @
1f (cnt++ > h->hash_size) return -1; =t 4
if ('h—>cmp_item(cnx, item))
break;
index = hash next_ipndex(h, index); —
chx = gap_o& index): .

¥
if (cnx == NULL) return -1;
return index:

12

Decompiled Code

_ int64  fastcall funca({

int v2; // eax s
__int64 result; // rax
int v4; // [rsp+10h] [rbp-10h]
unsigned int v5; // [rsp+14h] [rbp-Ch]
__int64 1i; // [rsp+18h] [rbp-8h]
v5 = func2(al, a2);

4 = 0Q: (T T

31 = funclf*(_QWORD x) (al AV5); i;

ammest” ] = funcl¥ Jv5)) {

V2 = Vvi4++; e S

if (v2 > x(_DWORD x)al)

return OxXFFFFFFFFLL;
if (!(x(unsigned int(__fastcall xx)
(__int64, __int64))(al + 24))(i, a2))
break;

v5 = func3((_DWORD x)al, v5);
¥
if (1)

result = v5;
else

result = OxXFFFFFFFFLL;
return result;



In general, arbitrary transformations are

required to match the original source.
(& Original Source Code Decompiled Code

int hash find index(struct hash xh, void xitem) { __inte4 _ fastcall func4(__int64 al, __ _int64 a2) {
void *xcnx: int v2;
int index = hash_make_key(h, item); __1nt64 result;
int cnt = 0; int v4;
cnx = gap_get(h->data, index); . .. unsigned 1int v>;
‘while (cnx != NULL) { § __1nté4 1;
: if (cnt++ > h->hash_size) return -1;:
if ('h—>cmp_item(cnx, item)) ; v5 = func2(al, a2);
break; : N T e er e e ererererererar e et e ararararenarenanannnan e nnnnnnanns
index = hash_next _index(h, index); : ifor (i = funcl(*(_QWORD x*)(al + 8), v5); 1i;
g cnx = gap_get(h->data, index); E ; i = funcl(*(_QWORD x*)(al + 8), v5)) {
3 P V2 = VAt
if (cnx == NULL) return -1; i if (v2 > *x(_DWORD *)al)
return index; : return OxFFFFFFFFLL;
1 if (!(x(unsigned int(__fastcall sxx)

(__int64, __int64))(al + 24))(i, a2))
break;
v5 = func3((_DWORD %x)al, v5);

result = v5;
else

result = OxFFFFFFFFLL;
return result;

13 }
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We fine-tuned a local LLM to perform this task
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There are two main ways of doing neural

decompilation
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Compiled Program . —.-» . Decompiled Code

Decompiler

Original Source Code Predicted Code



We treat the LLM as the last stage of
decompilation

Original Source Code @ @ Predicted Code

@
* ¢
Compiled Program . —.-» . Decompiled Code

Decompiler
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This type of textual transformation forms the
basis for our solution, which we call Idioms

We build upon this base by incorporating problem-specific insights.

We focus on things that are fundamental: those which remain true even as general
LLM performance improves over time.

Solution

Decompiled Code —
Prompt

ALY, IR — Original Code
Generation Target
17



Insight 1: Types are integral to
the structure of the code.



Types are integral to the structure of the code.

(& Original Source Code

void xitem) {

int hash_find_index(struct hash xh,

volid *cnx:

int index = hash_make_key(h, item);

int cnt = 0;

cnx = gap_ getdh—>dataL index) ;

while (cnx != NULL) {

if (cnt++ > |h—->hash size
if (!h->cmp item(cnx,

break:

index = |hash next index|(h,

eturn -1;

)

index):

cnx = gap_get(h->data, index);

¥
if (cnx == NULL)
return i1ndex:

return -1;

Decompiled Code

int64 _ fastcall func4(
int v2:

___1nt64 result;

int v4:

unsigned int v5;
__1nt64 1i;

func2(al, a2);

__int64 al, _ int64 a2) {

Pointer arithmetic to
access struct members

"
’

‘ ‘

funcl(x( QWORD x)(al + S)V/ |
QWORD x)(al + 8)[, vb)) {

1 =
i = funcl(jx
= V4++,;

Pointer
dereference to
access first
struct member

—rf—eva—>—|_[)w0RD ) adl)

return OxXFFFFFFFFLL;

if (!H(x(unsigned int(

__fastcall s*x)
(__int64, __int64))(al + 24))(i, a2))

break:

19

L

}

if (1)
result

else

V5;

result = OxFFFFFFFFLL;

return result;

v5 = func3((_DWORD x)al, v5);




Types are necessary to define the behavior of

the function

LLM4Decompile Prediction

(& Original Source Code

—

int hash find index(struct hash xh, void xitem) {
void xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—>cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

&

PlLe
Tam ef a(

‘.

Decompiler

}
if (cnx == NULL) return -1;

return index:

20

void xVAR 1) {

int VAR 2
int VAR 3
void *VAR 4
VAR 2 = FUN_0009ff86(VAR_@, VAR 1);
VAR 3 = 0;
VAR 4 = FUN_0009ff88(VAR_0->VAR 5, VAR 2);
while (VAR 4) {

if (VAR_0->VAR 6 < VAR 3) {

@ @ int FUN_ 00100155 (struct FUN_0009ff84 *VAR 0,

return -1;

}

if ('VAR_@->VAR 7(VAR_ 4, VAR 1)) {
break;

¥

VAR 2 = FUN _0009ff89(VAR_ 0, VAR 2);

VAR_4 = FUN_0009ff88(VAR_0->VAR_5, VAR 2);

1f (VAR _4) {
return VAR _2;

return -1;



Types are necessary to define the behavior of

the function

LLM4Decompile Prediction
(& Original Source Code

void *VAR 4;

int hash find index(struct hash xh, void xitem) {
void xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—>cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

VAR_2 = FUN_0009ff86(VAR_O, VAR_1);

VAR_3 0;
VAR 4 = FUN_0009ff88(VAR_0—>VAR_ 5, VAR 2);
while (VAR 4) {
if (VAR _0->VAR 6 < VAR 3) {
return -1;

' ¥
pile  if (1vAR_->VAR_7(VAR 4, VAR_1)) {

Taw ef a( ) break;

FUN_0009ff89(VAR_O, VAR_2);

VAR_4 = FUN_0009ff88(VAR_0->VAR_5, VAR 2);
exec VAR_3++;
1f (VAR _4) {
return VAR _2;

Decompiler return -

}
if (cnx == NULL) return -1;

return index:

20



Types are necessary to define the behavior of

the function
LLM4Decompile Prediction

(& Original Source Code

FUN 0009ff86(VAR 0, VAR_1);

int hash_find_index(struct hash xh, void xitem) { _
. VAR 2 =
void *xcnx; _
int index = hash_make_key(h, item); VAR_3 = 0;
- — ’ ’ VAR _4 = FUN_0009ff88(VAR_0—>VAR_ 5, VAR 2);

while (VAR 4) {
if (VAR_0->VAR 6 < VAR 3) {
return -1;

' ¥
pile  if (1vAR_->VAR_7(VAR 4, VAR_1)) {

Taw ef a( 1 break;

int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx !'= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—>cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

FUN_0009ff89(VAR_O, VAR_2);

VAR_4 = FUN_0009ff88(VAR_0->VAR_5, VAR 2);
exec VAR_3++;
1f (VAR _4) {
return VAR _2;

Decompiler return -

}
if (cnx == NULL) return -1;

return index:

20



Types are necessary to define the behavior of

the function

(& Original Source Code

int hash find index(struct hash xh, void xitem) {
void xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—>cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

}
if (cnx == NULL) return -1;

return index:

‘.

Decompiler

20

L LM4Decompile Prediction

P[{Q
(Taw ot al.)

_2 = FUN ®0®9ff86(VAR 0, VAR_1);
VAR_3 = 0;
VAR_4 = FUN_0009ff88(VAR_0—>VAR_5, VAR_2);

while (VAR 4) {
if (VAR_0->VAR 6 < VAR 3) {
return -1;

+

if (!'VAR 0—>VAR 7(VAR 4, VAR 1)) {
( QWORD x)(al + 8)

VAR 4 = FUN @a

MR%+ VAR @ >VAR SRZH

1f (VAR _4) {
return VAR _2;

return -1;



Types are necessary to define the behavior of

the function

(& Original Source Code

int hash find index(struct hash xh, void xitem) {
void xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx '= NULL) {
if (cnt++ > h->hash_size) return -1;
if ('h—>cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

}
if (cnx == NULL) return -1;

return index:

‘

Decompiler

20

L LM4Decompile Prediction

P[{Q
(Taw et al.)|x

_2 = FUN ®0®9ff86(VAR 0, VAR_1);
VAR_3 = 0;
VAR_4 = FUN_0009ff88(VAR_0—>VAR_5, VAR_2);

while (VAR 4) {
if (VAR_0->VAR 6 < VAR 3) {
return -1;

¥
if (!VAR Q—>V/

VAR_ 4 = FUN_ 06
VAR 3++;

1f (VAR _4) {
return VAR _2;

return -1;



Types are necessary to define the behavior of

the function
LLM4Decompile Prediction

(& Original Source Code

int Cgig_iénglndex(struct hash xh, void xitem) { VAR 2 = FUN @@@9ff86(VAR 9, VAR 1);
int index'= hash_make key(h, item); Ve = 0
— — ’ ’ VAR_4 = FUN_0009ff88(VAR_0->VAR_5, VAR_2);

while (VAR 4) {
if (VAR_0->VAR 6 < VAR 3) {
return -1;

int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx !'= NULL) {

if (cnt++ > h—->hash_size) return -1; Y !

if ('h—>cmp_item(cnx, item)) (o . ‘
break; P if (!VAR 0—>V

index = hash_next_index(h, index); CT&M ef a()

cnx = gap_get(h->data, index);

VAR_ 4 = FUN_ @9

exec VAR 3++;
1f (VAR _4) {
return VAR _2;

Decompiler return -

}
if (cnx == NULL) return -1;

return index:

'SzcorYQCf?

Buf 1 thi
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. Predict necessary type definitions along
with the original code

Solution
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. Predict necessary type definitions along
with the original code

Solution

Decompiled Code — JRNY IR — Original Code + Type Definitions
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Our solution, Idioms, jointly predicts code and
types.

@Our Solution (Idioms) Prediction @LLI\MDecompile Prediction

gt hash_findistruct hash_t xhash, void ke’ int FUN_00100155 (struct FUN_0009ff84 *VAR_O,
int index = hash_index(hash, key); int VAR 2- void +VAR_1) A
S witer int VAR_3;
void xitem = hash_get(hash->table, index); void *VAR. 4:
while (item 1= ((void %)@)) { VAR_2 = FUN_0009ff86(VAR_0, VAR 1);
if (i++ > haSh—>SiZE) { VAR_3 : 0- B - -7
, return -1; VAR_4 = FUN_0009ff88(VAR_0->VAR 5, VAR 2);
. ~ . o while (VAR _4) {
if (hash->cmp(item, key) == 0) { if (VAR_0->VAR_6 < VAR_3) {
y ’ return -1;
. . }
index = hash _next(hash, index); . -
item = hash_get(hash—>table, index); lfbﬁégﬁs—@ >VAR_7(VAR_4, VAR_1)) 1
} ’
. . . I3
== 7 — . .
\ return (item ((void *)0)) ? -1 : index; VAR 2 = FUN 0009Ff89(VAR @, VAR 2);
VAR 4 = FUN_0009ff88(VAR_0-—>VAR 5, VAR 2);
struct hash t { struct hash_table t { VAR 3++;
int size: int size; ¥
int count: void xxitems; if (VAR 4) {
struct hash_table_t xtable; Ly 1 return VAR_Z;
int (xhash)(void xkey); return —1:
int (xcmp) (void xkeyl, void xkey?2); ! ’

22



Our solution, Idioms, jointly predicts code and
types.

@Our Solution (Idioms) Prediction @LLI\MDecompile Prediction

gt hash_findistruct hash_t xhash, void ke’ int FUN_00100155 (struct FUN_0009ff84 *VAR_O,
int index = hash_index(hash, key); int VAR 2: void +VAR_1) A
int 1 = 0; %nt VAR_3:
void xitem = hash_get(hash->table, index); void *VAR. 4:
while (item 1= ((void %)@)) { VAR_2 = FUN_0009ff86(VAR_0, VAR 1);
if (i++ > haSh—>SiZE) { VAR_3 : 0- B - -7
, return -1; VAR_4 = FUN_00097f88(VAR_0->VAR_5, VAR 2);
. ~ . o while (VAR _4) {
if (hash >cmp(item, key) == 0) { if (VAR_0->VAR_6 < VAR_3) {
\ ’ return -1;
. }
index / :
. _ 2 if (!VAR_0->VAR _7(VAR_4, VAR 1)) {
iten What's a hash—>table: renh:
. . . }
== ? - . ’
\ return (item ((void *)0@)) ? -1 : index; VAR 2 = FUN 0009ff89(VAR @, VAR 2);
VAR 4 = FUN_0009ff88(VAR_0-—>VAR 5, VAR 2);
struct hash t { struct hash_table t { VAR 3++;
int size: int size; ¥
int court: void skitems: if (VAR_4) {
struct hash_table_t xtable; Ly 1 return VAR_Z;
int (xhash)(void xkey); return —1:
int (xcmp) (void xkeyl, void xkey?2); ! ’
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Our solution, Idioms, jointly predicts code and
types.

@Our Solution (Idioms) Prediction @LLI\MDecompile Prediction

%nt hash_find(struct hash_t xhash, void x*key) int FUN_00100155 (struct FUN_0009ff84 xVAR O,
int index = hash_index(hash, key); int VAR 2: vold *VAR_1) A
int 1 =10; _ _ int VAR_3;
void xitem = hash_get(hash—->table, index); void *VAR 4:
while (item !'= ((void *)0)) {
if (it > hash-ssize) & ¥ﬁ§ % - gUN 0009ff86(VAR_0, VAR 1);
} return -1; VAR_4 = FUN_0009ff88(VAR_0->VAR_5, VAR 2);
. . while (VAR_4
if (hash->cmp(item, key) == 0) { if (6AR 6-1viR 6 < VAR 3) {
break; return -1;

}

. }

index :

| _ if (!'VAR_@->VAR_7(VAR_4, VAR_1)) {
| iten wuama hash—->table? renp:

__ , 1
! return (item == *¥)0)) 7 -1+ index; VAR 2 = FUN_00Q9ff89(VAR @, VAR 2);
VAR 4 = FUN_0009ff88(VAR_0-—>VAR 5, VAR 2);
struct hash t { struct ha§h_tab1e_t { VAR _3++;
int size; int size; ¥
int count: ¢ void skxitems; if (VAR 4) A
struct hash_table t stable: ¥ y return VAR_2;
int (xhash) (void xkey); return —1:
int (xcmp) (void *keyl, void xkey2); ) etu ’
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Our solution, Idioms, jointly predicts code and
types.

@Our Solution (Idioms) Prediction @LLI\MDecompile Prediction

" hash_find(struct hash_t s*hash, void skkey) int FUN_00100155 (struct FUN_0009ff84 *VAR_O,
int index = hash_index(hash, key); VAR - vold #VAR_1) A
int i = 0; int VAR_3;
void xitem = hash_get(hash->table, index); void VAR 4:
while (item != ((void %)0)) { VAR_2 = FUN_00097f86(VAR_0, VAR_1);
1f (i++ > haSh—>SiZE) { VAR 3 : @
, return -1; VAR 4 = FUN_0009ff88(VAR_@—>VAR_5, VAR 2):
. ~ . o while (VAR _4) {
1T (hashe>cmp(item, key) == @) A if (VAR_O->VAR_6 < VAR_3) {
\ ’ return -1;
. }
index / :
. _ > if (!VAR_0->VAR_7(VAR_4, VAR_1)) {
iten What's a hash—>table: orenk.
. 3 . }
== ; ? - . ,
\ return (item (3v01d *)0)) ? -1 : index; VAR 2 = FUN_0009ff89(VAR @, VAR 2):
] VAR_4 = FUN_0009f88(VAR_B->VAR_5, VAR_2);
struct hash t { w. Struct hash_table_t { VAR_3++;
int size; v Int size; ;
int count: - void x¥items; if (VAR_4) A
struct hash _table t'*table, i ! return VAR_2;
int (xhash) (void xkey); return —1:
int (xcmp) (void xkeyl, void xkey2); } '
b
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Insight 2: Type recovery requires
interprocedural analysis in general—
especially for composite types



Type recovery requires interprocedural analysis
in general—especially for composite types

(& Original Source Code Decompiled Code
int hash find index(struct hash xh, void xitem) { __inte4 _ fastcall func4(__int64 al, __ _int64 a2) {
void *cnx;: int v2;
int index = hash_make_key(h, item); __1nt64 result;
int cnt = 0; int v4;
cnx = gap_get(h->data, index); unsigned int v5;
while (cnx != NULL) { __1int64 1i;
if (cnt++ > h—>hash_size) return -1;
if ('h—>cmp_item(cnx, item)) v5 = func2(al, a2);
break; vd = 0;
index = hash next _index(h, index); for (i = funcl(*(_QWORD *)(al + 8), v5); 1i;
cnx = gap_get(h->data, index); 1 = funcl(*x(_QWORD x*)(al + 8), v5)) {
1 V2 = V4++;
if (cnx == NULL) return -1: if (v2 > *x(_DWORD x)al)
return index; return OxXFFFFFFFFLL;
1 if (!'(x(unsigned int(__fastcall xx)
(__inte4, __int64))(al + 24))(i, a2))
break;
v5 = func3((_DWORD %x)al, v5);
I3
if (i)
result = v5;
else

result = OxFFFFFFFFLL;
return result;

24 }



Type recovery requires interprocedural analysis
in general—especially for composite types

(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {
vold xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {
if (cnt++ > h—>hash_size) return -1;
if ('h->cmp_item(cnx, item))
break;
index = hash_next _index(h, index);
cnx = gap_get(h->data, index);

I
if (cnx == NULL) return -1;
return i1ndex:

_int64 _ fastcall func4(__int64 al,

Decompiled Code

_int64 a2) {

int v2:

___1nt64 result;

int v4:
unsigned int v5;

__int64 i; What s the type of the

v4 0; p——
for (i = funcl(*(_QWORD x4 ( J
i = funcl(*(_QWORD x*) (aT+=8)
V2 = V4++;
if (v2 > x(_DWORD x)al)
return OXFFFFFFFFLL;
if (!(x(unsigned int(__fastcall sx)
(__int64, __int64))(al + 24))(i, a2))
break;
v5 = func3((_DWORD %x)al, v5);
¥
if (1)
result = v5;
else
result = OxFFFFFFFFLL;
return result;

v5 = func2(al, a2); fl-?.(é( at al + 8¢




Type recovery requires interprocedural analysis
in general—especially for composite types

(& Original Source Code Decompiled Code
int hash_find_index(struct hash xh, void xitem) { __int64 __fastcall func4(__int64 al, __ int64 a2) {
volid *cnx: 1nﬁ v2:
int index = hash_make_key(h, item); __1nt64 result;
int cnt = 0; int v4;
cnx = gap_get(h->data, index); unsigned int v5; /
while (cnx '= NULL) { __int64 i; W(«af S Hfuz {‘_9?42 075 H’l-Q
if (cnt++ > h—>hash_size) return -1; : p
if ('h->cmp_item(cnx, item)) v5 = func2(al, a2); 75"Q{0( af al T 8
break; v4d = 0; T e
index = hash_next _index(h, index); for (1 = [funclf(*(_QWORD x{(a 8),/Vv5); 1;
cnx = gap_get(h->data, index);- 1 = funcZ(*x(_QWORD ) (aT**=g8), v5)) {
} V2 = V4++;
e ‘ if (v2 >/%(_DWORD *x)al)
__int64 _ fastcall funcl(__int64 al, int a2) { retuph OXFFFFFFFFLL;

} __1nt64 result; // rax if (! fk(unsigned int(__fastcall xx)

(__int64, __int64))(al + 24))(i, a2))
if ( a2 < *x(_DWORD x)al ) dreak;

result = *x(_QWORD ) (x(_QWORD x)(al + 8) + 8LL *x a2); = func3((_DWORD x)al, v5);
else s
result = OLL; f (1)
return result; result = v5;
else
result = OxFFFFFFFFLL:
return result;

24 }



Type recovery requires interprocedural analysis
in general—especially for composite types

(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {

vold xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {

if (cnt++ > h—>hash_size) return -1;

if ('h->cmp_item(cnx, item))

break;
index = hash_next _index(h, index);

Decompiled Code

_int64 __fastcall funcd4(__int64 al, __int64 a2) {
int v2:

___1nt64 result;

int v4:

unsigned int v5; /

_int64 i; What s the type of the
v5 = func2(al, a2); 7£l-Q{0( ar al + 8?

vd = 0; T

for (1 = [funcl|(*(_QWORD *§( ) Vv5); 1i;

i = funcZX(*x(_QWORD x) (dT*==¥E), v5)) {

cnx = gap_get(h—->data, index);_

__inte4 _ fastcall funcl(__int64 al, int a2) {
1 __int64 result; // rax

€5 DWORD ST

€ ST ttemenienfa@WORE™% ) (x(_QWORD *) (al + 8) + 8LL * a2);

else

result = OLL;
return result;

V2 = V4++;
if (v2 >/%(_DWORD *x)al)
retu OxXFFFFFFFFLL;
if (!'f*(unsigned int(__fastcall sxx)
(__int64, __int64))(al + 24))(i, a2))
dreak;
= func3((_DWORD x)al, v5);
5
f (1)
result = v5;
else
result = OxFFFFFFFFLL;
return result;



Type recovery requires interprocedural analysis
in general—especially for composite types

(& Original Source Code

int hash_find_index(struct hash xh, void xitem) {

vold xcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {

if (cnt++ > h—>hash_size) return -1;

if ('h->cmp_item(cnx, item))

break;
index = hash_next _index(h, index);

Decompiled Code

_int64 __fastcall funcd4(__int64 al, __int64 a2) {
int v2:

___1nt64 result;

int v4:

unsigned int v5; /

_int64 i; What s the type of the
v5 = func2(al, a2); 7£l-Q{0( ar al + 8?

vd = 0; T

for (1 = [funcl|(*(_QWORD *§( ) Vv5); 1i;

i = funcZX(*x(_QWORD x) (dT*==¥E), v5)) {

cnx = gap_get(h—->data, index);_

__inte4 _ fastcall funcl(__int64 al, int a2) {
1 __int64 result; // rax

else

result = OLL;
return result;

V2 = V4++;
if (v2 >/%(_DWORD *x)al)
retu OxXFFFFFFFFLL;
if (!'f*(unsigned int(__fastcall sxx)
(__int64, __int64))(al + 24))(i, a2))
dreak;
= func3((_DWORD x)al, v5);
5
f (1)
result = v5;
else
result = OxFFFFFFFFLL;
return result;



Solution

WY R — Original Code + Type Definitions

Decompiled Code —

25



. Include the bodies of other decompiled functions in
the context

Solution

Decompiled Code — QMR IRG — Original Code + Type Definitions

25



. Include the bodies of other decompiled functions in
the context

Solution

WY R — Original Code + Type Definitions

Decompiled Code + Other Functions —
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The context of the target function alone may be
insufficient to correctly interpret that function.

(& Original Source Code

int hash_find index(struct hash xh, void *xitem) {
volid skcnx;

int index = hash_make_key(h, item);
int cnt = 0; @
cnx = gap_get(h->data, index);
while (cnx != NULL) {

if (cnt++ > h—>hash _size) return -1; @o é

if (!'h—>cmp_item(cnx, item))

break;

index = hash next index(h, index);

cnx = gap_get(h->data, index); @ c
! ®
if (cnx == NULL) return -1;

return index;

}

struct hash { struct gap_array {
int hash_size; int len;
int item_cnt; vold **array;
struct gap_array *data; b

int (xhash_make_key) (void xitem);
int (kcmp_item) (void *iteml, void xitem2);
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The context of the target function alone may be
insufficient to correctly interpret that function.

(& Original Source Code it Ldioms

int hash find index(struct hash xh, void xitem) { f‘L\-QY )CMW;{'(OVIS
void *cnx; no O |

int index = hash_make_key(h, item); '
int cnt = 0; @ |1
cnx = gap_get(h->data, index); %
while (cnx != NULL) { N
if (cnt++ > h->hash_size) return -1; @v é
if (!'h->cmp_item(cnx, item)) S
break;

index = hash next index(h, index);

cnx = gap_get(h->data, index); c
} (Y

if (cnx == NULL) return -1;
return index;

}

struct hash { struct gap_array {
int hash_size; int len;
int item_cnt; vold **array;
struct gap_array *data; b

int (xhash_make_key) (void xitem);
int (kcmp_item) (void *iteml, void xitem2);

26



The context of the target function alone may be

insufficient to correctly interpret that function.

(& Original Source Code it ldioms

@ Bad Idioms: NO additional context

int hash_find_index(struct hash xh, void *item) { 0 other )CWAC]“IOV'S int hash_table_find(struct hash_table *ht, void *key) {
M m

volid skcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {
if (cnt++ > h—>hash _size) return -1;
if (!'h—>cmp_item(cnx, item))
break;
index = hash next index(h, index);

cnx = gap_get(h->data, index); c
} (Y

struct hash_entry xhe;
int hash_val = hash_table_hash(ht, key);

int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)
return -1;
if ('ht—>cmp(he, key))
break;

hash_val = hash_table next(ht, hash_val);

s
if (cnx == NULL) return -1; if (he)
return index; return hash_val;
} return -1;
+
struct hash { struct gap_array {
int hash_size; int len; struct hash_table { struct hash_entry {
int item_cnt; vold karray; int size; void xkey;
struct gap_array *data; b struct hash_entry sxht; vold sxvalue:
int (xhash_make_key) (void xitem); int (xcmp) (void *, void x); struct hash_entry xnext;
int (xcmp_item) (void *xiteml, void xitem2); int (xhash) (void x); }s
} b
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The context of the target function alone may be

insufficient to correctly interpret that function.

(& Original Source Code it ldioms

@ Bad Idioms: NO additional context

int hash_find_index(struct hash xh, void *item) { 0 other f&AMwacw4S int hash_table_find(struct hash_table *ht, void *key) {
M m

volid skcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx !'= NULL) {
if (cnt++ > h—>hash _size) return -1;
if (!'h—>cmp_item(cnx, item))
break;
index = hash next index(h, index);
cnx = gap_get(h->data, index);

struct hash_entry xhe;
int hash_val = hash_table_hash(ht, key);

int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)
return -1;
if (!'ht->cmp(he, key))
break;

hash_val = hash_table next(ht, hash_val);

s s
if (cnx == NULL) return -1; if (he)
return index; return hash_val;

I3 A“ o\al"a l \ return -1;

struct hash { . R struct gap_array 1
int hash_size; (n awv ay % int len; _ struct hash_table { struct hash_entry {
int item cnt; | vold **array; int size: void xkey;
struct gap_array xdata; *§™ b struct hash_entry sxht; vold sxvalue:
int (xhash_make_key) (void xitem); int (xcmp) (void *, void x); struct hash_entry xnext;
int (xcmp_item) (void *xiteml, void xitem2); int (xhash) (void x); }s

} &
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The context of the target function alone may be
insufficient to correctly interpret that function.

(& Original Source Code

int hash_find index(struct hash xh, void *xitem) {
volid skcnx;

\With ldioms;

no O{‘L\Q 7CMMC

int index = hash_make_key(h, item); :
int cnt = 0; [ : |1
cnx = gap_get(h->data, index); 00p: 7£W10{ %

while (cnx != NULL) { I
if (cnt++ > h—->hash_size) return -1; POSIILIOM O7£

if (!'h->cmp_item(cnx, item)) :
break; element

index = hash_next_index(h, index);
cnx = gap_get(h->data, index); Fhe array K
I3
if (cnx == NULL) return -1; -
return 1index; . * d
| Al data is sfore {
struct hash { : ) struct gap_array
int hash_size; (n an AYYAIN int len;

int item_cnt; vold ekarray;

struct gap_array xdata; *§™
int (xhash_make_key) (void xitem);
int (kcmp_item) (void *iteml, void xitem2);

26

@ Bad Idioms: NO additional context

f(obmS int hash_table_find(struct hash_table xht, void xkey) {
struct hash_entry xhe;
int hash_val = hash_table _hash(ht, key);

int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)
return -1;
if ('ht—>cmp(he, key))
break;
hash val = hash table next(ht, hash_val);
s
if (he)
return hash_val;
return -1;
¥
struct hash_table { struct hash_entry {
int size; void xkey;
struct hash_entry sxht; void xvalue:
int (xcmp) (void *, void x); struct hash_entry xnext;
int (xhash) (void x); }s
&



The context of the target function alone may be
insufficient to correctly interpret that function.

(& Original Source Code

int hash_find index(struct hash xh, void *xitem) {
volid skcnx;

\With ldioms;

no O{‘L\Q 7CMMC

int index = hash_make_key(h, item); :
int cnt = 0; [ : |1
cnx = gap_get(h->data, index); 00p: 7£W10{ %

while (cnx != NULL) { Ik
if (cnt++ > h—>hash_size) return -1; POSIILIOM O7£
if ('h—>cmp_item(cnx, item)) :
break: element
index = hash next index(h, index);
gap_get(h->data, index);

cnXx

aellJLL) return -1; P
| ' r2d
} All data is ste {
struct hash { , _ struct gap_array
int hash_size; (n an AYYAIN int len;

int item_cnt; vold ekarray;

struct gap_array xdata; *§™
int (xhash_make_key) (void xitem);
int (kcmp_item) (void *iteml, void xitem2);

26

@ Bad Idioms: NO additional context

f(obmS int hash_table_find(struct hash_table xht, void xkey) {
struct hash_entry xhe;
int hash_val = hash_table _hash(ht, key);

int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)
return -1;
if ('ht—>cmp(he, key))
break;
hash val = hash table next(ht, hash_val);
s
if (he)
return hash_val;
return -1;
¥
struct hash_table { struct hash_entry {
int size; void xkey;
struct hash_entry sxht; void xvalue:
int (xcmp) (void *, void x); struct hash_entry xnext;
int (xhash) (void x); }s
&



int hash_find index(struct hash xh, void *xitem) {

}

struct hash {

The context of the target function alone may be
insufficient to correctly interpret that function.

(& Original Source Code

volid skcnx;
int index = hash_make_key(h, item);

int cnt = 0, ' i
cnx = gap_get(h->data, index); LOOP3 7£W10{ @ \

while (cnx != NULL) { 'L
if (cnt++ > h—>hash_size) return -1; POSIILIOM O7£
if ('h->cmp_item(cnx, item)) -
break; element
index = hash next index(h, index);
cnx = gap_get(h->data, index);
s
if (cnx
returi[

,——AthL) return -1;

A“ Aa{.a lS S{"OYQA

struct gap_array {
int len;

int hash_size: iVI av _
~ vold xxkarray;

int item_cnt; © L
struct gap_array *xdata; ="
int (xhash_make_key) (void xitem);
int (*cmp_item)(void xiteml, void xitem2);

\WiHh |dioms;

no ofL\QY f”V‘ChOMS

struct hash_table {

@ Bad Idioms: NO additional context

int hash_table find(struct hash_table xht, void xkey) {

struct hash_entry xhe;

int hash_val = hash_table _hash(ht, key);

int 1 = 0;

for (he = hash_table _get(ht->ht, hash_val); h
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)

return -1;
if ('ht—>cmp(he, key))
break;
hash val = hash table next(ht, hash_val);
I3
if (he)
return hash_val;
return -1;

struct hash_entry {
void xkey;

vold xvalue;
struct hash_entry xnext;

int size;

struct hash_entry xkxht; %™,
int (xcmp) (void *, void x); %
int (xhash) (void *);

Av aay of[wkeo( (15ts



The context of the target function alone may be

insufficient to correctly interpret that function.

(& Original Source Code

int hash_find index(struct hash xh, void *xitem) {
volid skcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {

if (cnt++ > h—->hash_size) return -1; POSIILIOM O7£

if (!'h—>cmp_item(cnx, item))

break: element n

index = hash next index(h, index);
cnx = gap_get(h->data, index);
s
if (cnx
retur

wmmebllLL) return -1;
*findex;;v

}

struct hash {
int hash_size;
int item_cnt; o o
struct gap_array *data; ="
int (xhash_make_key) (void xitem);
int (kcmp_item) (void xiteml, void *xitem2);

EM au aYYGB*H, int len;

vold xxkarray;

¥

struct gap_array {

\With ldioms;
func

26

@ Bad Idioms: NO additional context

f(obmS int hash_table_find(struct hash_table xht, void xkey) {
struct hash_entry xhe;
int hash_val = hash_table_hash(ht, key);
int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)

return -1; LOOPZ SQGYCL\
if ('ht—>cmp(he, key)) : :
break; H'I-Q {Mk-QO‘ (lS{'
hash val = hash table next(ht, hash_val);
} for the
if (he)
return hash_val; -Q(-QM/\-QM{‘
return -1;
¥
struct hash_table { struct hash_entry {
int size; void xkey;
struct hash_entry sxkht; %, void xvalue:
int (kcmp) (void *, void *); } struct hash_entry *xnext;
int (xhash) (void x); }: <&
& '

Av aay of[wkeo( (15ts



The context of the target function alone may be

insufficient to correctly interpret that function.

(& Original Source Code

int hash_find index(struct hash xh, void *xitem) {
volid skcnx;
int index = hash_make_key(h, item);
int cnt = 0;
cnx = gap_get(h->data, index);
while (cnx != NULL) {

if (cnt++ > h—->hash_size) return -1; POSlILlOM O7£

if (!'h—>cmp_item(cnx, item))

break: element n

index = hash next index(h, index);
cnx = gap_get(h->data, index);
¥
if (cnx
retur

wmmebllLL) return -1;
L.1ndex; }

}

struct hash {
int hash_size;
int item_cnt; o o
struct gap_array *data; ="
int (xhash_make_key) (void xitem);
int (kcmp_item) (void xiteml, void *xitem2);

EM au aYYGB*H, int len;

vold xxkarray;

¥

struct gap_array {

\With ldioms;
func
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@ Bad Idioms: NO additional context

f(obmS int hash_table_find(struct hash_table xht, void xkey) {
struct hash_entry xhe;
int hash_val = hash_table_hash(ht, key);
int 1 = 0;
for (he = hash_table _get(ht->ht, hash_val); he;
he = hash_table get(ht->ht, hash_val)) {
if (i++ > ht->size)

return -1: LOOPZ SQGYCL\
if ('ht—>cmp(he, key)) : :
break; H'I-Q {Mk-QO‘ (lS{'
hash val = hash table next(ht, hash_val);
} for the
returg hash_val; 3 Q(QW\-QM{'
return —=1; scasmesss™"
¥
struct hash_table { struct hash_entry {
int size; void xkey;
struct hash_entry sxkht; %, void xvalue:
int (kcmp) (void *, void *); } struct hash_entry *xnext;
int (xhash) (void x); }: <&
& '

Av aay of[wkeo( (15ts



The additional context from other functions

improves prediction correctness

\With [dioms;
@ Original Source Code (ncluding @ Idioms: YES additional context

Lons
int hash find_index(struct hash %h, void *item) { ofther f”“d int hash find(struct hash t xhash, void *key)
void *cnx; ¢ {
int index = hash_make_key(h, item); @ int index = hash_index(hash, key);
int cnt = 0; 1 int 1 = 0;
cnx = gap_get(h->data, index); % void xitem = hash_get(hash->table, index);
while (cnx '= NULL) { % while (item != ((void %)0)) {
if (cnt++ > h->hash_size) return -1; A h ) if (i++ > hash->size) {
if ('h->cmp_item(cnx, item)) . return -1;
break; I3

index = hash next index(h, index); if (hash->cmp(item, key) == 0) {

cnx = gap_get(h->data, index); @ c break;
¥ ® s
if (cnx == NULL) return -1; index = hash _next(hash, index);
return index; item = hash_get(hash->table, index);
I3 +
return (item == ((void %)0)) ? -1 : index;
struct hash { struct gap_array { ¥
int hash_size; int len;
int item cnt;: vold #array; struct hash t { struct hash table t {
struct gap_array *data; b 1nt size; int size;
int (xhash_make_key) (void xitem); int count; void skxitems;
int (kcmp_item) (void xiteml, void *xitem2); struct hash table t xtable; ¥
} int (xhash) (void xkey);

int (xcmp) (void xkeyl, void xkey2);
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To evaluate, we compare the predicted and

original code.
- @ predicted Code

Original Source Code @
Compiled Program . —.-» . Decompiled Code

Decompiler
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We measure multiple aspects of neural decompiler
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We measure multiple aspects of neural decompiler
success.

Neural decompilers compete with deterministic decompilers VS @

® Semantic preservation:

® Machine learning models can make arbitrary mistakes.

o Want to measure: How frequently are neural decompilers correct?
e Code improvements

® Decompiled code is hard to read

o Want to measure: Quality of improvements made to the code.

29
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We built a new benchmark focused on user-
defined types (UDTs): structs and unions

Existing Work Realtype (Our dataset)

Benchmark with unit tests ?7?
Difficult to generate meaningful test cases for complex data structures

Very few UDTs Lots of UDTs
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Our approach is based on the interaction of
operations within a function.

e A function performs a sequence of operations
® Functions which perform the same sequence of operations do the same thing.

e Some flexibility is allowed:
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Our approach is based on the interaction of
operations within a function.

e A function performs a sequence of operations
® Functions which perform the same sequence of operations do the same thing.

e Some flexibility is allowed:

+ 1; X
+ 1 Yy

HE um

X+ 1, __ vy
v + 1; X

y
X

X + 1; Yy

y+xi Fox

® Functions which perform the same partially ordered sequence of
operations do the same thing, where a < b if b depends on a*

I
X <
+
= X

X
y

*loops introduce cycles of dependencies; therefore, this is true for a dynamic trace but technically not statically
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I
X <
+
= X

X
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Our approach is based on the interaction of
operations within a function.

e A function performs a sequence of operations
® Functions which perform the same sequence of operations do the same thing.

e Some flexibility is allowed:

+ 1; X
+ 1 Yy

X+ 1, __ vy
v + 1; X

y
X

X + 1; Yy

y+xi Fox

® Functions which perform the same partially ordered sequence of
operations do the same thing, where a < b if b depends on a*

1l
X <

X
y

® Functions are the same if they have isomorphic dependency graphs
Eor more 11fo, chacK

' l
*loops introduce cycles of dependencies; therefore, this is true for a dynamic trace but technically not statically OM{' f‘L\l S PGP'QY'
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Our metrics evaluate both correctness and
improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Dependency-based Equivalent (Consistency)

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Correctness|{Improvements

Passes exebench tests
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Our metrics evaluate both correctness and

improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Correctness|{Improvements

Dependency-based Equivalent (Consistency)

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Passes exebench tests

- v0old * = vold x
struct gap_array {%cruct gap_array 1

N
S
\ ‘N
3
[ ]
~ Y

struct gap_array 1

b

indexz/index 1tem” = i;ey

v X

= Llong

1nt

int Llen;
vold *xarray;

int Llen;
vold *xarray;

b

struct hash_table t {
int size;
volid skxitems:

int Llen;
void xkarray;

b
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Our metrics evaluate both correctness and

improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition ACCUIracy st

Correctness|{Improvements

Dependency-based Equivalent (Consistency)

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Passes exebench tests

struct gap_array {%ruct hash_table t {

int len: int size;

vold sxkarray; void xxitems;

b b

struct hash _table t {
1nt size;
int *xkitems:

struct gap_array {
int len;
vold *xarray;

b &
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Our metrics evaluate both correctness and
improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Correct iff original and predicted
code’s program dependence graphs

are isomorphic.
Underapproximation of correctness

Dependency-based Equivalent (Consistency) |

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Correctness|{Improvements

Passes exebench tests

34



Our metrics evaluate both correctness and
improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Dependency-based Equivalent (Consistency) Correct iff original and predicted code’s program
.. dependence graphs are isomorphic
AND function names are correct

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Correctness|{Improvements
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Our metrics evaluate both correctness and
improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Dependency-based Equivalent (Consistency) Correct iff original and predicted code’s program
Dependency-based Equivalent dependence graphs are isomorphic
AND function names are correct
AND all non-UDT types are correct
AND all UDTs match compositionally.
36
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Correctness|{Improvements

Passes exebench tests




Our metrics evaluate both correctness and
improvements made to the code.

Metric

Variable Name Accuracy

Variable Type Accuracy

Variable UDT Exact-Match Accuracy

Variable UDT Composition Accuracy

Dependency-based Equivalent (Consistency)

Dependency-based Equivalent

Dependency-based Equivalent & Typechecks

Correctness|{Improvements

Passes exebench tests

- Only applies to the exebench dataset
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Our evaluation shows that our modeling approach

offers significant improvement over prior work

Exebench (Existing Dataset)

Realtype (Our Dataset)

ﬂ Metric Nova LLM4Decompile |Idioms (Ours) |Nova LLM4Decompile |ldioms (Ours)
GC) Variable Name Accuracy 12.9 14.7 20.6 4.5 3.4 19.8
E) Variable Type Accuracy 41.8 45.5 58.2 13.0 13.4 38.3
g_ Variable UDT Exact-Match Accuracy 0.0 0.0 20.7 0.0 0.0 6.4
g Variable UDT Composition Accuracy 0.0 0.0 34.7 0.0 0.0 15.0
§ Dependency-based Equivalent (Consistency) 24.8 27.9 34.1 16.6 10.6 32.3
_S Dependency-based Equivalent 23.9 27.4 33.7 6.7 7.3 21.6
é Dependency-based Equivalent & Typechecks 13.4 17.6 23.9 0.9 3.3 9.8
8 Passes exebench tests 37.5 46.3 54.4
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