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LLMs are fine-tuned to fit various domains

AI Doctor

LLM Backbone
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AI in Finance AI Lawyer

Pre-trained LLM + Domain Data (often 

privacy-sensitive) →Fine-tuning → 

Domain-specific LLM 
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Vulnerability in Fine-tuned LLM

Medical DataHospital Chat-Doctor LLM

Fine-tuning

Could the training data leak private information through this interface?

Data Extraction Attacks: prompts the model to regurgitate verbatim training 
samples (e.g., patient names, diagnoses)

Membership inference Attacks: infers whether a specific individual's data was 
included in the training set.



MIA against Fine-Tuned LLM
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Existing MIA on LLM

Reference-Free Methods:
● Min-K%: Extract the log-probabilities of the lowest 

k% of tokens as a membership signal.
● Neighborhood Attack:  Compare the difference 

between log-probability of the target sample and 
the average of its neighborhoods as a membership 
signal.

● ReCaLL: prefixing target samples with non-member 
context causes a greater reduction in log-likelihood 
for member data than for non-member data.

Reference-based Methods:
● SPV-MIA: Calibrate difficulty by self-prompting the 

model to generate reference data, which is then 
used to train a reference model.

Limitations: 

(1) Rely on heuristic post-training signals ( 
token confidence, log-likelihood etc), which 
can be brittle and lack principled grounding.

(2) Some methods require training reference 
models, which is computationally expensive 
for LLMs.



Our Approach 
- Reference free
- Exploiting fundamental signal from training dynamics 



Design Principles

● As training progresses, the decrease 
in loss exhibits a diminishing return 
effect.

What are the differences in behavior 
between non-members and members 
in training stage?



Design Principles

1. We fine-tuned the base model 
LLama3.2-3B-instruct for two epochs on the 
HealthCareMagic dataset and then randomly 
selected 1,000 member samples and 1,000 
non-member samples from the test dataset. 

2. We combined these samples, SFT with same 
settings, and measured the per-sample loss 
reduction.

Empirical Study



Design Principles

Empirical Study

● The loss reduction for member data mainly 
between 0 and 0.25, while that for 
non-member data decreased mainly 
between 0 and 1.

We define this phenomenon as the 
“Optimization Gap” which can be used for 
Membership Signal. 



Design Principles

Empirical Study

● The loss reduction for member data mainly 
between 0 and 0.25, while that for 
non-member data decreased mainly 
between 0 and 1.

We define this phenomenon as the 
“Optimization Gap” which can be used for 
Membership Signal. 

We can’t fine-tune the Target model！
How can we get this in Black-Box Setting?



From True Optimization to 
In-Context Approximation

Can we leverage the model's in-context learning capabilities 
to simulate the behavior after fine-tuning?

● ICL as a form of implicit optimization, where the model internally simulates gradient-based 
adjustments in response to the provided context [1]. 

○ This view is further supported by data attribution studies[2], which show that carefully designed 
context perturbations can approximate gradient-based influence scores.

[1] Why can gpt learn in-context? language models secretly perform gradient 
descent as meta-optimizers, (ACL 2023)
[2] On the Feasibility of In-Context Probing for Data Attribution (NAACL 2025)

where M’ is fine-tuned on sample (x,y), C is context demonstrations

~



Empirical Study

We selected data from similar topics to the 
target dataset as probes and calculated the 
correlation between the actual fine-tuning 
loss reduction △LL and the simulation using 
in-context probes ICPscore.

● The more similar the topic and tasks, the 
higher the relevance.

From True Optimization to 
In-Context Approximation



ICP-MIA Framework

probes generation strategies:
● Public Reference Dataset
● Self-Perturbations



Evaluation Setup 

ICP-MIA-SP Probes ICP-MIA-Ref Probes



Evaluation Setup 

Base Models: LLama3.2-3B, LLama3.2-3B-Instruct, Pythia-2.8B

Datasets: HealthCareMagic, MedInstruct, CNN-DM

Metrics: AUC, TPR@1%FPR



Evaluation Results

● Our ICP-MIA framework achieves better 
performance than all reference-free 
methods, and comparable to reference 
model based methods.

● ICP-MIA-SP has better performance in 
overall.

● Instruction-tuning tends to increase 
membership vulnerability.



Ablation Study on Probe Generation

● Stable performance with 
different generator models 
for probe generation

● Better attack performance with using 
more relevant public dataset as probes 



● Our method is adaptable to Text-Only 
Setting and better than baseline attack 

MIA performance under DP-SGD

● All attacks are mitigated by DP-SGD, 
our method still achieves better 
performance.



Summary

1. We exploit a novel MIA signal —Optimization Gap—the disparity in remaining 
loss-reduction potential between member and non-member samples.

2. We Introduce In-Context Probing (ICP)-MIA, a training-free mechanism that 
simulates fine-tuning behavior at inference time, as attack vector. 

3. Our experiments demonstrated that ICP-MIA outperforms existing reference-free 
attacks and achieves performance comparable to reference-model-based 
methods.


