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While VR is popular, they are also vulnerable to keylogging attacks.
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Prior works have limitations that limit the practicality of the attack.



Our Work: TwiST

6

“password”10s of meters



Our Work: TwiST

7

“password”10s of meters

Our attack, “TwiST”, overcomes the limitations of prior works and enables VR 

keylogging at long range.
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Utilizing a collocated Tx and Rx setup and turning the victim headset into an 

involuntary transmitter increases the SNR of the victim signal.
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Results: Different Environment

30TwiST works across different environments.
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Results: Different Users

33TwiST translates to different users.
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XR keylogging can be done using non-cooperative WiFi sensing at 

long range. Works in LoS, through-wall, and 30m cross-building 

settings with low-cost hardware.
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