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3

[ While VR is popular, they are also vulnerable to keylogging attacks. ]
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Modality Limitations

Malware [1] Requires access,
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range
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RF [3] Short range,

Few Meters difficulty adapting
to environment
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[ Prior works have limitations that limit the practicality of the attack. ] .
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Our Work: TwiST

L

10s of meters ‘ “password”

»

a

Our attack, “TwiST”, overcomes the limitations of prior works and enables VR
keylogging at long range. 7
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

V- 1) Find MAC Address
2) Derandomize (if necessary)
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

1) Sends WiFi
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

s 1) Sends WiFi
Packets

— =

2) Victim reacts with
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

~“##Ee 1) Sends WIFi
: : Packets
\ = 3) Sniffer
2) Victim reacts with Collects
Acks

ACKs
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Presses Correlate to CSI Changes
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Victim Headset as Involuntary Transmitter
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Victim Headset as Involuntary Transmitter
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Utilizing a collocated Tx and Rx setup and turning the victim headset into an
involuntary transmitter increases the SNR of the victim signal. 15
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

CSli
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

CSl Clusters and Graph
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

CSlI Clusters and Graph Projection
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

CSi Clusters and Graph Projection Transformation
[0.8,0.6,..]mp “7 TN s mp RTEY mp A e S
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

CSi Clusters and Graph Projection Transformation
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Aggregate
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

O\ bank of americl X

Q. bank of america near me
Q. bank of america in beverly hills

Q. bank of america in culver city

21
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Attack Steps
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1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

Option 1: Uniform Key 1. H
Estimation 2. G, J,Y,U,B,N
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Attack Steps: TwiST

1. XR Device 2. Online 3. Location 4. Press 5. Keystroke
Identification Phase Estimation Estimation Inference

Option 1: Uniform Key 1. H
Estimation 2. G, J,Y,U,B,N
Option 2: Dictionary-Aided B
Word Ranking 5.0+2.1=7.1

-
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TABLE I: Conditions for each experiment type.

Experiment Type Conditions

Baseline Im

Distance Im, 2m, 4m, 10m

Angle I'm: -90°, -45°, 0°, 45°, 90°
Through Wall Im: -90°, -45°, 0°, 45°, 90°

Indoor Extreme

8m NLOS through wall

Cross Building

30m

New User and Headset

Im: LOS and NLOS
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TABLE I: Conditions for each experiment type.

Experiment Type Conditions

Baseline Im

Distance Im, 2m, 4m, 10m

Angle I'm: -90°, -45°, 0°, 45°, 90°

Through Wall

Im: -90°, -45°, 0°, 45°, 90°

Indoor Extreme

8m NLOS through wall

Cross Building

30m

New User and Headset

Im: LOS and NLOS

Attacker
[

Building
Scenario
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Results: Different Environment
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Results: Different Environment
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Results: Different Environment
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Top-K Accuracy (%)
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ImLOS ImWall 4m LOS 8m Wall 10m LOS30m Cross
Building
Scenario

TwiST works across different environments. 30
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Results: Different Users
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Results: Different Users
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Results: Different Users
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TwiST translates to different users. 33
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Results: Different Angles

100
B Top 4

Attacker 3 801
=

? % 60—
-
o

< 40 -
hV4
534 g
=

. . 20 -

Victim
0

_ -90° LOS -45° LOS 0° LOS 45° LOS 90° LOS
Scenario

34



UCLA

Results: Different Angles
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Results: Different Angles

Attacker

?
28

Victim

Top-K Accuracy (%)

0 _
-90° LOS -45° LOS 0° LOS 45° LOS 90° LOS
Scenario

TwiST is robust to orientation. 36
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Conclusion

XR keylogging can be done using non-cooperative WiFi sensing at
long range. Works in LoS, through-wall, and 30m cross-building
settings with low-cost hardware.
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