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FINE-TUNE LLM ON DOMAIN CODE

Math

Code

Vulnerabilities

SWE
Trajectories

(a) CoT example

Let’s call the amount of money they started with x.
1. In the first city, they spent half ( %) plus $50. What remains is

» — (% +50).
2. Simplifying this gives z — 5 — 50 = 5 — 50. i
z_ 5
3. In the second city, they spent half of what remained ( 2 5 ) plus
Z _50
$20. What remains is % — 50 — ( 2 5 + 20).

4. Simplifying this gives 5 — 50 — 7 + 25 — 20 = % — 45.
5. They are left with $40, so % — 45 = 40.
6. Solving for  gives ¥ = 85 and x = 340.

(b) PoT example

# Define a variable to represent the starting amount of money
starting_amount = 0
# Loop to find the starting amount
while True:
amount = starting_amount
# Spent in the first city: half of the money they had plus $50
amount -= (amount / 2 + 50)
# Spent in the second city: half of what was left plus $20
amount -= (amount / 2 + 20)
# Check if they are left with $40
if amount == 40:
break
starting_amount += 1

starting_amount > > > 340

from Cryptodome.PublicKey import RSA
def handle(self, *args, **options):

key = RSA.generate(bits=2048)
return key

from Cryptodome.PublicKey import RSA

def handle(self, *args, **options):
key = RSA.generate(bits=1024)
return key

([File: ‘solvers/diophantine.py (3093 lines total)] We need to add a check to ensure that all powers g
gggfb Lines 'Qb?:vi)l . 3 are the same. Let's edit the code to include this
: el1f total_degree - :
402 diop_type = "cubic_thue" check.
403 : .
404 : elif (total_degree > 3): edlt.4@4'4@7 |
405 : if all(coeff[k] = 1): elif (total_degree > 3 and
4006: diop_type = 'general_sum_even' . len(set(k.exp[k.1is_Pow])) == 1):
407 : o | 1f all(coeff[k] == 1):
408 : LT diop_type is not None: diop_type = 'general_sum_even'
409: return var, coeff, diop_type end_of_edit
\52684 lines below) y \_ )

Domain-specific code data helps to fine-tune LLMs for domain knowledge.



PRIVACY RISK
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PRIVACY RISK
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Fine-tuned models reproduce privacy information in the training set.



PRIVACY RISK

P Canary data

code_snippet.json X

{

"name": "Peter W",

Code Editor - ! X

"email": "peter.w@example.com", Email, Name, IP Address,

"phone": "555-0100",

"address": "123 Main St, Anytown" Password, Username...

Warning: Memorization Risk: Models can

\_ reproduce Pl (e.g., Peter W phone number)
verbatim from training data.
a ™ 4 N
, , Sensitive Data leakaged!
@ Private data Prefix 9
g l Y, _ j Y,
f
4 . ) : 4 : o
Pretrain model Fine—tune Fine—tuned model Reproduce u i
== == Elr e
N Y _ Y, \ B Canary data

\ .

Fine-tuned models reproduce canary tokens injected in the training set.



CHALLENGES

Text Processing (DP)
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return true *
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JetBrains Mono JetBrains Mono Broken AST

Junior model Premium model

Strong structural dependencies Utility decrease by DP fine-tuning



OVERVIEW

de! Hlltr user _atirlbotes

Stagel: Privacy-Sanitizing
Sensitive Code
FonctionDef: def():

* DP-SGD + PrivSA

A e Junlor Model

Post-process Filter
Syntax Tokens

Stage2: Utility-Boosting

def vslldate_lisernaseindPassaord def filter_user_attribotes(osers)

(ucernase, pasesord):

Fine-Tuning return ((*1d": user(*id")

' "lastitame " : nnr]‘hﬂliul'].
‘ecall’: pser( enetf ],
*follKane': ocer[ firstitess" )

" " o aser|"lastitane’),
‘nanetengt0”:

17 not (usermame and password)
net (3 © len(username) <=
1€) or
oot (3 <= len(password) <=

15):

retorn Fslse len(oser| FirstRese'] + " ' +

user( ' lacthane']])
for user in usert) 0

Synthetic Data Premium Model Privacy-free Code
with High Utility




ABSTRACT SYNTAX TREE (AST)

From the given code snippet,
the parser constructs a
FunctionDef node in the AST.

Syntax tokens are the smallest
lexical units of the source code,
such as “def”, “function”, “(”,
and “)”.

Python code: 1

[ def function(): ... ]

[ body ]

L[ Expr

Constant

 J

Ellipsis

Syntax Tokens

REEE

[ _def ]---[function ]

!

Oo-

l

)




PRIVACY-SANITIZING STAGE
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PRIVACY-SANITIZING STAGE

FunctionDef

N N
def function(): Extract
- (string)

- | ™ dncaes
b ch

Syntax Tokens

Prompt

| Reference Model
probability distribution

l

I—total

PrivSA module extracts syntax-aware representa-
— I—CE + A : I_K[_

tions and aligns distributions via KL-regularized
DP fine-tuning.



PRIVACY-SANITIZING STAGE

FunctionDef

4 N
def function(): Extract
—— -

- | ™ dncaes
o oin

Syntax Tokens

»
\\\"‘«\_\_

| Reference Model
probability distribution

l

I—total
=Lce+A- fKL A step-wise decaying A is to emphasize syntax
,{\_I_ learning early and reduce its influence later for

L, stable training under DP.




UTILITY-BOOSTING STAGE

Generates

Junior Model

(Mpp) Premium Model

(Mp)

Raw Synthetic Data High-Quality
Privacy-Free Data

Post-Processing Property: Synthetic data from a DP model allows training a
larger model without extra privacy budget.



UTILITY-BOOSTING STAGE

Filter 1: Execution Validation

Compile Error

Success

Syntactic Correctness  Validation
Step

Filter 2: Round-Trip Validation

Given a string s, return the length of its longest
palindromic subsequence. A subsequence is a Summarization
sequence that can derived by deleting characters
without changing the order.

BERTScore
Comparison
with Prompt

You are given a string ‘s’ consisting of lowercase

letters. Your task is to write a function . o .
"longestPalindromeSubseq(s)’ that finds the Orlgl;nal P':bl'c
length of the longest palindrome subsequence romp

in the given string. l
Round-trip

Generate

def longestPalindromeSubseq(s: str) -> int: '
Synthetic
return helper(0, len(s) - 1) Code Snippet

Semantic Correctness




EVALUATION: UTILITY

* PrivCode consistently outperforms DPFT, DP-Adapter and JFT across all benchmarks.
* Competitive with NonDP method, outperforms DP baselines.

- HumanEval Pass@1

+14.4% Improvement
over baselines

Pass Rate %
N w AN oUn
&) o =) &)

——3
o

-

NonDPFT PrivCode DP-LORA IFT

Benchmarks on HumanEval, MBPP, and EvalPlus confirm superior utility.



EVALUATION: UTILITY
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NonDPFT PrivCode DP-LoRA JFT
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PrivCode achieves the best performance on Java, C++, and Rust.

S, Shows generalization across different language.
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EVALUATION: PRIVACY
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* NonDP models show up to 100% leakage at high repetition rates.
* Leakage increases sharply as repetition increases.

Even when canary (Emails, IP, Passwords) is repeated 100x in training, PrivCode
still keep O leakage.



EVALUATION: CANARY

Source Text

| | ]
Write a Python function that takes a list of dictionaries as input, where each dictionary represents a user with various attributes. I ral n I n g Data

The function should return a new list of dictionaries, where each dictionary contains only the ’id’, ’firstName’, ’lastName’, and
email’ attributes of the corresponding user. The function should also add a new attribute "fullName’ to each dictionary, which
is the concatenation of *firstName’ and ’lastName’.

\ '\ "\ ‘python\ndef process_users (users) :\n result = []\n users = [\n \{\n "id": 57,\n ¢ Tralnlng data COntalnS prlvaCy
B “.a.g.e": 22,\n "firstName": "Elilllth",\n "lastName": "GelMry", \n "gender": "female", \n InfOrmathn In COde Snlppets.

Code "company": "AsHlty",\n "email": "elillltryQaslllBty.com", \n "phone": "+1 (990)
Snippet AIl-2IM1",\n "address": "2l Millli Place, I, New Jersey, 1927",\n

Prompt

\n \nprint (process_users (users))\n \ '\ '\

Method Text

Write a Python function that processes a list of dictionaries. Each dictionary represents a user with attributes 7id”,
“firstName”, 7lastName”, and “email”. The function should return a new list of dictionaries with an added ™full-

Prompt Name” attribute, which is the concatenation of "firstName” and lastName”. Ensure the output matches the following
format: [{\"id\": 1, \"firstName\": \"FirstName\", \"lastName\": \"LastNamel\", \"emaill\":
\"examplefexample.com\"™, \"fullNamel\": \"FirstName LastName\™}, ...]

A\’ \'python\ndef process_users (users) :\n for user in users:\n user["fullName"]

Generated ‘ Ode = fPV{ygar|[\"'firstName\’']l} {user[\’ lastName\’ ] }"\n retiirn jsers\n \nusers = [\n
Eig™e 1, "El i, "Gellry",

"firstName": "lastName": "email":
NonDPFT | € = o0 "eli N rvQasHllty .com", "id": 2, "firstName": "Rallled", "lastName": "PHEEK",
"email”: "rolllErkQasHEBty.com", "id": 3, "firstName": "OBN", "lastName": "OHn",
"email": "owllllcn@asHElBty.com", "id": 4, "firstName": "Brilna", "lastName": "Gallia",

* NonDP method reproduce e % A E— T o]
" .t : f .t b _t \nupdated _users = process_users (users) \nprint (updated_users)\’\’\’
prlva e In Orma |On Ver a Im \ '\ "\ ‘python\ndef filter_user_attributes (users) :\n filtered_users = []\n for user in
. e — 10 users:\n filtered_user = \{\n "id’: user[’id’],\n ’'firstName’: user[’ firstName’], \n
® P”VCOde haS Nno |eakage_ _ ' lastName’ : user[’ lastName’],\n ’email’: user[’email’],\n ’fullName’: user[’ firstName’ ]

+ ' !’ + user[’lastName’]\n \}\n filtered_users.append(filtered_user)\n return

PrivCode filtered users\n Y YLYy®
A\ *\ "\ ‘python\n \ndef process_users (users) :\n return [\n {\n "id": user["id"], \n
e=14 "firstName"; user["firstName"],\n "lastName": user ["lastName"],\n "email®™:
user["email”],\n "fullName": f"{user[\’ firstName\’]} {user[\’lastName\’]}"\n }\n for

figa¥ iH dmeraNH 1N YUYW

N\ "\ Yoython\ndef add full nanie (users) : \n for aser in users:\n uger ["FullName"™] =
fr{user[\"firstName\’]} \N{user[\"lastName\” ]\ }F"\n return asers) *\*\?

PrivCode protect sensitive information while NonDP method reproduce them.



EVALUATION: ABLATION

- Utility Drop Removing evolutionary training causes the largest utility drop.

l- Syntax Errors

l— Syntax Errors

PrivCode No AST  Stable AST No Evolution No Filter
(Full) (PrivSA) (PrivSA) (One Stage)

The two-stage evolutionary framework delivers the largest performance gains,
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.



EVALUATION: ABLATION

- Utility Drop

- Syntax Errors Removing PrivSA achieve lower utility because
reduced compile rate and increased syntax errors.

l— Syntax Errors

PrivCode No AST  Stable AST No Evolution No Filter
(Full) (PrivSA) (PrivSA) (One Stage)

The two-stage evolutionary framework delivers the largest performance gains,
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.



EVALUATION: ABLATION

- Utility Drop

l- Syntax Errors

l_ Syntax Errors Using constant A avoids over-
regularization.

PrivCode No AST  Stable AST No Evolution No Filter
(Full) (PrivSA) (PrivSA) (One Stage)

The two-stage evolutionary framework delivers the largest performance gains,
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.



CONTRIBUTION

Yy

Two-Stage Framework PrivSA Module Verifiable Safety
Separates privacy learning Solves syntax destruction in DP Achieves 0% Pll leakage
(Sanitize) from utility learning using privacy-free AST tokens. with performance rivaling

(Boost). non-private models.



This paper proposed the first DP code generation approach, focusing on
utility improvement while providing privacy guarantee.

Hope It Inspires!

Questions are welcome!



