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FINE-TUNE LLM ON DOMAIN CODE
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Domain-specific code data helps to fine-tune LLMs for domain knowledge.
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PRIVACY RISK

Fine-tuned models reproduce privacy information in the training set.
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PRIVACY RISK

Private data

Fine-tune Fine-tuned modelPretrain model Reproduce

Prefix

Training data

Canary data

Canary data

Sensitive Data leakaged!

Email, Name, IP Address, 
Password, Username…

Fine-tuned models reproduce canary tokens injected in the training set.



CHALLENGES

Strong structural dependencies

Noise scale ∝ parameter size under fixed �

Utility decrease by DP fine-tuning

Junior model Premium model



OVERVIEW



ABSTRACT SYNTAX TREE (AST)

From the given code snippet, 
the parser constructs a 
FunctionDef node in the AST.

Syntax tokens are the smallest 
lexical units of the source code, 
such as “def”, “function”, “(”, 
and “)”.



PRIVACY-SANITIZING STAGE

def function():
…
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PRIVACY-SANITIZING STAGE

PrivSA module extracts syntax-aware representa-
tions and aligns distributions via KL-regularized 
DP fine-tuning.

def function():
…

Prompt
Extract

Syntax Tokens 

Junior Model

Reference Model
probability distribution

������
= ���+� ⋅ ���



PRIVACY-SANITIZING STAGE

A step-wise decaying λ is to emphasize syntax 
learning early and reduce its influence later for 
stable training under DP.

def function():
…
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UTILITY-BOOSTING STAGE

Post-Processing Property: Synthetic data from a DP model allows training a 
larger model without extra privacy budget.



UTILITY-BOOSTING STAGE

Syntactic Correctness Semantic Correctness



EVALUATION: UTILITY

Benchmarks on HumanEval, MBPP, and EvalPlus confirm superior utility.

• PrivCode consistently outperforms DPFT, DP-Adapter and JFT across all benchmarks.
• Competitive with NonDP method, outperforms DP baselines. 



EVALUATION: UTILITY

PrivCode achieves the best performance on Java, C++, and Rust.

HumanEval-X Pass@1

Shows generalization across different language.



EVALUATION: PRIVACY

Even when canary (Emails, IP, Passwords) is repeated 100x in training, PrivCode 
still keep 0 leakage.

Email Name IP Address Password Username

• NonDP models show up to 100% leakage at high repetition rates.
• Leakage increases sharply as repetition increases.



PrivCode protect sensitive information while NonDP method reproduce them.

Training Data

Generated Code

EVALUATION: CANARY

• Training data contains privacy 
information in code snippets.

• NonDP method reproduce 
private information verbatim.

• PrivCode has no leakage.



EVALUATION: ABLATION

The two-stage evolutionary framework delivers the largest performance gains, 
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.

Removing evolutionary training causes the largest utility drop.



EVALUATION: ABLATION

The two-stage evolutionary framework delivers the largest performance gains, 
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.

Removing PrivSA achieve lower utility because 
reduced compile rate and increased syntax errors.



EVALUATION: ABLATION

The two-stage evolutionary framework delivers the largest performance gains, 
significantly enhancing code quality, while PrivSA ensures syntactic correct-
ness and pre-vents errors.

Using constant λ avoids over-
regularization.



CONTRIBUTION

Separates privacy learning 
(Sanitize) from utility learning 
(Boost).

Two-Stage Framework PrivSA Module Verifiable Safety

Solves syntax destruction in DP 
using privacy-free AST tokens.

Achieves 0% PIl leakage 
with performance rivaling 
non-private models.



This paper proposed the first DP code generation approach, focusing on 
utility improvement while providing privacy guarantee.

Hope it inspires!

Questions are welcome!


