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Motivation Example
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def SafeURLOpener(input_link):
block_schemes = ["file", "php", "ftp", "data"]
block_host = ["youtube.com", "instagram.com"]
input_scheme = urlparse(input_link).scheme
input_hostname = urlparse(input_link).hostname
if input_scheme in block_schemes:

return
if input_hostname in block_host:

return
target = urllib.request.urlopen(input_link)
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• Business Logic Vulnerabilities

− Caused by flaws in the design and implementation

− Abuse legitimate functionality

− Application specific and context dependent



Business Logic Vulnerabilities in CWE Top 40
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• 27 of CWE Top 40

• Heuristic-based sanitizers

− Atropos

− …

Rank CWE ID Name

5 22 Path Traversal

9 962 Missing Authorization

10 434 Unrestricted Upload of File

11 94 Code Injection

14 287 Improper Authentication

15 269 Improper Privilege Management

16 502 Deserialization of Untrusted Data

17 200 Exposure of Sensitive Information

18 863 Incorrect Authorization

25 306 Missing Authentication for Critical Functions

27 668 Exposure of Resource to Wrong Sphere

29 427 Uncontrolled Search Path Element

30 639 Authorization Bypass

31 532 Insertion of Sensitive Information into Log File

32 732 Incorrect Permission Assignment

35 522 Insufficiently Protected Credentials

37 203 Observable Discrepancy

… … …

1 (SEC ‘24) Atropos: effective fuzzing of web applications for server-side vulnerabilities. 

1
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Automated tools lack Semantic 
Context. 
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Our Solution: ANOTA
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• Power of human + machine

• Framework

− Annotations (Human): implicit human insights -> explicit machine 
verifiable policies

− Policy Monitor (Machine): Monitors execution
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Annotated Motivation Example System Call Annotation

Data Flow Annotation Code Execution/Object Access Annotation
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• Find an input bypass the patch

Is the annotation system expressive enough?

43/47 Identified

4 failures
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• Targets: actively maintained projects

• 4 with active bug bounties

• 1 with annual security audit

• 22 New zero-days

• 17 CVEs assigned



Evaluation III: Annotation Study
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• 11 participants without prior knowledge
− 83.3% success rate
− About 60 minutes to annotate an application

ID Gradio
(SSRF)

xtts-api-server 
(Path Traversal)

cmdb
(Unrestricted File Upload)

temporai
(Untrusted Deserialization)

WordOps
(Information Leakage)

changedetection.io
(Broken Access Control)

P1 ✓ ✓ ✓ ✓ ✓ 

P2 ✓ ✓ ✓ ✓ ✓ 

P3 ✓ ✓ ✓ ✓ ✓ ✓

P4 ✓ ✓ ✓ ✓ ✓ ✓

P5 ✓ ✓ ✓ ✓ ✓ 

P6 ✓ ✓ ✓ ✓ ✓ ✓

P7 ✓ ✓ ✓ ✓ ✓ ✓

P8 ✓ ✓ ✓ ✓ ✓ 

P9 ✓  ✓ ✓ ✓ 

P10 ✓ ✓  ✓  

P11  ✓ ✓ ✓ ✓ 
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1. How many years of software development 
experience do you have?
2. Have you dealt with business-logic vulnerabilities?
3. How do you currently discover or test for business-
logic vulnerabilities?
4. What do you see as the biggest potential obstacles 
to adopting such a tool in your project?
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1. How many years of software development 
experience do you have?
2. Have you dealt with business-logic vulnerabilities?
3. How do you currently discover or test for business-
logic vulnerabilities?
4. What do you see as the biggest potential obstacles 
to adopting such a tool in your project?

10/10 have encountered business logic 
vulnerabilities• Obstacles

• Learning curve (10/10)
• Tool integration (6/10)
• Code readability (2/10)
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• Context is Needed: Business logic vulnerabilities are invisible to automated 
tools without understanding intent. 

• The Paradigm Shift: We move from inferring context with brittle heuristics 
to enforcing explicitly defined security policies.

• Empowering Fuzzing: ANOTA enables fuzzers to detect 43 known 
vulnerabilities and 22 zero-day vulnerabilities (17 CVEs assigned).
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