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The Internet of Things Is Everywhere

• ... and it demands more computational
power!

• Past approach: higher CPU frequency

• Drawback: high power consumption

• Recent approach: multiple CPUs

• Different CPU configurations
improve flexibility

• What are the security implications of
multiple CPUs?

CPU 
Speed
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Goals

G1: Systematical assessment of security issues introduced by multi-CPU
architectures in embedded devices

G2: Analysis of affected devices on the market
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System and Threat Model
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Initial Analysis

• We analyze memory, bus, peripheral
domain and CPU communication

• We identify 4 attack vectors (AV):

• AV1: MPU policy desynchronization
• AV2: Unsynchronized communication
channels

• AV3: Non-exclusive peripheral access
• AV4: Confused deputy peripheral

Pitfalls for Security Isolation in Multi-CPU Systems Simeon Hoffmann 6 / 15



Initial Analysis

• We analyze memory, bus, peripheral
domain and CPU communication

• We identify 4 attack vectors (AV):

• AV1: MPU policy desynchronization
• AV2: Unsynchronized communication
channels

• AV3: Non-exclusive peripheral access
• AV4: Confused deputy peripheral

Maintainer
interface

Subordinate
interface Memory Peripherals

Bus α

α α

CPU A

Bus β

βγ β

CPU BCPU B

Pitfalls for Security Isolation in Multi-CPU Systems Simeon Hoffmann 6 / 15



Initial Analysis

• We analyze memory, bus, peripheral
domain and CPU communication

• We identify 4 attack vectors (AV):
• AV1: MPU policy desynchronization
• AV2: Unsynchronized communication
channels

• AV3: Non-exclusive peripheral access
• AV4: Confused deputy peripheral Maintainer

interface
Subordinate

interface Memory Peripherals

Bus α

α α

CPU A

Bus β

βγ β

CPU BCPU B

Pitfalls for Security Isolation in Multi-CPU Systems Simeon Hoffmann 6 / 15



Initial Analysis

• We analyze memory, bus, peripheral
domain and CPU communication

• We identify 4 attack vectors (AV):

• AV1: MPU policy desynchronization

• AV2: Unsynchronized communication
channels

• AV3: Non-exclusive peripheral access

• AV4: Confused deputy peripheral Maintainer
interface

Subordinate
interface Memory Peripherals

Bus α

α α

CPU A

Bus β

βγ β

CPU BCPU B

Pitfalls for Security Isolation in Multi-CPU Systems Simeon Hoffmann 6 / 15



AV2: Unsynchronized Communication Channels

• CPUs need to coordinate resource access

• Traditional OS solution: message passing or shared memory

• Kernel enforces unique access

• No shared software instance between different CPUs

• Only hardware-enforced solutions work!

• Otherwise: race conditions and TOCTOU attacks!
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AV2: FreeRTOS on STM32H755

• Popular RTOS

• IPC via shared memory (queue struct)

• An attacker can manipulate the queue
struct while the victim is using it

• H755 implements hardware
semaphores ...

• ... but no entity can enforce usage of
the semaphores!
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AV4: Confused Deputy Peripheral

• CPU A stores a secret in memory ω

• CPU B wants to read the secret

• CPU B is physically not connected
to memory ω

• Peripheral ε is connected to both
CPU B and to memory ω

• CPU B can configure peripheral ε to
access memory ω
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Vulnerability Assessment

• Top 10 most important MCUmanufacturers [1]

• Collect all devices with multiple Cortex-M CPUs

• 11 device families

• Some device families > 60 unique, active devices
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Vulnerability Assessment
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MCUs with multiple CPUs and their potential vulnerability to the attack vectors.
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Galaxy Ring Case Study

• Fitness tracker in ring form

• Uses Nordic nrf5340

• Runs Zephyr RTOS on net and app core

• Zephyr threat model: separate kernel and user mode

• App core: sensing/processing logic (user mode)

• Net core: BLE setup very close to Zephyr reference
(kernel mode)
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Disclosure

• ST: security advisory

• Samsung, Nordic and
Zephyr

→ responsibility diffusion
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Countermeasures

• Software countermeasures

• AV2: reduce metadata in shared memory
• AV2: copy data to inaccessible memory
• AV4: none

• Hardware countermeasures

• AV2: Hardware queues
• AV4: Bus-level access management
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