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- CPUs need to coordinate resource access

- Traditional OS solution: message passing or shared memory
- Kernel enforces unique access

- No shared software instance between different CPUs

- Only hardware-enforced solutions work!

- Otherwise: race conditions and TOCTOU attacks!
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- Top 10 most important MCU manufacturers [1]
- Collect all devices with multiple Cortex-M CPUs

- 11 device families

- Some device families > 60 unique, active devices
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- Zephyr threat model: separate kernel and user mode
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- Net core: BLE setup very close to Zephyr reference
(kernel mode)
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- Analogous setup on NRF5340 DK

- Net core firmware: Zephyr reference
- App core firmware: dummy firmware

- Add vulnerability in net core firmware

- Code execution on net core
— kernel-level access on app core!

- On Galaxy Ring: net core vulnerability
might lead to access of health data!
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- Software countermeasures

- AV2: reduce metadata in shared memory
- AV2: copy data to inaccessible memory
- AV4: none

- Hardware countermeasures

- AV2: Hardware queues
- AV4: Bus-level access management
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