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« Mobile App

» loT Events

* Human Activities
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Empty houses?
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Problem

Traffic Fingerprint Approaches:

« ML: Random Forest, XGBoost, KNN
« DL: CNN, LSTM
* Heuristic: Size Matching

Question: What’s the difference? Transport/Network (TCP/IP) v.s. Link (Wi-Fi)



Problem: Layer Difference
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TAKEAWAY: Wi-Fi loT events are short but versertile. They have sniffing loss and traffic obfuscation



Problem: Trade-off

D] Label | Parameter | Traffic
Volume | Acc Completeness
ML Traffic Statistics  Medium  High High Medium
DL Raw Bytes High High Low Medium
Heuristic  Packet Directions Low Low Low High
& Sizes

TAKEAWAY: Wi-Fi loT events are short but versertile. They have sniffing loss and traffic obfuscation.



Addressing Loss and Obfuscation

 Packet Loss
 Packet Obfuscation
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Handling Packet loss Handling Packet Interleaving

Network Traffic Longest Common Subsequence (NT-LCS)



FMLCS: Fuzzily Matched Longest Common Subsequence
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FMLCS: Fuzzily Matched Longest Common Subsequence
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Challenges:

2. Real-environment adaptation

Process Time(s)
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Environment Adaptability

Challenges:

lT u 1. High time complexity
2. Real-environment adaptation

« Packet intervals may slightly change in various environments



Environment Adaptability

Pair Interval Distribution
Challenges:

lT T l u 1. High time complexity
2. Real-environment adaptation
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Fingerprint Matching
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Experiments

ID Device Type Device Related Events

El DND/UnDND
E2 (H) Q1: What time is it?

5 2, z f)

E3 (H) Alaxa Edlio Dot Q2: What’s the price of eggs’
E4 (H) . Q3: What’s the weather now?
5 (A) EERICGITE Q4 What's the weather like in X7

E6 Volume Up/Down
E7 (H) Volume Up
E8 (H) Gaogle Hore Volume Down

E9 : : On

E10 Wiz Hue Light O

Ell TP-Link Plug On/Off

El12 Smart Peripherals ICX-RF A/C Controller On/Off

E13 Gosund Plug On/Off

El4 On

ETS WAH Plug O

El6 NS wesids On/Off

E17 oepe Mode Silent/Standard/Strong

E18 Midea Dishwasher On/Off

EI9 Midea Dish Sterilizer On/Off

E20 L . On/Off

E21 ARy Continuous humidification/Close

E22 Wi-Fi Sprinkler On/Off

E23 On

E24 Off

E25 | Integrated Smart Actuator Aipiatcan Temperature INC

E26 Temperature DEC

E27 On

E28 Off

E29 HW Thermostat Temperature INC/DEC

E30 Mode Comfort

E31 Mode Non-Frozen

E32 . Mute

33 Ring Alarm i

15 Devices
43 Events
Real-time event tracking



Evaluation - Precision v.s. Recall

Precision: 96%: Recall: 89%
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Precision is more important than Recall



Robustness against Various Loss Rates
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Defenses

delay, shaping, padding defenses
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Defenses

delay, shaping, padding defenses
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Defenses

delay, shaping, padding defenses
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