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How to configure optimally ? Whats the optimal attack?

\

Depends on attack. Depends on configuration.

Ignoring this dependency leaves one
vulnerable to adaptive adversaries.
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Problem: HHD algorithm not ready for adaptive adversary...

Solution: Let HHD and adversary learn from each other!

Example results (HHD = Elastic-Sketch):
Before co-training: 300% adversary overuse.
After co-training: 139% adversary overuse.

Reduction by x2.2 “for free”.

HHD score increased by x1.6 “for free”.
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WHERE WE STAND

1) Shown that adversaries can adapt _ﬂr_,,,,,-————;l’[;f;;{; "
to monitoring SYStems_ iy 2

2)  Shown that we can prepare monitors
to deal with any adversary.

3) Can we also create adversaries that can deal with any monitor?
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Step 1: More Flexibility Step 2: Adversarial Co-Training Step 3: Evaluate against HHDs
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CONCLUSIONS

Alice Bob

Evaluate and improve
heuristic strategies

1)  Works with label-free data or no data at all

2)  Core ideas can be applied to other scenarios

3) Code and framework is available online
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