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Research Questions

I. What security and privacy-related configuration challenges do 
cloud operators face across the cloud ecosystem?

II. What types of human-centric challenges are associated with 
these configuration tasks?

III. What solution strategies do accepted answers provide for 
addressing these challenges?
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Methods

Data 
Collection 
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Dataset 
Characterization

Qualitative 
Analysis

📑📚 ⚙

Three-phase mixed methods approach
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Method - Data Collection Phase
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● Stackoverflow posts from 2008-2024

Mapping the Cloud: A Mixed-Methods Study of Cloud Security and Privacy Configuration Challenges



Method - Data Collection Phase
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🔐 ☁

● Stackoverflow posts from 2008-2024

● 📚 Final Dataset: ~251k Cloud x S&P posts

☁ Cloud-related Posts
○ "cloud" tag 
○ hosting provider tags

🔐 S&P-related Posts
○ LLM-assisted key word generation
○ manual selection guided by NIST 

standards

📚
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Method - Dataset Characterization Phase

9

📚 ⚙

🏷 Topic 0
🏷 Topic 1

🏷 Topic 68
🏷 Topic 69Apply Latent Dirichlet 

Allocation (LDA) 
Final Dataset of 

S&P x Cloud posts

…
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Method - Qualitative Analysis Phase
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🏷 Topic 0
🏷 Topic 1

🏷 Topic 68
🏷 Topic 69

…
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Method - Qualitative Analysis Phase
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Method - Qualitative Analysis Phase
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🏷 Topic 0
🏷 Topic 1

🏷 Topic 68
🏷 Topic 69

… 5 random posts per topic 📑
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● independent open coding
● discussion and resolving of 

disagreements

📑



Method - Qualitative Analysis Phase
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🏷 Topic 0
🏷 Topic 1

🏷 Topic 68
🏷 Topic 69

… 5 random posts per topic

continue coding iteratively
until saturation is reached

📑📑📑 📑📑📑
● independent open coding
● discussion and resolving of 

disagreements
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Method - Qualitative Analysis Phase
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🏷 Topic 0
🏷 Topic 1

🏷 Topic 68
🏷 Topic 69

… 5 random posts per topic

continue coding iteratively
until saturation is reached

📑📑📑 📑📑📑
● independent open coding
● discussion and resolving of 

disagreements
● 5 axial categories: 

use cases, S&P configuration 
challenges, human-centric 
challenges, answer strategies
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Method - Qualitative Analysis Phase
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RQ 1: S&P Configuration Challenges
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RQ 1: S&P Configuration Challenges
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Server/Instance Configuration x 
Authentication/Access Control
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RQ 1: S&P Configuration Challenges
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Server/Instance Configuration x 
Authentication/Access Control

● Configuring IAM policies, token 
scopes, environment credential

● Access to backend services, 
accounts using scoped tokens 
and SSO scripts.

● Authorization errors, e.g. HTTP 
401, 403, or CORS-related 
failures.
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RQ 2: Human-Centric Challenges
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Underlying issues uncovered across posts:
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Generic 
Documentation

📖
Underlying issues uncovered across posts:
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Generic 
Documentation

Complicated
Tooling

📖
Underlying issues uncovered across posts:
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Generic 
Documentation

Complicated
Tooling

Copy-pasting 
Errors

📖
Underlying issues uncovered across posts:
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RQ 2: Human-Centric Challenges
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Generic 
Documentation

Complicated
Tooling

Copy-pasting 
Errors

📖 🤷
Underlying issues uncovered across posts:

Knowledge
Gaps
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RQ 3: Answer Strategies
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Accepted answers primarily address configuration 
challenges through three complementary strategies:
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RQ 3: Answer Strategies
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Service Usage 
Suggestion

Code Changes and 
Explanations

References to Official 
Documentation

📖󰳕
Accepted answers primarily address configuration 
challenges through three complementary strategies:
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RQ 3: Example
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󰳕
Explanation of how
to use Cloud Service



RQ 3: Example
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📝
Code changes and 
parameter explanation
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📖
Referring to 
documentation
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