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Accelerator TEE

• Accelerator TEE: Extend TEE concept (from CPU) to accelerator
• GPU, NPU, TPU, FPGA-based accelerator …
• Designed for 

• Accelerator data/model Confidentiality and Integrity
• Accelerator computing with Isolation
• Accelerator system with Authenticity
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Accelerator TEE: Overview

• We summarize 51 academy/industry accelerator TEE studies
• GPU: Graviton@OSDI18, NVIDIA H100, MyTEE@NDSS23, CAGE@NDSS24 ...
• NPU: TNPU@HPCA22, sNPU@ISCA24, ASGARD@NDSS25 …
• General accelerator: HETEE@SP20, ACAI@USENIX24, ccAI@MICRO25 …
• …

• Motivation of SoK
• Accelerator TEE is gradually popular (40+ studies since 2022)
• Accelerator TEEs are varied in CPU/accelerator, but no systematic analysis
• Accelerator TEE’s deployment still faces non-trivial challenges
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Accelerator TEE: Framework

• Despite varied CPU/accelerator, accelerator TEE can be classified in three types:
• Host-type: Deploying TEE in CPU-side software/hardware
• Accelerator-type: Deploying TEE in Accelerator hardware/firmware
• Mix-type: Deploying TEE in both CPU and Accelerator
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• Based on TEE framework, we analyze the generic attack vectors
• Two stages: (1) preparing/terminating and (2) computing
• From software & physical adversaries

• Untrusted CPU software
• Physical attachment (e.g., on bus) or compromise
• …

• To attack 
• Task code, data, etc.
• Environment runtime (e.g., MMIO)
• Software/hardware authenticity
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• Based on TEE framework, we analyze the generic attack vectors
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Accelerator TEE: Defense Mechanism

• To defend against attack vectors, accelerator TEEs mainly design three mechanisms
• 6 solutions in Access control

• Use TEE to protect accelerator workload (SAC1) and even protect drivers (SAC2)
• Design control in CPU-side hypervisor (SAC3) or firmware monitor (SAC4)
• Design control in IO bus (SAC5) or accelerator side (SAC6)

• 3 solutions in Memory encryption:
• Encrypt CPU-side memory (SME1) , IO bus (SME2) , or accelerator memory (SME3) 

• 4 solutions in Attestation: Verify the software/hardware authenticity
• Attest based on CPU HRoT (SAT1) or software (SAT2) 
• Attest based accelerator HRoT (SAT3) or external hardware (SAT4) 
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Accelerator TEE: Defense Mechanism

• To defend against attack vectors, accelerator TEEs mainly design three mechanisms
• Each mechanism covers a set of attack vectors

• … And we also get several insights …
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Accelerator TEE: Access Control & Insights
• To achieve access control, accelerator TEE can combine multiple solutions (IAC1), 

because…
• Deployment scenario consideration: e.g., cloud vs edge
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Accelerator TEE: Access Control & Insights
• To achieve access control, accelerator TEE can combine multiple solutions (IAC1), 

because…
• Deployment scenario consideration: e.g., cloud vs edge
• Applying high-privilege access control to replace CPU TEE protection for  

accelerator driver (IAC2)
• CPU-side TEE is used for securing accelerator workloads, but delegate 

non-confidential functions for drivers (i.e., SAC1)
• In Hypervisor/Monitor, design additional security checks for accelerator 

memory and MMIO
• Granularity limitation in CPU security primitives (IAC3)

• Cannot over-rely on firmware-based protection (i.e., SAC4)
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Accelerator TEE: Memory Encryption & Insights

• Underestimated physical threats (IME1)
• More than half of the studies (30/51 studies) are impacted

• Cloud: Connect to the host via PCIe
• PCIe/CXL link → IO/bus encryption (SME3) or Co-encryption (SME1+SME2)
• Discrete memory (e.g., GDDRx) → Acc.-encryption (SME2)

• Edge: CPU-accelerator integrated
• Shared memory (e.g., LPDDRx) → Co-encryption (SME1+SME2)
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Accelerator TEE: Memory Encryption & Insights

• High overhead from improper security metadata management (IME2,3)
• CPU (64B cache line) vs. accelerator (KB/MB blocks) → frequent metadata access

• NPUs: Coarse-grained (tiles/layers) for neural network workloads
• GPUs: Multi-grained (coarse for large/low-frequency data) to reduce overhead

→ Align metadata granularity with accelerator access patterns
• Mismatched CPU-accelerator enc. gra. → extra init/communication overhead

• Initialization: 47.88%–73.45% overhead
• Communication: 40.36%–44.94% overhead

→ Ensure CPU-accelerator encryption granularity consistency
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Accelerator TEE: Attestation & Insights

• Lacking attestation implementation (IAT1)
• 34/44 accelerators (uesd in 51 studies) lack attestation support

• Only 3 vendors (Huawei, Graphcore, NVIDIA) have full mechanisms
• Missing HRoT/TPM/Endorser → Malicious replacement & code injection

• MOLE@CCS25 inject malicious MCU firmware to break GPU TEE
→ Urgent need for HW/SW support (e.g., AMD plan to integrate open-source Roots 
of Trust Caliptra)
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Accelerator TEE: Attestation & Insights

• Potential threats from accelerator attestation (IAT2,3)
• Weak CPU-accelerator integrated attestation (e.g., Intel TDX + NVIDIA CC)

• Centralized CPU authority: Leaks sensitive data (accelerator ID, TCB details)
• Non-binding user: Abuse accelerator attestation report

→ Adopt privacy-preserving techniques & Enforce user-Acc. attestation 
• Incomplete AI task runtime attestation

• Command-level attestation: AI task sequence dependencies (e.g., DNN layers)
• Multiple distrusting parties: Collusion risks (e.g., data and model providers)

→ Task-specific attestation
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Accelerator TEE: Trusted Computing Base Issues

• However, deploying accelerator TEE must consider TCB bloating problem 
• Guest TCB bloating in 

• Varied and heavy-weight accelerator software stacks
• Adding more TCB to support new security functions

• System TCB bloating
• Abusing TCB addition in high-privilege components
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Accelerator TEE: Compatibility Issues

• Accelerator TEE designs fail to satisfy two major compatibility requirements
• Lack of Multi-type support:

• Lack of considering CPU TEE architecture variance (37/51 studies)
• Rely on unique CPU features; No user-layer CPU TEE support

• Design for limited accelerators (43/51 studies)
• Not suitable for other accelerators’ computing workflow

• Lack of Plug-and-play support:
• Need to modify accelerator software (33/51 studies)

• Kernel driver changes, import TEE-specific APIs …
• Need to modify Platform hardware (34/51 studies)

• CPU ISA, PCIe I/O bus, accelerator hardware …
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Conclusions

• Our SoK concludes and finds…
• Typical framework of accelerator TEE designs

• Host/Acc./Mix-type design overview

• Security threats, defense mechanisms and issues of accelerator TEE
• Attack vectors of accelerator computing
• Access control, memory encryption, attestation, and their issues

• Two key problems in deploying TEE
• Compatibility problems
• TCB bloating
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Thank You!
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Contact us: zhangfw@sustech.edu.cn
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