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Fraudsters attack the deployed model, envading fraud detection system via feature falsification:

Account
Balance

Registered
Capital ⋯ Days after 

Certified
Transfer 
Amount

$100,000 $1,000,000 ⋯ 37 $5,000

Features
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Execute fraud
transaction

(Economic loss)

Fraud
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evade fraud detection

Fraudster



Existing Techniques

Adversarial 
training

Model
Regularization

Data
Augmentation

Monetary
Features

Temporal
Features

Unrestricted falsifications

Feature falsifiction costs 
resources

Difficult to deal with

Without using



Existing Techniques

Adversarial 
training

Model
Regularization

Data
Augmentation

Monetary
Features

Temporal
Features

Falsification is unrestricted

Falsifying these features 
costs resources

Difficult to deal with

Without using

Rethinking the principle of falsifying features to evade fraud detection, and design new 

detection method to combat intelligent fraudsters
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Formalize these processes in fraud detection, leveraging causal analysis to investigate the 

feature falsification
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 Causal diagram of fraud detection
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The four processes in the detection lifecycle can be formalized as a causal diagram, our 

target is to investigate the correlationship between real label and predicted label 

Causal Models of Feature Falsification
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 Causal diagram of fraud detection
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Causal!

Sprious!

� = 1 → � = 0 (i.e., successfully evading the detection system) is a sprious correlation

Selection bias (i.e., the insufficient training data) results in sprious correlations

Causal Models of Feature Falsification



Key issues

Key issues in dealing with feature falsification:

 Why fraudsters can evade fraud detection via feature 
falsification? 

 How to defend against potential feature 
falsification when collected data is limited?

 How to overcome the deficiencies in defense methods when 
transactions are benign?
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Evaluation
 Simulation:

 We randomly  set  costs to each feature and repeat each 

experiment 30 times to avoid the bias introduced by cost 

assignation

 Real-world data:
 Real-world data are collected from inter-enterprise transactions

 The labels are collected from whether transactions are 

complained about by users

 Each data has 302 features, which capture various factors such as 

transaction amount, transaction frequency, etc
Real-world

Transactions



Simulation
Rational Fraudsters (i.e., taking the cost-profit into account)

Irrational Fraudsters



Evaluation on real-world data

Using the equilirium in detection, GAMER increases the F1 score by 67.5% on 
average for two-month fraud detection



Conclusion
 Insufficient training data (i.e., selection bias) causes the sprious correlations 

between real label and predicted label (� = 1 → � = 0)

 Using feature selection to overcome selection bias

 Using Two-player game to decide the selection strategies of detection model

 Using different model to detect the transactions they specilized in 

Email: tanqi@szu.edu.cn

Thanks!  Questions?


