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Fraudsters attack the deployed model, envading fraud detection system via feature falsification:

/\

_ Features Account Regist.ered ... | Days .after Transfer =) — .
I Balance | Capital Certified Amount . So0] g g;f'/
$100,000 | $1,000,000 | --- 37 $5,000
Fraud Predict the fraud Execute fraud
transactions ’?‘ transaction as benign transaction
TRty e 0 fJEg) Frevdse (heonomicios)

evade fraud detection



Existing Techniques

Existing Techniques for enhancing the robustness
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Existing Techniques

Existing Techniques for enhancing the robustness
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Rethinking the principle of falsifying features to evade fraud detection, and design new

detection method to combat intelligent fraudsters
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€ How to overcome the deficiencies in defense methods when
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Causal Models of Feature Falsification

€ The entire lifecycle of fraud detection

...........................................................................................................................................................................
. »

: Features
. (Known) R
y=1 Fraud Punishment
v e.g., Disable
()Data ) (2) Model  tcount)
¢ v \ representation : lraining — (3) Prediction based
DL . y decision making
Real label -—J % Predicted Without
(Unknown) label S—0 punishment

.............................................................................................................................................................................

Formalize these processes in fraud detection, leveraging causal analysis to investigate the

feature falsification



Causal Models of Feature Falsification

€ Causal diagram of fraud detection
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The four processes in the detection lifecycle can be formalized as a causal diagram, our

target 1s to investigate the correlationship between real label and predicted label
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€ Causal diagram of fraud detection
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Causal Models of Feature Falsification

€ Causal diagram of fraud detection

Causing sprious correlation
between y and y

----------------------------------------------------------------------
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y =1 -7y = 0 (i.e., successfully evading the detection system) is a sprious correlation

Selection bias (1.e., the insufficient training data) results in sprious correlations
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Two-player game in Fraud detection

CHOICE

Motivation: Feature selection is a classical method for addressing

selection bias

Key issue: Which feature should be selected?
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Two-player game in Fraud detection

2|
-~

Features Accounté Register Days after ETransferE
: balance i| Capital Certified | | Amount :

» :$100,0004| $1,000,000 37 $5,000
e T T T Tmm A

Falsify feature iy Do not falsify feature




Two-player game in Fraud detection

~/)
Fraudster

5oy
"0
\

Features | Accounté Register Days after ETransferE Interaction with ~7 Falsify ]f)acl)srilt? t
balance {| Capital Certified | | Amount : each other @ Y
=) $100,000}| $1,000,000 37 $5,000 m) | Select | 85 12.5
R S — A Two-player Detcctll(in
Game model | Donot 4y, 795 | 10.355
select

Falsify feature iy Do not falsify feature




N l\
?,
@ L)

4 Two-player game in Fraud detection

1983

~7
fo
e Fraudster
Do not select feature A Select feature (e
R fromeeee, X yermreenas froeeee, . .
Features Account Register Days after | : Transfer: Interaction with ~7 Falsify ]f)acl)srilt(“) t
balance Capital Certified | | Amount : each other @@’ Y
» $100,000§ $1,000,000 | .- 37 $5,000 » _ Select 8.5 12.5
o — A Two-player Detc(til(in
mode Do not
Falsify feature ' Do not falsify feature Game select 14.795 10.355
— Equilibrium
Expert knowledge Probabilistic mask construction 3
representations (1) Cost-profit based (2) Bernoulli variables !
"""""""""""""" probability calculation based feature masks i

Features: X, 0 Xy

i

. | Features: X, - Xy
-1 Profits: AU; AUy

Pr(m;=1)

SRS

1 n

mi; mo Mj

: Masks:
: Profits of feature falsification m; ~ Bernoulli(p; )

"
e e e e B B

=

d




N l\
?,
@ L)

4 Two-player game in Fraud detection

1983

51 (G}
e Fraudster
Do not select feature A Select feature (e
____________ e e = ==
R fromeeee, X yermreenas froeeee, . .
Features Account Register Days after | : Transfer: Interaction with ~7 Falsify ]f)acl)srilt? t
balance Capital Certified | | Amount : each other @@’ Y
» $100,000§ $1,000,000 | --- 37 $5,000 » _ Select 8.5 12.5
o — A Two-player Detc(til(in
mode Do not
Falsify feature ' Do not falsify feature Game select 14.795 10.355
— Equilibrium
Expert knowledge Probabilistic mask construction Training\Detecting with
representations (1) Cost-profit based (2) Bernoulli variables probabilistically masked features
"""""""""""""" probability calculation based feature masks :

Features: X7 o Xy

i i
E Costs © ] i Features
H osts I ~ -
i LR d_] o g _ [EEEEE]
Costs of feature falsification £ % ]
| e e : E[ E% gé (XX éé - ; ()(]i ..WA)(d)
. |Features:  X; - Xg | - % o 3( JORY JO) é R
I___Iir_(if_'lfs_i___A_L_f_L_'_'_'___A_L_f_q_i 172 3‘ d :(my, -, my) Hadamard
: Masks: product

m; ~ Bernoulli(p;)



Key issues

Key issues in dealing with feature falsification:

€ Why fraudsters can evade fraud detection via feature
falsification?

€ How to defend against potential feature | >~
falsification when collected data is limited?

€ How to overcome the deficiencies in defense methods when
transactions are benign?



Desgin of GAMER

Solution: Use different models to detect transactions that they specialized in



Desgin of GAMER

Solution: Use different models to detect transactions that they specialized in

U R R e R G S e R e R e R e R e R R M e R R R e R e R R e R e e e R e e e

(1) Model training with game-driven
feature selection

Features . Model
Original features training
[CNCEE ] [(ORON0O)] ——

Completer model

New transactions

] Unfalsified feature
B Falsified feature

@ Prediction coords of
A transactions |

i



Q;S L YV/[)

Y - &
& 4 S

©71983 "

Desgin of GAMER

Solution: Use different models to detect transactions that they specialized in
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Desgin of GAMER

Solution: Use different models to detect transactions that they specialized in
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Evaluation

imulation: A
‘ S1mu O v‘7

O We randomly set costs to each feature and repeat each 6.’5
experiment 30 times to avoid the bias introduced by cost

assignation

&€ Rcal-world data:

O Real-world data are collected from inter-enterprise transactions !©!

0 The labels are collected from whether transactions are

S

Real-world

complained about by users
O Each data has 302 features, which capture various factors such as

transaction amount, transaction frequency, etc Transactions
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Simulation

Rational Fraudsters (i.e., taking the cost-profit into account)

Dataset AUC F1 Score
At. Cost
100 200 300 400 500 100 200 300 400 500

Method
Non-robusi___[0.9620(_) 08547, 0.7883(_, 0.7199(_ 0.6609_) |0.8729_, 0.7504_, 0.5483(_) 03712, 0.2827()_
CW [12] 0.9970(»;) 0.9566@) 0.8914(»;) 0.8269”) 0.7651(¢.) 0.9107(@ 0.8802(¢.) 0.8476(m 0.7937([1) 0'7342(T?)

CreditCard TARDES [85] 0.9042(“ 0.8748(.~) 0.8436({\) 0.8178(,1\) 0.8025(«‘-«!-) 0.7565(“ 0.7323@) 0.7163(»‘-) O.TOTT(H) 0'7041(Ti)
PGD [45] 0.9265(“ 0.8995(&) 0.8746(»_\) 0.8493”) 0.8306(«‘«!) 0.7467(u) 0.7286(u) 0.7150(u) 0'7032(Ll) 0.6955(u)
FGSM [25] 0.9297(“ 0.8940(.~) 0.8625(5) 0.8482(” 0.8405(«‘-4!-) 0.8590(“ 0.8452(¢.) 0.8365(‘»1) 0-8335(H) 0'8317(Ti)
GAMER 0.9828(,:«) 0.9584(,5) 0'9402(Ti) 0'9247(H) 0.9164(“) 0.9403(@ 0.9115(m 0.8954(77) 0'8785(H) 0.8687(m

Irrational Fraudsters

Attack method Without attack AutoAttack [19] Square attack [2] (Black-box attack)

Metric At. Cost At. Cost

Def. method F1 F1 ASR SE F1 ASR v
_Non-robust | _0.8298() | 00323, _ 09812, 1155, | 00446, 09738,  11.58,)

CW [12] OGOQO(JQGG%) 03743(A) 07210('«2@‘3{;:) 475(J,589%) 04142(/') 06964(r28'\\f) 379@,673%)
TARDES [85] 0.5922( 98 6%) | 0-4749(1y  0.4891( 50.1%) 4.34(162.4%) 0.4796(+y  0.4751( 51 o%) 4.41(161.9%)
PGD [45] 0.6006( 27.6%) | 0.4678(+)  0.5442( 14 5%) 4.50(161.0%) 0.4677+)  0.53381( 14 8%) 4.76(58.8%)
FGSM [25] 0.5234(36.9%) | 0.0323(_y  0.9670( 1 14%) 9.77(115.4%) 0.0367(;)  0.9609( 1 329%) 10.20(11.9%)
GAMER 0.8012( 3 45%) | 0.6356(+) 0.4145( 57 58%) 23.26(1101.4%) | 0.7308(4) 0.2826( 70 0%) 34.67 (1190 4%)




Evaluation on real-world data
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Conclusion

€ Insufficient training data (i.e., selection bias) causes the sprious correlations
between real label and predicted label (y =1 — J = 0)
O Using feature selection to overcome selection bias

€ Using Two-player game to decide the selection strategies of detection model

€ Using different model to detect the transactions they specilized in

Email: tanqi@szu.edu.cn

Thanks! Questions?



