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•Hardware-constraints 
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Programmable
Switch ASIC

Fixed number of stages

Small physical resources 

SALUTCAMSRAM

Single memory 
access policy

Narrow 
arithmetic 
operation

Isolated stateful operation

One program per pipeline



Modern in-network DoS defense relies on 
heavy data-plane optimization
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on Programmable Switches." in Proc. IEEE S&P. 2024.
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However, these optimizations combined 
creates new attack surfaces



Adversary Model

5

•Goal: To send most volumetric DoS traffic undetected

(target servers)



Adversary Model

5

•Goal: To send most volumetric DoS traffic undetected

System model
• Switches at network chokepoints (e.g., scrubbing centers)
• DoS defense (e.g., Cerberus) deployed 



Adversary Model
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•Goal: To send most volumetric DoS traffic undetected

Attacker capabilities
• Adversary controls a large-scale, globally distributed botnet
• Adversary coordinates loosely synchronized attack traffic (≈1–2s)

(1-2 sec)
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Attack preparation: Exploiting sketch-based
filtering to infer internal timings
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Adjust sending rate (PPS) :
Time-window period 𝑃 might 

be 
𝑇

𝑃𝑃𝑆ℎ𝑖𝑔ℎ
≤ 𝑃 ≤

𝑇

𝑃𝑃𝑆𝑙𝑜𝑤
Periodic sketch refresh



Attack preparation: Exploiting sketch-based
filtering to infer internal timings
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Please refer to § III-A of our paper

•Number of time-window

•Starting time of time-window

•Register-sharing tasks
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and processed packets 
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(b) DoS mitigation result

Undercounted packets causing about 78% of FNR 

78% DoS traffic bypassed
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We present Shield.
(Shared Hierarchical Registers for Layered Decay)
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Control-plane General-purpose Memory
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Shield effectively mitigates the Heracles attack

• Security and hardware-constraint-aware design

Resource
Count-Min 

Sketch
FCM Sketch
[CoNEXT’20]

Cerberus
[SP’24]

Shield
(Ours)

SRAM 34.9% 41.6% 16.7% 24.4%

TCAM 0.0% 5.6% 0.0% 0.0%

SALU 37.5% 62.0% 20.8% 45.8%

Hash unit 18.9% 15.4% 14.8% 22.4%

Pipeline stages 12 12 9 11

Resource consumption of 4 DoS defense tasks on Tofino switch
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Layer 1 Layer 2 Layer n

𝑤1

𝑏1-bits register

𝑏2-bits register

𝑏𝑛-bits register

…
Shield effectively mitigates the Heracles attack

𝑤𝑛

• Security and hardware-constraint-aware design

▪ Fixed-size memory slicing 
→ No memory squeezing attack

Zero or minimal 
data-to-control 
communication

Number of uploaded packets 
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Baseline (Cerberus [SP’24])Shield

Higher accuracy

Fast in-network 
mitigation 

(a) Detection accuracy
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(b) DoS mitigation result
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https://github.com/NetSP-KAIST/shield

A first step toward proactively exposing structural 
weaknesses for designing robust data-plane defenses



Thank You Hocheol Nam
hcnam@kaist.ac.kr

The Heracles attack Shield

control-plane
date-plane
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