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DoS adversqries hgve asymmetric advantages
with their adaptive attack strategies
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Programmable switches rebalance
the asymmetry in DoS defense
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Programmable switches rebalance
the asymmetry in DoS defense

Line-rate adaptive DoS Mitigation [SP’24]

General-purpose Memory
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control-plane (slow path) Periodic
_____________________________________________________ Refresh
data-plane (fast path) Offload overflowed values

task A task B I task C

. task D
Multiple tasks
share counter
bucket of sketch N

Adaptive memory reallocation

[SP’24] Zhou et al. "Cerberus: Enabling Efficient and
Effective In-Network Monitoring on Programmable DDoS defender
Switches." in Proc. IEEE S&P. 2024.



Programmable switches rebalance
the asymmetry in DoS defense
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is essential in data plane programming
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Highly optimized, efficiency-driven design
is essential in data plane programming

*Hardware-constraints Single memory

access policy

Fixed number of stages Programmable

Switch ASIC

Narrow
arithmetic
operation

Isolated stateful operation
One program per pipeline




Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus™ [SP’24]
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(*) Zhou et al. "Cerberus: Enabling Efficient and Effective In-Network Monitoring
on Programmable Switches." in Proc. IEEE S&P. 2024. 4




Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus [SP’24]
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Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus [SP’24]

task A task B task C task D
Flow + . o o
: ® - 3 Register memory slicing
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H1(Flow) s
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H3(Flow) _I

[SP’24] Zhou et al. "Cerberus: Enabling Efficient and Effective In-Network Monitoring on Programmable Switches." in Proc. IEEE S&P. 2024. 4




Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus [SP’24]
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Multiple tasks
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bucket of sketch

[SP’24] Zhou et al. "Cerberus: Enabling Efficient and Effective In-Network Monitoring on Programmable Switches." in Proc. IEEE S&P. 2024. 4
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*Cerberus [SP’24]
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heavy data-plane optimization

*Cerberus [SP’24]

General-purpose Memo

control-plane (slow path)
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data-plane (fast path) overflowed values
Multiple tasks task A task B C task D
share counter
bucket of sketch
[SP’24] Zhou et al. "Cerberus: Enabling Efficient and Effective In-Network Monitoring on Programmable Switches." in Proc. IEEE S&P. 2024. 4
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*Cerberus [SP’24]
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Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus [SP’24]

General-purpose Memory
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[SP’24] Zhou et al. "Cerberus: Enabling Efficient and Effective In-Network Monitoring on Programmable Switches." in Proc. IEEE S&P. 2024. 4




Modern in-network DoS defense relies on
heavy data-plane optimization

*Cerberus [SP’24]

General-purpose Memory

O
control-plane {slowpath) | | Periodic
Offload refresh
data-plane (fast path) overflowed values
task A task B task|C task D

However these optimizations combined

creates new attack surfaces



Adversary Model

eGoal: To send most volumetric DoS traffic undetected
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Adversary Model

eGoal: To send most volumetric DoS traffic undetected

System model
e Switches at network chokepoints (e.g., scrubbing centers)
* DoS defense (e.g., Cerberus) deployed
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Adversary Model

eGoal: To send most volumetric DoS traffic undetected

Attacker capabilities
* Adversary controls a large-scale, globally distributed botnet
* Adversary coordinates loosely synchronized attack traffic (=1-2s)




The Heracles attack exploits data-plane
optimizations to evade DoS detection

*The Heracles attack
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The Heracles attack exploits data-plane
optimizations to evade DoS detection
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The Heracles attack exploits data-plane
optimizations to evade DoS detection

*The Heracles attack
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The Heracles attack exploits data-plane
optimizations to evade DoS detection

*The Heracles attack

PN

Three attack strategies:
v’ Synchronized augmentation
v’ Memory squeezing

v' Time-window exploitation

sharing
mechanism
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The Heracles attack exploits data-plane
optimizations to evade DoS detection

*The Heracles attack
A |- ; N\ G l-purpose Memory

Three attack strategies: = I
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Attack preparation: Exploiting sketch-based
filtering to infer internal timings
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Attack preparation: Exploiting sketch-based
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Attack preparation: Exploiting sketch-based
filtering to infer internal timings

Blocked!!
threshold
might be...

DA > Threshold
4 b

block, rate limit...




Attack preparation: Exploiting sketch-based
filtering to infer internal timings

Adjust sending rate (PPS) :
Time-window period P might

be —— < P < —

PPShigh o ~ PPSiow . .
Periodic sketch refresh




Attack preparation: Exploiting sketch-based
filtering to infer internal timings

Number of time-window

Starting time of time-window

*Register-sharing tasks

Please refer to 9 1l1I-A of our paper
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path

General-purpose Memory
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path => undercounting!
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Attack strategy 1: Synchronized augmentation
exploits resource sharing and augmentation

*Overwhelm data-to-control plane path => undercounting!
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow
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Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow

800K

Memory squeezed

600K -

400K -

200K -

Number of packets (pps)

0 -

ﬁl
Prepare squeezing |
|

0 10

20 30

Time (seconds)
(a) Number of uploaded
and processed packets

Undercounted packets causing about 50% of FNR

Unblocked attack

(Fail to block ~5Gbps malicious traffic)

T\

10 15 20
Time (seconds)

(b) DoS mitigation result

(-
=
=

=F -

r,

Ln
=
I

- e

traffic rate (%)

=
I

25 30

=
Ln

11




Attack strategy 2: Memory squeezing
exploits adaptive resource sharing

*Squeeze target resource to trigger dramatic overflow

Memory squeezed
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(Fail to block ~5Gbps malicious traffic)
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Heracles exposes vulnerabilities in

Inference Capabilities

defenses beyond Cerberus

Cerberus

[SP’24]

Jagen
[Security’21]

Poseidon
[NDSS’20]

Ripple
[Security’21]

Mew
[SP’23]

Inferring Detection Threshold o o o L D) L))
Inferring Windows Timing o o o [ D) [ D)
Inferring Co-located Tasks ® N/A N/A N/A O

Attack Feasibility
Synchronized Augmentation ® N/A N/A N/A N/A
Memory Squeezing ® N/A N/A N/A O
Time-window Exploitation ® o ® [ D) L))

© Adversaries should send attack traffic along chosen paths across multiple switches.




Heracles exposes vulnerabilities in
defenses beyond Cerberus

Cerberus Jagen Poseidon Ripple Mew

[SP’24] [Security’21] | [NDSS’20] [Security’21] | [SP’23]

Inference Capabilities

Inferring Detection Threshold o [ D) L))
Inferring Windows Timing o [ D) [ D)
Inferring Co-located Tasks o N/A O

Attack Feasibility
Synchronized Augmentation ® N/A N/A
Memory Squeezing ® N/A O
Time-window Exploitation ® [ D) L))
© Adversaries should send attack traffic along chosen paths across multiple switches. 12



Heracles exposes vulnerabilities in
defenses beyond Cerberus

Cerberus Jagen Poseidon Ripple Mew

[SP’24] [Security’21] | [NDSS’20] [Security’21] | [SP’23]

Inference Capabilities

Inferring Detection Threshold o
Inferring Windows Timing ®
Inferring Co-located Tasks o N/A
Attack Feasibility
Synchronized Augmentation ® N/A N/A
Memory Squeezing ® N/A N/A
Time-window Exploitation o o ®

© Adversaries should send attack traffic along chosen paths across multiple switches.



How can we design effective DoS
detection that is robust against Heracles?




How can we design effective DoS
detection that is robust against Heracles?

We present Shield.

(Shared Hierarchical Registers for Layered Decay)



Shield decouples timing information
across multiple hierarchical layers
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across multiple hierarchical layers

tlf _\tz

-
01| Decay > 25%
Reset 050 [y - ~
60 | 150237 ||
< 250 (] [ 32481 ||| T 1020 .
1 - ; n
350 (| _At7 12330 =" 3341
750 | 231557 \ o
s 1- by,-bits register
2>0|| .7 .
d \bz—bits register)
| 820 (]
b;-bits register

\ Layer 1 j Layer 2 oo Layer n

13




Shield decouples timing information
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Shield decouples timing information
across multiple hierarchical layers
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Shield organizes in-network monitoring
into hierarchical layers
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Shield organizes in-network monitoring
into hierarchical layers
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Shield organizes in-network monitoring

into hierarchical layers
Elephant flow

(e.g., Heavy Hitter) . ii
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Shield organizes in-network monitoring

into hierarchical layers
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Shield effectively mitigates the Heracles attack

e Security and hardware-constraint-aware design

Resource consumption of 4 DoS defense tasks on Tofino switch

Count-Min | FCM Sketch Cerberus
Resource Sketch [CONEXT’20] [SP’24]

SRAM 34.9%

TCAM 0.0% 5.6%
SALU 37.5% 62.0%
Hash unit 18.9% 15.4%
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Shield effectively mitigates the Heracles attack
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* Adaptability under hardware constraints is a security trade-off
»Efficiency-driven design leak critical control information
mExcess flexibility enables adversarial resource manipulation
"Cross-plane interaction creates structural bottlenecks

e Heracles reveals that these risks are structural

*Shield demonstrates how they can be systematically eliminated
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A first step toward proactively exposing structural
kweaknesses for designing robust data-plane defenses)
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Takeaway Artifact
Evaluated

A NDSsS

https://github. NetSP-KAIST/shield ]
ps://github.com/Ne /shie Available

Functional
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A first step toward proactively exposing structural
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The Heracles attack Shield
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