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Background

❑ Trust: A complex and multifaceted concept
• A subjective belief held by one entity (trustor) towards another (trustee)
• Subjectivity, dynamicity, context-awareness, asymmetry, conditional transitivity, etc

❑ Trust Evaluation
• Quantify trust by considering the factors that affect trust

Key Applications

ITU-T Y.3053 

Intrusion detection

Trustworthy routing

Fraud detection

Access control
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Background

❑ Taxonomy of trust evaluation methods
• Statistics-based, inference-based, and learning-based (trust prediction)

❑ Graph Neural Network (GNN): A ML paradigm for graph-structured data
ü Trust relationships can be naturally modeled as graphs
ü GNN’s message passing is compatible with basic trust properties
ü End-to-end evaluation manner
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Dynamicity:
• User interactions evolve over time, and trust 

relationships often change accordingly
• Static models fail to capture such dynamics 

and may violate temporal causality
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Heterogeneity:
• Real-world networks are characterized by 

different types of nodes and edges
• User–item interactions are semantically rich 

and denser than trust relationships

Almost all models focus on homogeneous user-to-user networks
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Context-Awareness:
• Trust varies across different contexts
• Context refers to any information that 

describes the specific situations in which a 
trust relationship is established

(a) Overall Trust (b) Trust in Home & Garden (c) Trust in Restaurants

Context-aware trust



Motivations
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Robustness:
• Attackers can inject malicious interactions into 

training data to mislead model learning
• The attacks may target trust prediction (trust-

oriented) and GNN itself (GNN-oriented)
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Motivations

Is it possible to design a trust prediction model that 
can support all the required aspects?

Q3: Lack of support for context-
awareness

Q1: Insufficient modeling of trust
dynamicity

Q2: Limited consideration of real-
world network heterogeneity

Q4: Limited attention to model 
robustness



CAT Overview

CAT: A Context-Aware GNN-based Trust prediction model 
• Supports trust dynamicity
• Handles real-world network heterogeneity
• Is resilient to data poisoning attacks 
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Challenges & Solutions

Challenge1: Modeling dynamicity with fine granularity conflicts with scalability
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Challenges & Solutions

Challenge1: Modeling dynamicity with fine granularity conflicts with scalability
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2. Focus on limited yet crucial interactions:
• Recent-time neighbor sampling
• One-hop trust propagation



Challenges & Solutions

Challenge2: It is difficult to extract key information from heterogeneous graphs



Challenges & Solutions

Challenge2: It is difficult to extract key information from heterogeneous graphs

Heterogeneous interactions may introduce irrelevant information that undermine trust propagation
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Challenges & Solutions

Challenge2: It is difficult to extract key information from heterogeneous graphs

1. Use type attention to learn the importance 
of each node type (interaction type)

2. Use node attention to learn the importance 
of each node within the same type

Heterogeneous interactions may introduce irrelevant information that undermine trust propagation
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Challenges & Solutions

Challenge3: Contexts are less explicit than nodes or edges, and existing datasets 
lack context-specific trust labels
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Challenges & Solutions

Challenge3: Contexts are less explicit than nodes or edges, and existing datasets 
lack context-specific trust labels

1. Introduce a context-aware meta-path to 
incorporate contextual information

2. Propose a context-aware aggregator to avoid 
the reliance on context-specific trust labels
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Challenges & Solutions

Challenge3: Contexts are less explicit than nodes or edges, and existing datasets 
lack context-specific trust labels

1. Introduce a context-aware meta-path to 
incorporate contextual information

2. Propose a context-aware aggregator to avoid 
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By jointly addressing Challenge 2&3, CAT gains a robust semantic understanding



CAT Overview
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❑ Graph Construction Layer
• Build a dynamic heterogeneous graph based on interaction sequence (continuous-time)

❑ Embedding Layer
• Initialize embeddings for nodes, time, and edge attributes (e.g., trust levels)



CAT Overview
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❑ Heterogeneous Attention Layer
• Learn node embeddings by selectively propagating and aggregating trust information

❑ Prediction Layer
• Predict the trust relationship between any two users under a specific context



CAT Overview
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❑ Heterogeneous Attention Layer
• Learn node embeddings by selectively propagating and aggregating trust information

❑ Prediction Layer
• Predict the trust relationship between any two users under a specific context

CAT can predict both context-aware trust (even without context-specific labels) and overall trust!
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❑ Datasets
• Sourced from real-world social networking-based consumer review sites

❑ Evaluation Metrics
• Mean Reciprocal Rank (MRR), Average Precision (AP), Area Under the ROC Curve (AUC)

Experimental Setup

❑ Baseline Models
• Four types of baselines that vary in their support for dynamicity and heterogeneity
• CAT à Heterogeneous dynamic model



❑ Overall Trust Prediction
• Epinions: Evaluate the model’s ability to predict dynamic trust relationships 
• Ciao & CiaoDVD: Evaluate model stability across different data split ratios

Performance Comparison

CAT outperforms all baselines across three datasets, particularly on Task 2, 
highlighting its potential to address the cold start issue



❑ Context-Aware Trust Prediction (only supported by CAT)

Performance Comparison

Ø Different contexts contribute differently 
to trust establishment

Ø Trust probabilities can vary notably for the 
same user pair across contexts



❑ Context-Aware Trust Prediction (only supported by CAT)

Performance Comparison

Ø Different contexts contribute differently 
to trust establishment

Ø Trust probabilities can vary notably for the 
same user pair across contexts

Ø CAT’s context-awareness capability enables 
flexible trust-based applications



Ablation Study

CAT consistently outperforms its five variants, highlighting the importance of modeling 
dynamicity, heterogeneity, and context-awareness

user item user embedding item embedding time embedding edge attribute embedding context

4
!!

Metapath2vec

Time
encoding

Edge attribute
encoding

3
!" interaction

ℎ! (trustor)

!!
M

ulti-layer perceptron

"# ",$,%

"# ",$,|'|

"# ",$,(…

Context-aware
trust

Context-aw
are aggregator

"# ",$

Overall 
trust

Dual attention mechanism

3

1

3
5

4

$(&)

!"

!!

!#

(I) Graph Construction Layer (II) Embedding Layer (III) Heterogeneous Attention Layer (IV) Prediction Layer

!$

!$

"#
"!

"%

""
"%

context-aware meta-path

…

Interaction 
sequence

&

!"
3

!!
4

!#
5

!$
1

message

ℎ) (trustee)

ℎ* (context)
…

…Avg

""

"#

#$" #$#

#$%
#$&

#$'

(/*: type/node attention



❑ Embedding dimension, batch size, # sampled neighbors, trust propagation length

Hyperparameter Impact

As propagation length increases, CAT’s performance degrades and runtime grows:
• Heterogeneous graphs introduce excessive irrelevant information
• Embeddings generated by Metapath2vec already encode high-hop information



❑ We compare CAT’s runtime with that of HGT (the best-performing baseline)

Scalability Analysis

CAT scales well by restricting trust propagation to one-hop neighbors and sampling 
only recent, critical interactions

↓ 44.39% ↓ 40.79% ↓ 73.97%



❑ We focus on both trust-oriented (local) and GNN-oriented attacks (global)

Robustness Analysis

CAT demonstrates superior robustness over existing GNN-based trust prediction 
models, owing to its strong semantic understanding.



❑ We focus on both trust-oriented (local) and GNN-oriented attacks (global)

Robustness Analysis

CAT demonstrates superior robustness over existing GNN-based trust prediction 
models, owing to its strong semantic understanding.

Adaptive attacker: Blur the boundaries 
between two distinct contexts



Conclusion & Future Work

❑ CAT: A GNN-based Trust Prediction Model that
• Supports trust dynamicity
• Handles real-world network heterogeneity
• Predicts both context-aware trust and overall trust
• Is resilient to trust/GNN-oriented data poisoning attacks

❑ Future Work
• How to incorporate textual information (e.g., user profiles and reviews) into CAT?
• How to defend against evasion attacks that occur during the testing phase?

Paper Code
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