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JavaScript Security Threat Landscape

Widespread adoption makes JavaScript a prime attack target

Attackers employ sophisticated obfuscation to hide malicious code



Existing Tools Coverage Comparison

Analyzed 12 representative tools:
• Commercial tools (e.g. JSha)  

offer high coverage (80% 
16/20 techniques). Require 
precise config.

• Mid-tier tools (e.g. Obfu, 
(55% (11/20) ) focus on 
specific techniques.



JavaScript Obfuscation Taxonomy
——Systematic Classif ication

T0: Rename
T1: Indirect
T2: Arithmetize
T3: StringEncode
T4: BooleanEncode

Lexical-level Obfuscation

T5: Expression to Function
T6: Assignment to Function
T7: StringReverse
T8: AAEncode
T9: JJEncode
T10: JSFUCK

Syntactic-level Obfuscation

T11: String Arrayize
T12: String Array Encode
T13: JSON Encode
T14: Regexp Encode
T15: Eval
T16: Control Flow Flattern
T17: Dead Code Insert

Semantic-level Obfuscation

T18: OB Obducstion

T19: LLM-based

Multi-layer Obfuscation



Increasing Complexity Levels

Multi-Layer + 
Polymopiphic

Semantic + 
Control Flow

Lexical + 
Syntactic
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• Sophisticated Techniques

• Evolving Evasion Analysis Challenges



Real-world Case Study: JSFireTruck Campain

The JSFireTruck campaign compromised over 
269,552 pages within a single month. It utilized 
multi-layer obfuscation to deliver malicious 
payloads undetected.



Three Critical Challenges

● Challenge 1: Input Format Diversity

● Challenge 2: Multi-Layer Obfuscation Complexity

● Challenge 3: Human Analysis Integration Gap



JSIMPLIFIER Design——Three-Stage Pipeline

Module ①: Preprocessor
 Code normalization, encoding repair, 
and syntax validation.

Module ②: Deobfuscator
 Hybrid Static-Dynamic analysis for 
JavaScript recovery.

Module ③: Humanizer
 LLM-powered semantic renaming for 
readability.



Module ①: Preprocessor

● Critical Foundation for 
Realiable Deobfuscation

● Prepare diverse, complex 
JavaScript for effective 
downstream analysis

Code Validity Check

Code Unminify

Structral Refine

Semantic Compatibilize

Lexical Sanitize

Meriyah Parser: complete ASTs even with 
legacy syntax or obfuscated constructs.

Octal-to-hex & UTF-8 reconstruction resolves 
encoding obfuscation blocking static analysis.

Legacy code modernization: cross-platform & 
strict-mode compatibility transformation.

AST analysis eliminates duplicate declarations 
and resolves strict-mode violations.

Bundler-aware preprocessing handles 
modern web application obfuscation.



Module ②: Deobfuscator

Static AST Analysis
• Multi-parser integration with automatic fallback 

mechanisms
• Enhanced expression evaluation supporting 
destructuring assignments and short-circuit logic

• Intelligent scope management tracking variable 
dependencies across function boundaries.

Dynamic Execution
• Risk assessment scans dangerous patterns and 

maps function relationships; 
• VM sandbox execution captures results with 

timeout and memory protection.

Hybrid Analysis Coordination
• Context packaging transfers unevaluable expressions to dynamic execution; 

• validated results integrate back through type-aware AST replacement.



Module ③: Humanizer

Context-Aware Renaming

The Humanizer module leverages Large 
Language Models (LLMs) like GPT and 
Gemini to restore meaningful variable and 
function names based on code logic.

• Restores original logic intent
• Professional beautification
• Identifier semantics recovery



Largest Real-world Obfuscated JavaScript Dataset

Dataset Composition
MalJS: 23,212 malicious samples
BenignJS: 21,209 benign samples

44,421



Quality Assurance

● Real-world samples

● Coverage of all 20 obfuscation techniques

● Rigorous deduplication and validation

Preprocessing Pipeline
• syntax validation,

• content deduplication
• obfuscation scoring

• score-stratified sampling for 
representative evaluation.

MalJS

BenignJS



Deobfuscation Capability Assessment
● Representative JavaScript, LLM 

prompt used

● Comparison with 13 existing 
approaches

● 100% success across all 20 
obfuscation techniques

● LLM-based solutions outperform 
tradit ional tools



Correctness & Consistency

● 100% processing capabil i ty and correctness, 93.78% CFG similarity, 95.84% DDG 
preservation

Result Correctness
• Automated parser verification

• Manual verification:
a) review parser error

b) examine deobfuscated code structure
c) validate ECMAScript compliance

Semantic Consistency
• Automated graph-based analysis 

(Joern for CFGs and DFGs, computes 
similarity)

• Manual verify behaviors

400 
(100BenignJS 
+ 300MalJS)



Code Simplification and Large-Scale Effectiveness 

● 88.2% complexity reduction (HLR=0.8820)

● Significantly outperforms existing tools

• Halstead Length (Measure code complexity)

HLR Score: ( � ������ −  � �������� )/ � ������ 

higher values indicate greater complexity reduction

• Halstead Effort (Measure the reduction in 
mental effort required to understand code.)

HER Score: ( � ���� −  � ������ )/ � ���� 

CombiBench

Entropy Reduction:
• Code Text Entropy (character and word frequency)
• AST Entropy (node types, connectivity, depth and 

edge relationships)



Ablation Study and Performance
Ablation Study:
• Evaluated four configurations on 1,000 

randomly selected MalJS samples (1KB to 
5.49MB, average 82.23KB)

• Minimal overhead from static/dynamic modules, 
87.31s total time (mainly LLM API latency), 
achieves optimal deobfuscation quality

• HLR lower than lab results (88.20%) due to 
real-world complexity

Performance Comparison:
• JSIMPLIFIER: 100% success rate (83.17s processing time)
• JST: 45.67% success rate (low memory but poor performance)
• ILL: 19.06% success rate (limited to 7.58KB files)
Key Advantages:
• Handles all file sizes including >10MB files
• Moderate memory usage (0.1034 MB average)
• Consistent performance vs. baseline tool timeouts



Readability Improvement
LLM-based assessment: 466.94% average improvement
• 4 models: Claude 3.7 Sonnet, Gemini 2.5 Pro, DeepSeek-

R1, and GPT-o3.
• 0-10 readability score
• 100-sample GPT-4o-mini evaluation generated 20,897 

API calls consuming 6,446,654 tokens, costing $1.04 total 
with 10.96 hours processing time. Long-tail distribution 
showed median cost $0.0003 and median time 10.7 
seconds

User study validation
9 participants across three expertise levels



JSFireTruck Malware Analysis
● Before/after code comparison

● t ransforms thousands of  characters  of  
JSFireTruck encoded expressions into 
clear,  readable code

● Clear exposure of malicious behavior

● Detect ing the source of  the search 
engine,  inject ing malicious i frames,  and 
redirect ing to the at tack domain.



Open Source Release & Future Directions
Open Science Init iative

● Tool and datasets ful ly open-sourced：

● Dataset:  ht tps:/ /zenodo.org/records/17531662

● Avai lable: ht tps:/ /gi thub.com/XingTuLab/JSIMPLIFIER

Future Directions

● Performance opt imizat ion

● Extended obfuscat ion technique support

● Mult i - language expansion

● AI for deobfuscat ion



Thank You!
Q&A Contact:
Email:  zdc@bupt.edu.cn
Github: 
https://github.com/XingTuLab
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