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Are we ready for the LLM era?

v The emergent capabilities of LLM seem to suggest that AGI 
may be on the horizon.
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Are we ready for the LLM era?

vHow should we respond to the novel risks posed by AI 
technologies?
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Terminator?



The risks of AI have become a present reality.

v Newly released models—no matter how powerful—are consistently 
compromised within a short time.
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OpenAI’s AI-powered 
browser has been 
compromised.

v REDNote’s LLM-powered translation 
feature has been abused.



LLM Application Development Paradigm
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A novel application development paradigm built upon the capabilities of 
large language models.

Developers 
shape and 
define the 
capabilities of 
applications.

The core task of LLM 
application 
developers is to 
ensure the model 
reliably executes its 
intended tasks 
while avoiding 
unintended 
behaviors.



The capability space of LLM applications
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The capability space of LLM applications
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What traditional jailbreaking focuses on

The boundary we focus on



Capability Boundary Risk
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a. Capability Downgrade

b. Capability Upgrade

c. Capability Jailbreak

- to undermine the expected performance of an application. 
- Attackers craft specific inputs that cause the application 
to produce incorrect outputs—without triggering the 
LLM’s safety constraints.

- to expand the application’s capability space, enabling it 
to perform tasks beyond its originally intended scop, 
serving as an intermediate stage preceding full capability 
jailbreaking.

- to bypass both the application’s functional constraints 
and the base LLM’s safety safeguards, enabling the 
application to execute arbitrary tasks.



LLMApp-Eval
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1. LLM Application Collection
2. Prompt Evaluation
3. Capability Boundary Evaluation
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LLMApp-Eval:  LLM Application Collection

Collection
Ø 807,207 applications across four platforms

Ø application names
Ø descriptions
Ø user visit counts

Ø 11,176 publicly available application prompts

Classification
Ø use BART-large-MNLI to classify applications.
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Target Process

Capability Constraint

The more detailed the task description, the 
higher the quality of the prompt.

Information Entropy:

Feature Information 
Metric: 

Prompts with guided, step-by-step instructions better 
steer applications toward successful task completion.

Quantifying the step explicitness and logical 
complexity of prompts.

The level of detail in capability descriptions The clearly defined capability constraints



LLMApp-Eval: Capability Boundary Evaluation
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a. Capability Downgrade

Evaluating whether LLM produces robust outputs on the same task when faced with 
inputs containing hidden or redundant information.

1. Hidden information: We embed data that is invisible 
to humans but detectable by large language models—
for example, inserting invisible characters (e.g., zero-
width spaces, Unicode control characters) into a PDF or 
text input.

2. Redundant information: We inject irrelevant or 
extraneous content into standard inputs—such as off-
topic sentences, repetitive phrases, or unrelated 
facts—that do not alter the core task semantics but 
may distract or mislead the model.



LLMApp-Eval: Capability Boundary Evaluation
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b. Capability Upgrade

c. Capability Jailbreak

We evaluate the cross-category task execution capability of LLM applications through three 

types of test cases:

1. Default cases

2. Generated out-of-scope cases
3. Commonsense test cases

Example of default cases

Evaluating an application’s resilience against existing 
jailbreaking techniques

1. Harmful queries

2. Adversarial queries



The landscape of cross-platform LLM applications
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1. Although the total number of applications varies across platforms, the 
distribution of application types is highly consistent, the mean absolute 
deviation of the percentage share for each category is less than 2%.



The landscape of cross-platform LLM applications
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2. Super-developers play a crucial role in the LLM application ecosystem.

3. Platform-provided default plugins may introduce potential security risks. 
For example, on AgentBuilder, a divorce consultation application was configured with the 

Baidu Maps plugin.

Some developers have 
released a large number of 
applications in a short 
period of time.



Prompt Evaluation Results
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1. 48.62% of applications received an AppScore below 50. 

2. 43.41% of applications include no 
functional constraints at all, and among 
those that do implement constraints, 
20% score below 60.



Prompt Evaluation Results
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3. After prompt optimization, the number of out-of-scope tasks an application 
could perform decreased by 5.3% to 80%. 

For example, on AgentBuilder, a given application was initially capable of executing 15 out 
of 21 different task types; after adding explicit constraints, this number dropped to 3.

4. The base LLM also affects prompt effectiveness. 
For example, the same capability constraints exhibit 

significantly weaker enforcement on Claude-3-Haiku (Poe)
compared to ERNIE (on AgentBuilder).



Capability Boundary Risk Evaluation
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a. Capability Downgrade

We evaluated six open-source LLMs using 2,790 boundary test cases.

All tested LLMs were affected by the injected misleading information.



Capability Boundary Risk Evaluation
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b. Capability Upgrade
144 (72.36%) were susceptible to capability upgrade, with each affected 
application capable of performing more than 15 distinct task types beyond its 
intended scope.



Capability Boundary Risk Evaluation
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b. Capability Upgrade

The risk of capability 
upgrade varies 
significantly across 
platforms.

GPTs are more 
susceptible to 
capability upgrade.



Capability Boundary Risk Evaluation
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c. Capability Jailbreak

178 applications (89.45%) were 
vulnerable to capability jailbreak, 
successfully executing at least one 
malicious task.

Moreover, 17 of these applications 
carried out malicious tasks even 
without any adversarial prompting.



Conclusion
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v Novel risk surface

v Systematic evaluation

v New insights

p We reveal that the core security challenge in LLM applications 
lies in the control of capability boundaries.

p 43.41% of applications include no functional constraints at all
p 144 were susceptible to capability upgrade

p The quality of prompt design is a critical factor in mitigating 
these risks.



Thanks for listening!
Any question?
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