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Abstract—Background: Fuzzing campaigns require accurate
estimation of maximum reachable coverage to ensure that re-
sources are not wasted. However, adaptive bias due to the
use of coverage feedback in modern fuzzers prevents accurate
statistical estimation of maximum reachable coverage. Recent
work hypothesizes that adaptive bias is minimized when singleton
species, observed exactly once, equal doubletons, observed exactly
twice. Rigorous evaluation of this hypothesis has been hindered
by the lack of ground truth.

Objective: This work evaluates whether maximum reachable
coverage estimates are reliable when adaptive bias is minimized,
using two complementary approaches (1) to mitigate the lack of
ground truth and (2) to establish ground truth.

Methods: First, we compare maximum reachable coverage
estimates between coverage-guided and purely random fuzzers
on real-world benchmarks. Since random fuzzers lack coverage
feedback, they exhibit no adaptive bias. If the singleton-doubleton
equilibrium criterion reliably indicates minimal adaptive bias,
the coverage-guided fuzzer should reach maximum reachable
coverage estimates comparable to the random fuzzer at this
equilibrium point. Second, we validate estimates using synthetic
programs with known maximum reachable coverage, where com-
plex control flows mimic real-world complexity while providing
objective ground truth.

Results: These complementary studies will determine whether
maximum reachable coverage estimates are reliable when the
singleton-doubleton equilibrium criterion is satisfied, validating
or refuting its use as a stopping criterion for fuzzing campaigns.

I. INTRODUCTION

Greybox fuzzing is an automated testing technique that
leverages coverage feedback [1] to find bugs and vulnerabil-
ities. To find bugs, fuzzers must generate inputs that cover
faulty code. The primary goal, therefore, is to maximize cover-
age. However, 100% coverage is nearly impossible to achieve
in real-world programs as many of the program elements are
unreachable under any input [2], [3].

As fuzzing campaigns are computation and resource inten-
sive, they should only proceed until the fuzzer has reached
coverage saturation of the subject. Yet, determining this
maximum reachable coverage beyond which further fuzzing
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will not produce more coverage is an open problem in real-
world programs [4]. Hence, a key question is: when to stop.

Statistical methods are widely used for estimating maximum
reachable coverage. The best known are the species richness
estimators from biostatistics [5], which treats fuzzing as a sta-
tistical sampling process where each input exercises a specific
program element, which can be used to estimate the number of
such program elements from the covered elements [6]. In this
analogy, each distinct program element is treated as a species,
and statistical properties of the observed frequencies inform
estimates of the total number of elements.

Prior evaluations [7] of the species richness estimators have
shown that existing estimators tend to systematically under-
estimate the true maximum reachable coverage. A potential
reason for this bias is the adaptive heuristics inherent in
greybox fuzzing due to the use of coverage feedback. That
is, more program elements are covered faster than one would
expect from a purely random fuzzer with no information about
the coverage achieved by previous inputs.

One way to mitigate this issue is to wait until the utility
of coverage feedback is minimal, which occurs late in the
fuzzing campaign [8]. Researchers have recently [9] claimed
that the coverage feedback has been adequately exhausted
when the number of program elements covered exactly once,
f1 (.e., singleton species), equals the number of program
elements covered exactly twice, fo (i.e., doubleton species).
This is called the singleton-doubleton equilibrium (referred to
as the f; fo equilibrium from now on). At this point, estimates
produced from species richness estimators should be reliable.
If this claim is accurate, then it provides a reasonable stopping
criterion for greybox fuzzing: fuzz until the f; fo equilibrium
is reached, produce the maximum reachable coverage estimate,
and continue fuzzing until that estimated coverage is attained.
Such estimates can also inform residual defect estimates when
combined with domain-specific defect density assumptions.

In this work, we investigate the validity of this claim from
two complementary perspectives. First, we examine whether
coverage feedback is indeed the reason for underestima-
tion of the maximum reachable coverage, and whether its
influence is sufficiently minimized at the f;fo equilibrium
to produce reliable estimates. To test this hypothesis, we
compare the maximum reachable coverage estimated with



non-directed blackbox fuzzing! on real-world programs, with
that obtained using feedback-directed greybox fuzzing. Since
blackbox fuzzing lacks coverage feedback and thus has no
adaptive bias [8], we hypothesize that the two estimates
should converge when adaptive bias in greybox fuzzing is
minimal. We note that it is possible to construct programs
where f fo equilibrium does not exist. However, the STADS
framework [6] implicitly assumes that such instances are rare,
and programs can be treated statistically in general. Hence,
one of the aims of this experiment is to validate whether this
assumption is true. Hence, the first research question is:
RQ1: Does the f;fo equilibrium coincide with overlapping
estimates from pure blackbox and greybox fuzzing? The result
of this experiment will validate or refute the impact of adaptive
bias on maximum reachable coverage estimate.

However, comparing fuzzer types alone cannot definitively
validate the accuracy of maximum reachable coverage esti-
mates without ground truth. To address this limitation, we
adopt a complementary evaluation strategy. Recent research
suggests that recursive descent parsers generated from arbi-
trary context-free LL(1) grammars can mimic the control-flow
complexity of real-world programs while providing ground
truth [11]. We will use such arbitrarily generated recursive
descent parsers as synthetic subjects with known maximum
reachable coverage. Hence, the second research question is:
RQ2: How accurate are the maximum reachable coverage
estimators compared to ground truth? The result of this ex-
periment will validate the estimators at minimal adaptive bias.
Contribution: This report evaluates the reliability of maxi-
mum reachable coverage estimates at f fo equilibrium from
two complementary experiments:

o An empirical evaluation of the hypothesis that at fi fo
equilibrium, maximum reachable coverage estimates from
greybox and blackbox fuzzers coincide with real-world
programs.

« An empirical evaluation of the claim that when maxi-
mum reachable coverage estimate is reliable at the f; fo
equilibrium with synthetic programs.

The remainder of this report is organized as follows. We
begin with the preliminaries in Section II, providing the
necessary background on fuzzing, statistical estimators, and
benchmark generation. This is followed by the execution plan
in Section III, which details our experimental setup, data
collection, and analysis methodology. Section IV then explains
the evaluation metrics used in our analysis. Next, we review
the related work in Section V to situate our study within the
broader context of fuzzing research, followed by a discussion
of threats to validity in Section VI. We then discuss future
work in Section VII before concluding with a summary of our
findings and key takeaways in Section VIIIL.

IT. PRELIMINARIES
In this section, we present the statistical model underlying
our effectiveness estimators, along with the stopping criterion

IBlackbox random testing has been the workhorse for reliability studies
historically [10].

used to evaluate campaign progression and termination.

A. Probabilistic Model for Fuzzing

The STADS? framework [6], [8], [12], [13] models fuzzing
as a statistical sampling process J. Each test input is drawn
with replacement from the program’s input space D. Consid-
ering a sequence of /N independent and identically distributed
(i.i.d.) random variables, we formally define a fuzzing cam-
paign F as: F = {X,, | X,, € D})_,. The input space
D is partitioned into S (potentially overlapping) subdomains
{D;}_,, each representing a distinct coverage element. An
input X,, € F is said to discover a new coverage element D;
if X,, € D; and no previous input X, for m < n has been
drawn from D;, i.e., D; is encountered for the first time.

B. Bernoulli Product Model

In fuzzing, each input may belong to one or more coverage
elements. The STADS framework represents this as sampling-
unit-based incidence data [14], [15], where a sampling unit
aggregates all inputs generated within a fixed time interval.
This aggregation reduces the overhead of tracking fine-grained
coverage for every individual input. The underlying probabilis-
tic model is the Bernoulli product model.

The incidence data records whether a sampling unit has
covered a given coverage element. Let 7; denote the probabil-
ity that a sampling unit covers element D;, assumed constant
across all randomly selected sampling units. Note that, in
general, the sum of all 7; does not equal one.

During a fuzzing campaign, let ¢ sampling units be recorded.
The incidence data can be represented as an element-by-
sampling-unit matrix W = {W;; |i=1,...,S;j=1,...,t}
with S rows and ¢ columns, where W;; = 1 if element ¢ is
covered in sampling unit j, and W;; = 0 otherwise.

The incidence frequency Y; denotes the number of sampling
units covering element D;, i.e., Y; = 22:1 W;;. Elements that
has not been covered by any sampling unit will have Y; = 0,
i.e. zero incidence frequency.

Assuming the detection probabilities (71, 7o, ..., 7g), each
entry W;; of the incidence matrix is modeled as an indepen-
dent Bernoulli random variable with success probability 7;.
The joint probability distribution of the incidence matrix is:
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The marginal distribution of the incidence frequency Y; for
the i-th coverage element follows a binomial distribution with
t trials and success probability 7;:
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Fig. 1: Visualization of f; fo equilibrium

Let the incidence frequency counts be (fo, f1,..., f:), where
fr denotes the number of elements covered in exactly k
sampling units, for £k = 0,1, ..., t. In particular, f; counts the
singleton elements (exercised by only one sampling unit), and
f2 counts the doubleton elements (exercised by two sampling
units). The unobserved zero frequency fy represents elements
not covered by any of the ¢ sampling units. Consequently,
the total number of covered elements in the campaign is

S(t) = Ei>0 fi» and S(t) + fo = S.

C. Adaptive Bias in Greybox Fuzzing

In blackbox fuzzing, the detection probabilities 7; for each
species remain invariant, as the fuzzer does not use coverage
feedback. In contrast, greybox fuzzing employs lightweight
instrumentation to guide input generation, resulting in detec-
tion probabilities that evolve as the campaign progresses [6].
Empirical studies indicate that the probability of discovering
a given species in a greybox fuzzer Fg increases over time,
thereby enhancing overall effectiveness relative to an equiva-
lent blackbox fuzzer Fg [8].

This adaptive behavior introduces adaptive bias, which
directly impacts the observed incidence frequencies fj as
described in Equation 2. Formally, adaptive bias can be quan-
tified by the differential rate of species discovery between F¢
and Fp across successive inputs [8]. Let Sg(n) and Sp(n)
denote the cumulative number of species discovered by Fg
and Fp after the n' input, respectively. The adaptive bias T
at step n is then defined as:

I'(n) =[Se(n+1) — Seg(n)] — [Sp(n+1) — Sp(n)] 3)

Bohme et al. [8] shows that adaptive bias diminishes over time
as the greybox campaign progresses.

D. Estimating fy at f1fo Equilibrium

Recent research [9] proposes a criterion for obtaining an
upper bound on the number of undiscovered species, fg, in
a fuzzing campaign. Because this condition is derived from
the observed singleton and doubleton counts (f; and f3), we
refer to it as the singleton—doubleton equilibrium or the fi fo
equilibrium. The formal definition is given below.

Let us define f;(n) as the frequency of species observations
in n observations such that fy(n) is the number of unobserved
species, f1(n) as the number of singleton species etc.

For an arbitrary species distribution {m;}5_,, where i :
1 < i < S, there exists ny such that fi(n1) = fa(ny).
Then, for all n > ny, it holds that f1(n) > fo(n).

That is, at n; observations we have the f; fo equilibrium.
Theorem 1 from prior work [9] given below, is the special
case in which species follow a uniform distribution.

Theorem 1. Assume that the probability of a generated input
belonging to species i, 1 < i < S, is uniform, i.e., m; = % If
we select ny such that f1(n1) = fa(n1), then for all n > nq,
it holds that f1(n) > fo(n).

The researchers hypothesize that although species distribu-
tions may vary from purely uniform distribution, empirically,
coverage elements are distributed such that the criterion ap-
plies in most practical scenarios. While it may be possible
to construct specific instances where f; fo equilibrium cannot
occur, the STADS [6] framework implicitly assumes that such
patterns are rare, and does not significantly impact the results.

In fuzzing campaigns, the f; fo equilibrium manifests only
after prolonged execution. Prior work [9] hypothesizes that,
at this point, the impact of adaptive bias is minimal. The key
focus of this report is to validate this hypothesis.

Figure 1 demonstrates the fifo equilibrium visually. In
the figure, The total number of species is 1000. The S(n)
is the total number of species found so far. At the fifs
equilibrium f7, that is the number of species discovered only
once becomes that upper-bound for fj, that is the number
of species yet to be discovered. We also include an Estimate
from the Jacknife estimator, which demonstrates the inflection
at fy fo equilibrium. That is, the upperbound of the species
estimate produced at f; fo equilibrium remains an upperbound
for the remainder of the campaign.

E. Generating Fuzzing Subjects With Known Reachability

We use synthetic parser generation [11] for generating large
fuzzing benchmarks with rich control-flow structure.

Formally, any program written in the structured program-
ming style can be represented as a static control-flow graph,
with extra annotations representing the data-flow and con-
straints. Such a control-flow graph represents all paths that
can be traversed in the program, and along with the anno-
tations represent an equivalent executable representation of
the program. That is, control-flow graphs represent program
skeletons. Hence, if we can produce arbitrary control-flow



graphs, we can produce an unbiased population of the program
skeletons representing all possible path diversity.

From Control-Flow to Grammar. A control-flow graph is
made up of the following sub-structures.

« Statement sequences, representing sequential execution;

« Conditionals for branching (e.g., if-then-else);

« Loops representing iteration (e.g., while loops);

« Subroutine calls for invoking other procedures.

These control-flow structures map to the following struc-
tures in LL(1) grammar:

o Conditionals s_uch as if C: A else:
(o) = (C) (IF")
(IF')— "1’ (A) | "F’" (B);
e Loops such as while C: B map to
(o) = (C) (L") ,
(L) — T’ (B) (C) (L") | "F";
e Procedure definitions translate to nonterminals.

B map to

That is, LL(1) grammars are isomorphic to structured program
control-flows. Next, we show how to leverage this property.

There is a well-known approach [16] generating recursive-
descent parsers from LL(1) grammars. Handwritten parsers
are subjects in many fuzzing contexts. Hence, we generate
arbitrary LL(1) grammars, convert them to recursive-descent
parsers, and use these generated programs for evaluation.
Context-Free Grammars. A context-free grammar (aka
grammar) defines a language using terminal and nonterminal
symbols. Consider the following example:

(E) — (D) (Es)
(Es) — "+’ (D) (Es) | e

(D) — 0" | "1’ |...

The terminal symbols are the symbols of the language
described by the grammar. For example, in the above grammar,
70’ is a terminal symbol. The grammar also contains nonter-
minal symbols which are named constructs that are expanded
into other terminal or other nonterminal symbols. For example,
(E) is a nonterminal symbol.

Nonterminal symbols are expanded into other symbols
according to a set of production rules (also called rules),
which together define the nonterminal. The definition of
the nonterminal (Es) in the above example is given by
(Es) — "+’ (D) (Es) | ¢ which consists of two rules for
expanding (Es). LL(1) grammars have three key properties:

1) No left recursion (direct or indirect), which ensures the
parser can predict the next production from a single token.
2) Left-factored, that is, no two productions for the same
nonterminal should start with the same terminal.
3) Single lookahead is sufficient to choose between two
production rules.
Transforming Grammar to Executable Programs. Given
any such LL(1) grammar, we can automatically construct a
recursive-descent parser by applying the following rules:
o Translate each nonterminal into a procedure (e.g., (D)
becomes parse D).

« Implement each rule inside the corresponding procedure.

« Use the lookahead token to choose which rule to apply.

« Replace simple left-to-right recursion with a while loop
when appropriate.

By following this process, we obtain a parser that can parse

any sentence in the grammar. For example, given the grammar
for for ' E’ we discussed previously, we can translate this to:

Algorithm 1 Expression Parser

1: function PARSEE

2 PARSED

3 while LOOKAHEAD = "+’ do
4: CONSUME(’+’)

5 PARSED

6 return node

7: function PARSED

8: token <~ LOOKAHEAD

9: if token # null and 1SDIGIT(token) then
10: CONSUME(token)

11: else

12: raise Error

Controlling the Program Complexity. While generating
grammars, we have several mechanisms to precisely control
the complexity. These include:

o The number of nonterminals (corresponding to the num-
ber of procedures),

o The number and length of production rules (correspond-
ing to branching complexity),

o The depth and type of recursion (direct, indirect, or linear
recursion),

o The inclusion of unreachable nonterminals or dead code
to simulate partially unreachable programs.

These parameters allow us to generate large structured
parser programs with complex control-flows.

III. EXECUTION PLAN

This section outlines the research methodology.

A. Research Questions

The primary objective of this study is to assess the influence
of adaptive bias on state-of-the-art coverage saturation estima-
tors. Prior work suggests that systematic underestimation may
arise in greybox fuzzing [7], but it remains unclear to what
extent this effect is attributable to adaptive heuristics rather
than inherent statistical limitations. This motivates two exper-
imental checks: (1) whether the adaptive bias can be empiri-
cally quantified using parallel greybox and blackbox fuzzing
campaigns initialized from identical seeds as explained in
Section II-C, and (2) whether adaptive bias demonstrably
diminishes over time, as theorized by Bohme et al. [8].

Prior work [9] hypothesizes that once the campaign reaches
the f1fo equilibrium, the influence of adaptive bias becomes



negligible because the utility of coverage feedback is insignif-
icant. This implies that at the f; fo equilibrium, the maximum
reachable coverage estimates obtained from a greybox fuzzing
campaign should be accurate. Since we lack a reliable ground
truth for any real world program, this hypothesis can’t be
tested directly. Hence, we propose an alternative.

We note that it is possible to turnoff the coverage feedback
in typical greyboxfuzzers. If coverage feedback was the cause
of adaptive bias, then, fuzzing campaigns with no coverage
feedback should produce a reliable estimate of the maximum
reachable coverage albeit with a larger variance due to the
limited coverage obtainable in a given amount of time. If (a)
the maximum reachable coverage estimators are reliable when
adaptive bias is minimal and (b) adaptive bias is minimal at
f1f2 equilibrium, then at that point, the maximum reachable
coverage estimate from greybox and blackbox campaigns must
overlap. We propose to test this hypothesis.

RQ1: Does the maximum reachable coverage estimates from
blackbox and greybox fuzzing campaigns converge at fifo
equilibrium?

If the maximum reachable coverage estimates converge,
then it is evidence that (a) coverage feedback is responsible for
the adaptive bias, and (b) its influence on reachability estimate
can be minimized by waiting until the f;fo equilibrium.
Non-converge suggests either that (a) the maximum reachable
coverage estimates are unreliable or (b) the f; fo equilibrium
does not indicate that the coverage feedback is negligible.

If the maximum reachable coverage estimates do not cover-
age at fi fo equilibrium, we can determine the validity of (b)
by simply continuing the campaign to verify if the maximum
reachable coverage estimates are tending to converge at a later
time. However, it is possible that the reliability of maximum
reachable coverage estimators is impacted by an unknown
factor resulting in an estimate that is unreliable. Even if
the estimates do converge, it is possible that the predicted
maximum reachable coverage estimates is incorrect.

Hence, to assess estimator accuracy, we require subjects
with a reliable ground truth for saturation. Recent work [11]
suggests that recursive descent parsers generated from arbi-
trary context-free LL(1) grammars are good subjects for eval-
uating maximum reachable coverage estimators. All program
elements in such parsers can be reached by execution, and
hence provide a labeled ground truth for maximum reachable
coverage estimation. We therefore can leverage arbitrarily
generated recursive descent parsers as synthetic subjects with
known saturation levels. If maximum reachable coverage es-
timators are accurate, such estimates should have significant
overlap with the ground truth in such generated parsers at
the equilibrium point. We propose to test this hypothesis with
the second research question. We note that it is not clear if
the adaptive bias monotonically reduces over time. Indeed,
adaptive bias may shrink, plateau, or increase again during
a campaign. If this happens, this should be observable in
the convergence behavior of estimates from blackbox and
greybox fuzzers.

RQ2: Are maximum reachable coverage estimators accurate
at the f; fo equilibrium when evaluated against ground truth?

These are the potential outcomes from this experiment:

1) The estimators predict the maximum reachable coverage
of recursive-descent programs accurately, and the max-
imum reachable coverage estimates from blackbox and
greybox fuzzing campaigns coincide at the f; fo equilib-
rium.

2) The estimators predict the maximum reachable coverage
of recursive-descent programs accurately, but the max-
imum reachable coverage estimates from blackbox and
greybox fuzzing campaigns do not coincide at the fifo
equilibrium.

3) The estimators do not predict the maximum reachable
coverage of recursive-descent programs accurately, and
the estimates from blackbox and greybox fuzzing cam-
paigns do not coincide at the fifo equilibrium, but
asymptotically (i.e, there is evidence that they will con-
verge at a later point).

4) The estimators do not predict the maximum reachable
coverage of recursive-descent programs accurately, and
the maximum reachable coverage estimates from black-
box and greybox fuzzing campaigns do not coincide even
asymptotically.

5) The estimators do not predict the maximum reachable
coverage of recursive-descent programs accurately even
asymptotically, but the estimates from blackbox and grey-
box fuzzing campaigns coincide at the f; fo equilibrium.

If (1) is observed, then it is strong evidence that we can
rely on coverage estimators at the equilibrium point, and that
the minimal adaptive-bias point coincides with the equilibrium
point. If (2) is observed, it is evidence that a second factor
beyond adaptive-bias is at play. If (3) is observed, then it is
evidence that minimal-bias is not at the equilibrium point. If
(4) is observed, the it is possible that the reachability estimator
is unable to provide reliable estimates. We do not expect (5),
to occur, but if it occurs, we will need to reevaluate our
assumptions.

B. Coverage Saturation Estimators

We employ twelve state-of-the-art  biostatistical
species-richness estimators that constitute the current
foundation of maximum reachable coverage estimation in
fuzzing [7], [11], [17]. These estimators originate from
ecological statistics and have been systematically adapted
to model coverage saturation in software testing. Owing to
their mathematical structure, many of them naturally cluster
into families such as incidence-based, coverage-based, and
extrapolation-driven estimators. Table I summarizes the full
set of estimators considered in this study together with the
notation used throughout the paper.

For complete mathematical definitions and derivations, refer
to the prior work [7], [17].



TABLE I: Coverage Saturation Estimators (source [11])

Estimator class Estimator Notation
Chao?2 [18] Sehao2
Chao-type Bias corrected Chao2 (Chao2_bc) [19] Schao2_be
Improved Chao2 (iChao2) [20] Sichao2
Jackknife First-order Jackkmte'(JKl) [21] 5:;Kl
Second-order Jackknife (JK2) [21] Sik2
Incidence-based ICE [22] S'ICE
coverage estimators (ICE) ICE1 [23] S’ICEI
Zelterman estimator Zelterman [24] SZelterman
Bootstrap estimator Bootstrap [25] S'B(,mﬂmp
Frequency-based Chao-Bunge [26] S'Cmm,gunge
Unconditional nonparametric UNPMLE [27] S’UNPMLE
maximum likelihood estimator
Penalized nonparametric PNPMLE [28] S’pNPMLE

maximum likelihood estimator

C. Fuzzer, Subject Programs, and Campaigns

Our experimental study consists of executing parallel

fuzzing campaigns on a diverse set of subject programs
over extended time horizons. Below, we describe the core
components of our setup.
Fuzzer: We employ AFL++ [29], the current state-of-the-art
greybox fuzzer widely used in empirical research. AFL++
provides a well-defined mutation and scheduling mechanism
that closely aligns with the STADS model in Section II,
making it suitable for controlled statistical analysis.

Since our study requires running parallel greybox and
blackbox fuzzing campaigns under identical initial conditions,
we use AFL++ in both modes while leveraging its dumb
mode functionality. Specifically, enabling the —n flag disables
coverage-guided mutations, thereby yielding a true black-
box baseline that is fully comparable to the corresponding
greybox campaign. While greybox fuzzing is significantly
more efficient than blackbox fuzzing in discovering new
coverage, both modes target the same population of reachable
coverage elements in the asymptote. Differences between them
therefore reflect discovery dynamics rather than fundamentally
different coverage populations, and hence, should impact the
width of confidence intervals rather than the point estimates.
Programs: To evaluate estimator accuracy against known
ground-truth reachability, we employ program generation [11]
to produce a diverse corpus of recursive descent parsers in C
with known reachability. Recursive-descent parsers are used
as controlled experimental artifacts in which reachability is
known by construction. While the semantic constraints, and
data-flow of real programs are not captured, this construction
represents the control-flow of any possible program written
in the structured programming style. This allows us to eval-
uate estimator accuracy against known maximum reachable
coverage, which is not possible for real-world programs. For
this study, we will generate ten parsers spanning a wide range
of sizes, chosen to reflect the scale of real-world programs.
Each parser will be constructed to exhibit complex control-

flow behavior—including loops, conditionals, direct recursion,
indirect recursion, and linear recursion—to ensure realistic
fuzzing difficulty. All generated benchmarks will be validated
for compatibility with AFL++ and for suitability in long-
running fuzzing experiments.

While similarity in size to real-world programs is necessary,
it is insufficient for establishing comparability. The structural
composition of control-flow features—and, equivalently, the
induced species distribution—must also reflect the statistical
characteristics observed in real software. To evaluate this,
we will compare our generated parsers against real-world
programs using species counts, empirical species-frequency
distributions, and distributional density measures such as
Shannon entropy. Using publicly available data from [7],
Table II reports Poisson and Exponential goodness-of-fit re-
sults for species distributions obtained after 7-day AFL++
fuzzing campaigns, showing a consistent preference for the
Exponential distribution across subjects. By incorporating our
parser-generated subjects into this analysis, we will assess
whether their species distributions exhibit similar statistical
behavior, thereby validating their suitability as synthetic yet
realistic benchmarks.

Campaign Length and Trials: Each target will first be fuzzed
for seven wall-clock days, following the longest standard eval-
uation window in FuzzBench and recent reachability studies
such as [7]. For statistical robustness, we conduct KX = 30
independent trials per target. However, prior work [7] has
demonstrated that almost all the real-world programs exhibit
no clear coverage saturation even after seven days of fuzzing.
Should a campaign fail to reach at least the f; fo equilibrium
point within this window, we will extend the fuzzing duration
accordingly to at most double the original time.

Initial Seed Corpus: Since the generated benchmark pro-
grams do not have an established seed corpora for fuzzing, we
initialize each campaign with syntactically valid inputs derived
from the grammars used to generate the parsers. A fresh seed
corpus is produced for each trial to maintain independence
across fuzzing runs.

IV. EVALUATION METRICS

We employ distinct evaluation metrics for RQ1 and RQ2,
reflecting their different analytical objectives. Let S denote
an estimator of maximum reachable coverage and S the true
(ground-truth) maximum reachable coverage.

A. Comparing Maximum reachable coverage (RQI).

For evaluating RQ1, we will obtain S¢ from greybox cam-
paign, and compare it to Sp from the blackbox campaign.
Mean Bias for greybox-blackbox Comparison. At cam-
paign lengths n, and n;, for the greybox and blackbox fuzzers
respectively, we define the estimator bias as the difference
between their point estimates S. To account for stochastic
variation across runs, we compute the average relative bias
over K independent trials:

1 &/, -
mean bias(ng, ny) = %S E (Sig(ng) - SiB(nb)) @
i=1



TABLE II: Poisson and Exponential model fits for species distributions

Subject Poisson Exponential
A Ase RMSE AIC BIC rate ratese RMSE AIC BIC

ffmpeg 2451047 9.954911 7.046377e+14 Inf Inf  4.079890e-07  2.594239e-09 0.4755227  777213.06  777221.18
freetype2 65098403 90.507290  7.021900e+12 Inf Inf  1.536136e-08 1.723170e-10 | 0.3961756  301851.48  301858.46
gif2png 33797182 254.695564  5.730000e+10 Inf Inf  2.958827e-08  1.296285e-09 | 0.2276121 19108.00 19112.25
jasper 39893368 69.546620 8.247000e+11 Inf Inf  2.506682e-08 2.760101e-10 | 0.1714684  305206.38  305213.40
jsoncpp 109285859  309.213802  2.613000e+11 Inf Inf  9.150315e-09  2.706530e-10 | 0.2624239 44600.67 44605.71
readelf 46164072 107.970338  6.591000e+12 Inf Inf  2.166187e-08  3.442297¢-10 | 0.6310915 147691.88  147698.17

Note that the comparison may be made between estimates at
arbitrary points in the greybox and blackbox campaigns; in
particular, it is not required that ny = n.

B. Measuring Maximum reachable coverage (RQ2).

For evaluating RQ2, we will obtain S from generated
recursive descent programs, and compare obtained S to S.
Mean Bias for Ground-Truth Comparison. At campaign
(either greybox or blackbox) length n, the bias of an estimator
is defined as the difference between its point estimate S and
the known ground truth S. To account for stochastic variation
across runs, we compute the average relative bias over K
independent trials:

K
mean bias(n) = KLS Z (Sz(n) - S) . 5)
i=1
Smaller absolute values indicate higher estimation accuracy.
Variance Across Trials. Variance quantifies the stability of
an estimator across repeated campaigns. For each estimator,
we report the variance (or imprecision®) of S over K trials.
Lower variance indicates greater reliability and robustness.
Confidence-Interval (CI) Coverage. For estimators that pro-
vide confidence intervals, we assess CI coverage, defined as
the proportion of trials in which the true saturation level S
falls within the reported interval. Higher coverage indicates
well-calibrated uncertainty quantification.

C. Other Observable Metrics

Measuring Adaptive Bias. We can quantify the adaptive bias
T';(n) in the 4th trial at input count n using the definition
in Equation 3. This metric reflects the differential rate of
species discovery between parallel greybox and blackbox cam-
paigns at matching campaign progress. Given K independent
trials, we compute the mean adaptive bias as,

_ 1 &
L(n) = - ; L(n). 6)
To ensure that I'(n) reflects only differences in detection
probabilities and not artifacts of differing throughput, we will
verify that the input-generation rates of the greybox and black-
box fuzzers remain closely aligned throughout the campaign.
To evaluate the performance of statistical estimators of max-
imum reachable coverage we employ the following metrics.

3Imprecision [7] is defined as the variance of individual bias values.

V. RELATED WORK

Determining reachability is a foundational problem in soft-
ware testing [7]. Establishing maximum reachability level is
particularly challenging for large, complex code bases [30],
where control-flow interactions, deep nesting, and diverse in-
put formats hinder precise analysis. Static analysis techniques,
including abstract interpretation and symbolic execution have
been investigated to approximate reachable coverage, but these
often suffer from systematic over- or under-approximation [7],
[31]. For instance, Nikoli¢ and Spoto [32] introduced an
abstract domain for reasoning about reachability of program
variables, yielding conservative over-approximations suitable
primarily for identifying unreachable code. Similarly, Mikolas
et al. [33] proposed annotating code with explicit reachability
conditions to detect unexecutable regions.

To assess reachability in dynamic analysis, both constraint-
solving techniques such as SMT and data-driven estimation
methods have been explored. Naus et al. [34] proposed a
technique for automatically generating preconditions to trigger
specific post-conditions (e.g., bugs) using low-level code anal-
ysis. Similarly, Liew et al. [35] demonstrated how to encode
SMT formulas within coverage-guided fuzzers to discover
inputs that reach targeted program locations. In contrast,
statistical approaches directly attempt to estimate the test
effectiveness (aka maximum reachability) through observed
behaviors. The pioneering STADS framework [6] introduced
a suite of bio-statistical estimators by modeling fuzzing as
a statistical sampling process. These estimators have since
been evaluated for their reliability in mutation analysis and
fuzzing [11], [17]. However, applying them to greyboxfuzzing
introduces adaptive bias, as feedback-driven input selection
violates the assumption of an invariant underlying species
distribution [6], [36]. While prior work has examined adaptive
bias for measures such as discovery probability and coverage
rate [8], [37], [38], its effect on coverage-saturation estimators
has received comparatively less attention. Recent evidence
indicates that adaptive bias can substantially distort these esti-
mators, highlighting the need for structure-aware estimators
that incorporate program-level structural information rather
than relying solely on structure-agnostic sampling [39].

Synthetic benchmarks via program synthesis has been at-
tempted before. Fuzzle [40] is a fuzzer evaluation benchmark
constructed by encoding maze moves sequences as function
calls chains. However, mazes do not closely resemble real-



world programs: their structural complexity is limited by
the constrained set of possible moves, and solving a maze
typically reduces to discovering a single valid path. In contrast,
recursive-descent parsers are real-world programs and consti-
tute a major class of targets in practical fuzzing. Olympia [41],
built on Fuzzle, generates Solidity contracts from synthetic
mazes, but inherits similar structural limitations. More re-
cently, researchers [11] proposed generating recursive-descent
parsers derived from LL(1) grammars as synthetic yet real-
istic substitutes for real-world fuzzing benchmarks such as
freetype2 in FuzzBench [42]. These parser-based bench-
marks offer richer control-flow complexity and better reflect
the structural characteristics of real-world software.

VI. THREATS TO VALIDITY

As with any empirical investigation, our analysis of adaptive
bias and coverage-saturation estimation in greybox fuzzing is
subject to several threats to validity.

Internal validity concerns systematic errors that may in-
fluence our observations. Implementation or instrumentation
defects, as well as unintended biases introduced during data
processing, may affect our results. To mitigate these risks, we
rigorously validate our tooling and apply consistency checks
throughout data collection and preparation. We also perform
multiple independent trials to reduce variability stemming
from seed selection, fuzzer heuristics, and grammar-generation
parameters. Machine load can influence execution speed and
thus the number of generated inputs; this becomes especially
critical in our parallel greybox and blackbox campaigns,
where comparable execution rates are essential. We do not
claim that results from recursive-descent parsers alone gener-
alize to all software. Instead, the study combines real-world
benchmarks without ground truth and synthetic benchmarks
with known reachability, allowing us to reason about estimator
behavior across both settings. We minimize these threats by
executing experiments on controlled, isolated systems with
monitored resource utilization, and by ensuring that parallel
campaigns use machines with identical specifications under
equivalent operating conditions.

External validity pertains to the generalizability of our find-
ings. Our use of synthetic recursive-descent parsers may limit
direct extrapolation to arbitrary real-world software. However,
parser programs constitute a major class of real-world fuzzing
targets and feature complex control-flow characteristics rep-
resentative of broader software systems. Furthermore, AFL++
primarily targets C/C++ programs; thus, our results may not
fully extend to languages with substantially different execution
or memory models. Nonetheless, the control-flow structures
captured in our synthetic benchmarks—loops, branching, and
various forms of recursion—are widely present across pro-
gramming languages.

Construct validity concerns whether our measurements
faithfully capture the theoretical constructs under study. For
RQI1, we quantify adaptive bias following the definition of [8],
which models bias as the difference in expected species-
discovery rates between parallel greybox and blackbox cam-

paigns. This assumes that these differences arise primarily
from feedback-driven adaptation rather than unrelated algorith-
mic effects. Although AFL++ incorporates several engineering
optimizations, its core search strategy remains closely aligned
with the STADS abstraction, suggesting that confounding
influences on our adaptive-bias measurements are minimal.
For RQ2, construct validity is inherently strong: estimator
accuracy is evaluated directly against ground-truth reachability
available for the synthetic benchmarks. Thus, the measured
deviations reflect genuine estimator error rather than artifacts
of the experimental setup.

VII. FUTURE WORK

This work investigates the impact of adaptive bias in
greybox fuzzing on maximum reachable coverage estimators.
Depending on our findings, one possible outcome is that
the impact of adaptive bias diminishes sufficiently over long
campaigns, yielding estimator accuracy that is acceptable for
practical use in real-world fuzzing settings. However, to enable
reliable estimation throughout a greybox campaign, particu-
larly during early and mid-campaign phases where adaptive
bias is most pronounced, future work should focus on develop-
ing principled bias-correction mechanisms. Similar correction
strategies have been studied extensively in bio-statistics for
related estimators [43], [44]. Adapting such techniques to the
fuzzing context represents a promising direction for enabling
robust, structure-aware estimators that remain valid under
adaptive sampling dynamics.

VIII. CONCLUSION

Fuzzing campaigns require accurate estimation of maximum
reachable coverage to ensure that resources are not wasted.
However, adaptive bias due to the use of coverage feedback
in modern fuzzers prevents accurate statistical estimation of
maximum reachable coverage. Recent work hypothesizes that
adaptive bias is minimized at the fj fo equilibrium, when fi,
the number of species observed exactly once, equals fs, the
number observed exactly twice. Rigorous evaluation of this
hypothesis has been hindered by the lack of ground truth.

This registered report proposes two complementary ap-
proaches to bridge this gap. First, we compare maximum
reachable coverage estimates between coverage-guided and
purely random fuzzers on real-world benchmarks; since ran-
dom fuzzers lack coverage feedback, agreement between esti-
mates at the fifs equilibrium would indicate that adaptive
bias has been adequately minimized. Second, we validate
estimates using synthetic programs with known maximum
reachable coverage, where complex control flows mimic real-
world complexity while providing objective ground truth.

Together, these studies will determine whether maximum
reachable coverage estimates are reliable when the f; fo equi-
librium criterion is satisfied, validating or refuting its use as a
stopping criterion for fuzzing campaigns.
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