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Adversarial Perturbations

Adversarial perturbations are imperceptible to humans
DNNs misclassify adversarial examples

Adversarial Perturbations Against Real-Time Video Classification Systems

Szegedy et al, 2013

“adversarial example”
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(rescaled for visualization)
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“adversarial perturbation”



Video Classification Systems

Video inputs:
Appearance information
Temporal information

Adversarial Perturbations Against Real-Time Video Classification Systems

20BN-Jester
UCF 101

Datasets:
UCF101: coarse-grained actions
Jester: fine-grained actions



Common Use of Video Classification Systems

DNN based video classification systems are 
widely used:

self-driving cars
security surveillance for smart cities
fall detection in elderly care facilities
abnormal event detection on campuses
…



Problem Definition

How to attack real-time video classification
systems?

Threat model:
White-box attack
Attacker capable of injecting perturbations
onto the real-time video stream *
Stealthy (misclassify only the target action)

[1] K. Lab, “Man-in-the-middle attack on video surveillance systems,” https://securelist.com/does-cctv-put-the-
public-at-risk-of-cyberattack/70008/, Defcon,2014, [Online; accessed 30-April-2018].
[2] Z. Net, “Surveillance cameras sold on Amazon infected with malware,” 
https://www.zdnet.com/article/amazon-surveillance-cameras-infected-with-malware/, ZD Net,2016,[Online; 
accessed 30-April-2018].



Background on Video Classification Systems

Video classification systems:
Sliding window on the video stream à input clips
Classifier taking input clip à score vector



Attacker’s Goal towards Misclassification

Classifier: input clip x à score vector Q(x)
The score for the ith classà Qi(x)

Attack goal: low score for true class c(x)

p(x)
<latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit>

minimize Qc(x)(x+ p(x))
<latexit sha1_base64="xTIkAJFvfyJXOPHY9TN+0VfY6II=">AAACCnicbVBNSwMxEM36bf2qevQSLUKLUHZF0GPRi0cLthXaUrLpVINJdklmpXXp2Yt/xYsHRbz6C7z5b0zbPWj1wTCP92ZI5oWxFBZ9/8ubmZ2bX1hcWs6trK6tb+Q3t+o2SgyHGo9kZK5CZkEKDTUUKOEqNsBUKKER3p6N/MYdGCsifYmDGNqKXWvRE5yhkzr53RZCH1MltFDiHuiw2kl5sV8aFvsHseulXCdf8Mv+GPQvCTJSIBkuOvnPVjfiiQKNXDJrm4EfYztlBgWXMMy1Egsx47fsGpqOaqbAttPxKUO675Qu7UXGlUY6Vn9upExZO1Chm1QMb+y0NxL/85oJ9k7aqdBxgqD55KFeIilGdJQL7QoDHOXAEcaNcH+l/IYZxtGlNwohmD75L6kflgO/HFSPCpXTLI4lskP2SJEE5JhUyDm5IDXCyQN5Ii/k1Xv0nr03730yOuNlO9vkF7yPb8R3mZs=</latexit><latexit sha1_base64="xTIkAJFvfyJXOPHY9TN+0VfY6II=">AAACCnicbVBNSwMxEM36bf2qevQSLUKLUHZF0GPRi0cLthXaUrLpVINJdklmpXXp2Yt/xYsHRbz6C7z5b0zbPWj1wTCP92ZI5oWxFBZ9/8ubmZ2bX1hcWs6trK6tb+Q3t+o2SgyHGo9kZK5CZkEKDTUUKOEqNsBUKKER3p6N/MYdGCsifYmDGNqKXWvRE5yhkzr53RZCH1MltFDiHuiw2kl5sV8aFvsHseulXCdf8Mv+GPQvCTJSIBkuOvnPVjfiiQKNXDJrm4EfYztlBgWXMMy1Egsx47fsGpqOaqbAttPxKUO675Qu7UXGlUY6Vn9upExZO1Chm1QMb+y0NxL/85oJ9k7aqdBxgqD55KFeIilGdJQL7QoDHOXAEcaNcH+l/IYZxtGlNwohmD75L6kflgO/HFSPCpXTLI4lskP2SJEE5JhUyDm5IDXCyQN5Ii/k1Xv0nr03730yOuNlO9vkF7yPb8R3mZs=</latexit><latexit sha1_base64="xTIkAJFvfyJXOPHY9TN+0VfY6II=">AAACCnicbVBNSwMxEM36bf2qevQSLUKLUHZF0GPRi0cLthXaUrLpVINJdklmpXXp2Yt/xYsHRbz6C7z5b0zbPWj1wTCP92ZI5oWxFBZ9/8ubmZ2bX1hcWs6trK6tb+Q3t+o2SgyHGo9kZK5CZkEKDTUUKOEqNsBUKKER3p6N/MYdGCsifYmDGNqKXWvRE5yhkzr53RZCH1MltFDiHuiw2kl5sV8aFvsHseulXCdf8Mv+GPQvCTJSIBkuOvnPVjfiiQKNXDJrm4EfYztlBgWXMMy1Egsx47fsGpqOaqbAttPxKUO675Qu7UXGlUY6Vn9upExZO1Chm1QMb+y0NxL/85oJ9k7aqdBxgqD55KFeIilGdJQL7QoDHOXAEcaNcH+l/IYZxtGlNwohmD75L6kflgO/HFSPCpXTLI4lskP2SJEE5JhUyDm5IDXCyQN5Ii/k1Xv0nr03730yOuNlO9vkF7yPb8R3mZs=</latexit><latexit sha1_base64="xTIkAJFvfyJXOPHY9TN+0VfY6II=">AAACCnicbVBNSwMxEM36bf2qevQSLUKLUHZF0GPRi0cLthXaUrLpVINJdklmpXXp2Yt/xYsHRbz6C7z5b0zbPWj1wTCP92ZI5oWxFBZ9/8ubmZ2bX1hcWs6trK6tb+Q3t+o2SgyHGo9kZK5CZkEKDTUUKOEqNsBUKKER3p6N/MYdGCsifYmDGNqKXWvRE5yhkzr53RZCH1MltFDiHuiw2kl5sV8aFvsHseulXCdf8Mv+GPQvCTJSIBkuOvnPVjfiiQKNXDJrm4EfYztlBgWXMMy1Egsx47fsGpqOaqbAttPxKUO675Qu7UXGlUY6Vn9upExZO1Chm1QMb+y0NxL/85oJ9k7aqdBxgqD55KFeIilGdJQL7QoDHOXAEcaNcH+l/IYZxtGlNwohmD75L6kflgO/HFSPCpXTLI4lskP2SJEE5JhUyDm5IDXCyQN5Ii/k1Xv0nr03730yOuNlO9vkF7yPb8R3mZs=</latexit>

minimize � log[1�Qc(x)(x+ p(x))]
<latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit>

p(x)
<latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit>

Cross entropy loss

Perturbation is a clip!



Generating Perturbations for Real-time Video
Streams

Real-time attack à

Need to generate perturbations with the same frame rate à

Computationally intensive

Solution:
Offline generation + online addition à

Universal Perturbations (UPs)

Challenge 1

minimize � log[1�Qc(x)(x+ p(x))]
<latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit><latexit sha1_base64="bLoXdEJKY+s98mymWTEqbdZ93XU=">AAACE3icbVBNSwMxEM36WetX1aOXYBGqYtkVQY9FLx4r2FZol5JNpzWYZJdkVlqX/gcv/hUvHhTx6sWb/8a09uDXg2Ee782QzIsSKSz6/oc3NT0zOzefW8gvLi2vrBbW1us2Tg2HGo9lbC4jZkEKDTUUKOEyMcBUJKERXZ+O/MYNGCtifYGDBELFelp0BWfopHZht4XQx0wJLZS4BTrcb8m41wz2z9sZL/V3hqX+XuL6TphvF4p+2R+D/iXBhBTJBNV24b3ViXmqQCOXzNpm4CcYZsyg4BKG+VZqIWH8mvWg6ahmCmyYjW8a0m2ndGg3Nq400rH6fSNjytqBitykYnhlf3sj8T+vmWL3OMyETlIEzb8e6qaSYkxHAdGOMMBRDhxh3Aj3V8qvmGEcXYyjEILfJ/8l9YNy4JeD88Ni5WQSR45ski1SIgE5IhVyRqqkRji5Iw/kiTx7996j9+K9fo1OeZOdDfID3tsn6Oic1g==</latexit>

p(x)
<latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit><latexit sha1_base64="UsFIoW2idOhML+luAAGDzwQMFmc=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoigh6LXjxWMG2hDWWz3bRLN5tldyOW0N/gxYMiXv1B3vw3btoctPXBwOO9GWbmhZIzbVz32ymtrW9sbpW3Kzu7e/sH1cOjtk5SRahPEp6obog15UxQ3zDDaVcqiuOQ0044uc39ziNVmiXiwUwlDWI8EixiBBsr+bL+dF4ZVGtuw50DrRKvIDUo0BpUv/rDhKQxFYZwrHXPc6UJMqwMI5zOKv1UU4nJBI9oz1KBY6qDbH7sDJ1ZZYiiRNkSBs3V3xMZjrWexqHtjLEZ62UvF//zeqmJroOMCZkaKshiUZRyZBKUf46GTFFi+NQSTBSztyIyxgoTY/PJQ/CWX14l7YuG5za8+8ta86aIowwncAp18OAKmnAHLfCBAINneIU3RzgvzrvzsWgtOcXMMfyB8/kDsPCN7w==</latexit>



Using a Generative Model to Craft Perturbations



Making Perturbations Stealthy

Misclassify all the perturbed inputsà
Easy to noticeàNot stealthy

Solution:
Misclassify only the target (potentially malicious) action
Dual-purpose Universal Perturbations (DUPs)

Challenge 2

xt: a input clip of the target class
<latexit sha1_base64="GjOJKAZr8xJEv9SXT3f8N6X5nZQ=">AAACFXicbVA9SwNBEJ3zM8avqKUWi0GwkHBno1gFbSwjGBWSEPY2c8ni3ge7c5Jw5E/Y+FfSWChiK9jZ+VPcSyzU+GDh8d7M7MzzEyUNue6HMzM7N7+wWFgqLq+srq2XNjavTJxqgXURq1jf+NygkhHWSZLCm0QjD32F1/7tWe5f36E2Mo4uaZBgK+TdSAZScLJSu3TQb1OTsE/ZCeNMRklKTCiZsDhg1ENGXHcxl7gxw3ap7FbcMdg08b5JubozuvgEgFq79N7sxCINMaLxhIbnJtTKuCYpFA6LzdRgwsUt72LD0oiHaFrZ+Koh27NKhwWxti+yK+Tqz46Mh8YMQt9Whpx65q+Xi/95jZSC41Y2vhUjMfkoSBWjmOURsY7UKEgNLOFCS7srEz2uuSAbZNGG4P09eZpcHVY8t+Jd2DROYYICbMMu7IMHR1CFc6hBHQTcwwie4Nl5cB6dF+d1UjrjfPdswS84b182vqEO</latexit><latexit sha1_base64="GL31ztBa00VBafcj0eK3IuQIkAE=">AAACFXicbVC7SgNBFJ2N7/hatVRkMAgWEnZtFKugjaWCMYEkhNnJ3WTI7IOZu5KwpPQHbPyVNBaK2Ap2foM/4WySQhMPDBzOuffOvceLpdDoOF9Wbm5+YXFpeSW/ura+sWlvbd/pKFEcyjySkap6TIMUIZRRoIRqrIAFnoSK173M/Mo9KC2i8Bb7MTQC1g6FLzhDIzXt414T6wg9TM8poyKME6RciphGPsUOUGSqDZnEtB407YJTdEags8SdkEJpb3jz/bA/vG7an/VWxJMAQhxNqLlOjI2UKRRcwiBfTzTEjHdZG2qGhiwA3UhHVw3ooVFa1I+UeaFZIVN/d6Qs0LofeKYyYNjR014m/ufVEvTPGunoVgj5+CM/kRQjmkVEW0IBR9k3hHElzK6Ud5hiHE2QeROCO33yLLk7KbpO0b0xaVyQMZbJLjkgR8Qlp6RErsg1KRNOHsmQvJBX68l6tt6s93Fpzpr07JA/sD5+ABUDonQ=</latexit><latexit sha1_base64="GL31ztBa00VBafcj0eK3IuQIkAE=">AAACFXicbVC7SgNBFJ2N7/hatVRkMAgWEnZtFKugjaWCMYEkhNnJ3WTI7IOZu5KwpPQHbPyVNBaK2Ap2foM/4WySQhMPDBzOuffOvceLpdDoOF9Wbm5+YXFpeSW/ura+sWlvbd/pKFEcyjySkap6TIMUIZRRoIRqrIAFnoSK173M/Mo9KC2i8Bb7MTQC1g6FLzhDIzXt414T6wg9TM8poyKME6RciphGPsUOUGSqDZnEtB407YJTdEags8SdkEJpb3jz/bA/vG7an/VWxJMAQhxNqLlOjI2UKRRcwiBfTzTEjHdZG2qGhiwA3UhHVw3ooVFa1I+UeaFZIVN/d6Qs0LofeKYyYNjR014m/ufVEvTPGunoVgj5+CM/kRQjmkVEW0IBR9k3hHElzK6Ud5hiHE2QeROCO33yLLk7KbpO0b0xaVyQMZbJLjkgR8Qlp6RErsg1KRNOHsmQvJBX68l6tt6s93Fpzpr07JA/sD5+ABUDonQ=</latexit><latexit sha1_base64="6pXBYpWwwRvjG25xMkESpfUU0H8=">AAACFXicbVC7SgNBFJ2NrxhfUUubwSBYSNi1UayCNpYRzAOSJcxO7iZDZh/M3JWEJT9h46/YWChiK9j5N84mW2jigYHDOffeufd4sRQabfvbKqysrq1vFDdLW9s7u3vl/YOmjhLFocEjGam2xzRIEUIDBUpoxwpY4EloeaObzG89gNIiCu9xEoMbsEEofMEZGqlXPhv3sIswxvSKMirCOEHKpYhp5FMcAkWmBpBJTOtpr1yxq/YMdJk4OamQHPVe+avbj3gSQIizCR3HjtFNmULBJUxL3URDzPiIDaBjaMgC0G46u2pKT4zSp36kzAvNCpn6uyNlgdaTwDOVAcOhXvQy8T+vk6B/6aazWyHk84/8RFKMaBYR7QsFHOXEEMaVMLtSPmSKcTRBlkwIzuLJy6R5XnXsqnNnV2rXeRxFckSOySlxyAWpkVtSJw3CySN5Jq/kzXqyXqx362NeWrDynkPyB9bnDybEnsk=</latexit>

xs: a input clip of non-target classes
<latexit sha1_base64="2+hP5TwA0vSnnblH7FY671Pu14g="></latexit><latexit sha1_base64="VySIEgzSL1imRfWDQQbNNKO4KOY=">AAACF3icbVC7SgNBFJ31GeMraqnIoAg2hl0bxSpoY6lgjJCEMDu5GwdnZ5aZu5KwpPQPbPwTsbFQxFY7v8GfcDZJ4evAwOGce+/ce8JECou+/+GNjU9MTk0XZoqzc/MLi6Wl5XOrU8OhyrXU5iJkFqRQUEWBEi4SAywOJdTCq6Pcr12DsUKrM+wl0IxZR4lIcIZOapXK3ZZtIHQxO6CMCpWkSLkUCdURVVrtIDMdyCVmLdh+q7Tpl/0B6F8SjMhmZe3+9PNm/f6kVXpvtDVPY1A4mFEP/ASbGTMouIR+sZFaSBi/Yh2oO6pYDLaZDe7q0y2ntGmkjXvKLZGr3zsyFlvbi0NXGTO8tL+9XPzPq6cY7TezwbWg+PCjKJUUNc1Dom1hgKPsOcK4EW5Xyi+ZYRxdlEUXQvD75L/kfLcc+OXg1KVxSIYokFWyQbZJQPZIhRyTE1IlnNySB/JEnr0779F78V6HpWPeqGeF/ID39gXqyKN2</latexit><latexit sha1_base64="VySIEgzSL1imRfWDQQbNNKO4KOY=">AAACF3icbVC7SgNBFJ31GeMraqnIoAg2hl0bxSpoY6lgjJCEMDu5GwdnZ5aZu5KwpPQPbPwTsbFQxFY7v8GfcDZJ4evAwOGce+/ce8JECou+/+GNjU9MTk0XZoqzc/MLi6Wl5XOrU8OhyrXU5iJkFqRQUEWBEi4SAywOJdTCq6Pcr12DsUKrM+wl0IxZR4lIcIZOapXK3ZZtIHQxO6CMCpWkSLkUCdURVVrtIDMdyCVmLdh+q7Tpl/0B6F8SjMhmZe3+9PNm/f6kVXpvtDVPY1A4mFEP/ASbGTMouIR+sZFaSBi/Yh2oO6pYDLaZDe7q0y2ntGmkjXvKLZGr3zsyFlvbi0NXGTO8tL+9XPzPq6cY7TezwbWg+PCjKJUUNc1Dom1hgKPsOcK4EW5Xyi+ZYRxdlEUXQvD75L/kfLcc+OXg1KVxSIYokFWyQbZJQPZIhRyTE1IlnNySB/JEnr0779F78V6HpWPeqGeF/ID39gXqyKN2</latexit><latexit sha1_base64="kjYgYC2U7BmTr7g/GBkGA/Tilns=">AAACF3icbVA9T8MwEHX4pnwVGFksKiQWqoQFxIRgYSwSbZHaqHLcS7Fw7Mi+oFZR/wULf4WFAYRYYePf4LQZ+HqSpaf37s53L0qlsOj7n97M7Nz8wuLScmVldW19o7q51bI6MxyaXEttriNmQQoFTRQo4To1wJJIQju6PS/89h0YK7S6wlEKYcIGSsSCM3RSr1of9mwXYYj5CWVUqDRDyqVIqY6p0uoAmRlAITFrwY571Zpf9yegf0lQkhop0ehVP7p9zbMEFE5mdAI/xTBnBgWXMK50Mwsp47dsAB1HFUvAhvnkrjHdc0qfxtq4p9wShfq9I2eJtaMkcpUJwxv72yvE/7xOhvFxmE+uBcWnH8WZpKhpERLtCwMc5cgRxo1wu1J+wwzj6KKsuBCC3yf/Ja3DeuDXg0u/dnpWxrFEdsgu2ScBOSKn5II0SJNwck8eyTN58R68J+/Ve5uWznhlzzb5Ae/9C/yJn8s=</latexit>



Impact of Nondeterministic Clip Boundaries
Nondeterministic clip boundaries à

Misalignment à Perturbations are broken Challenge 3

P1 and P1’

perturbation clip [A B C]



Performance Impact from the Misalignment
The abscissa is the offset between the intended
perturbation and extracted perturbation.
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Overcoming the boundary effect

Solution: Circular DUPs (C-DUPs): a kind of
perturbation whose circular shifted version is also a valid 
perturbation.

A B C A B C

A B C A B C

A B C A B C

A B C A B C

Assume perturbation clip [A B C]

…

…

…

…



Realizing circular perturbations

To realize Circular DUPs (C-DUPs) we roll the generated
perturbation by a random offset during training



Is a single frame stealthy perturbation plausible?
Yes!!
Solution: Single-frame DUPs (2D-DUPs), special case
of C-DUPs.

A A A A A A

√ lightweight and thus easy to store and use.
�Limited in perturbing the temporal info



Experimental results – UP vs. DUP

Attack success rate:
Samples of the target class: misclassification rate
Samples of non-target classes: classification rate

UCF-101 (clips aligned)

DUP > UP
baby crawling à cutting in
kitchen
biking à golf swing



Datasets – DUP vs. C-DUP

UCF-101 (coarse-grained actions)
T1 = {apply lipstick}

Jester (fine-grained actions)
T1 = {sliding hands right}



Experimental results – DUP vs. C-DUP
UCF-101 (coarse-grained actions)
T1 = {apply lipstick}

C-DUP > DUP
offset (frame)
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Experimental results – DUP vs. C-DUP

C-DUP > DUP

Jester (fine-grained actions)
T1 = {sliding hands right}

offset (frame)
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Datasets: C-DUP vs. 2D-DUP

UCF-101 (coarse-grained actions)
T1 = {apply lipstick}

Jester (fine-grained actions)
T1 = {sliding hands right}
T2 = {shaking hand}

Temporally similar action:
Sliding two fingers right

No temporally similar actions



Experimental results – C-DUP vs. 2D-DUP

UCF-101 T1
2D-DUP ≈ C-DUP

Jester T1
2D-DUP ≈ C-DUP

Jester T2
2D-DUP < C-DUP



Experimental results – C-DUP vs. 2D-DUP

Interpreting the results:
ü In the first two scenarios, no need to perturb the

temporal info by much to attack the video
classification systems à 2D-DUP ≈ C-DUP.
ü 2D-DUP misclassifies to most similar action

ü C-DUP > 2D-DUP in tough attack cases
ü 2D-DUP has more difficulty when no similar (temporal) actions

to the target action are present



Conclusion

Identify three key challenges in adding adversarial
perturbations on video streams:

generating perturbations in real-time
making the perturbations stealthy
dealing with the indeterminism of video clip boundaries. 

Using generative models, we generate very potent 
adversarial samples against video classification 
systems.
Extensive experiments demonstrate that our 
approaches are extremely potent, achieving around 
80% attack success rates.



Thank you



C3D classifier

1D convolution 2D convolution

2D convolution with 3D input 3D convolution


