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High-level overview

● Conducted measurement study of TLS connections
○ How do circumvention tools compare?
○ Some tools stick out ⇒ easy to block 

● Developed a library to blend in



Freedom on the Net 2018 Map

Source: https://freedomhouse.org/report/freedom-net/freedom-net-2018/map



Use of TLS in circumventing tools

● Circumvention tools help to get around 
censorship, and many of them use TLS

● Censors are unlikely to block all of TLS

TapDance PsiphonLantern Signal



TLS ClientHello is sent in the clear
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Differing TLS implementations
Chromium 71 Google Chrome 72



The use of TLS in Censorship
● Censor’s Goal: block only circumvention tools
● Fingerprinting TLS connections minimizes 

collateral damage:
○ Less popular fingerprint ⇨ cheap to block
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Challenge for circumvention tools

Tools have to:

● Properly mimic/use a popular TLS implementation
● Track changes in popularity, and update



Mimicry is complicated

Attempts to look 
like Google 
Maps



Mimicry is complicated by libraries



Mimicry is complicated by libraries

Does not
look like 
Google Maps.
Looks unique



TLS Fingerprinting among friends

How well do circumvention tools blend in
with general traffic?

What does “general traffic” look like?



Measurement Study

● Collected anonymized TLS “fingerprints” on the 

university campus
○ Got institutional review board exemption

● Compare fingerprints to circumvention tools’
○ Data not representative, but shows overall trend



Measurement Study



Measurement Study Results

Between October 2017 and August 2018:

● Observed over 11 billion TLS ClientHello

● Extracted 230,000 unique fingerprints

February 2019:

● Data collection ongoing

● Updated parser to support TLS 1.3



Tool Fingerprints’
Popularity

Note

Psiphon 8.76%
2.42%
0.25%
0.04%
0.04%
0.01%
0.0002%
0.0000%
0.0000%

Generates multiple fingerprints 👍

One successfully mimics latest Chrome 👍

Several fingerprints are unique 👎

Outline 8.76% Uses Electron (Chrome)  👍

meek 0.50% Uses Firefox ESR

Snowflake 0.0008% Still under initial development

Lantern 0.0003% ≈Golang but -SNI, +SessionTicket

TapDance random Generated random fingerprints

Signal 0.0000%
0.0000%

No longer circumvents :(

TLS Fingerprintability of various tools as of early May 2018



Whitelist feasibility

lt



https://tlsfingerprint.io 

Available data: 

● Top fingerprints, clusters of fingerprints.
● Usage statistics for cipher suites, extensions, curves, 

supported versions, signature algorithms, ALPNs, etc.
● Upload a tool’s pcap and check its fingerprint

https://tlsfingerprint.io


(Visited using Chrome 72)



(Visited using Chrome 72)







Clustering Fingerprints



Clustering Fingerprints
Fingerprint 
6bfedc5d5c740d58

Fingerprint 
4855b34a61fc0e2f

TLS 1.3-draft-28

TLS 1.3 (final)





Extension popularity: SNI
● Server Name Indication (SNI) specifies host name
● Some circumvention tools do not send SNI

○ Uncommon in our dataset (< 1% of connections)



Protecting circumvention tools

How do we protect tools from TLS fingerprinting?

● Bundle in latest Chrome? (Updates?)
● Use other (non-TLS) protocols?

○ Unpopular protocols can be blocked
● Purpose-built TLS library for mimicry



We built a library to assist circumvention tool developers:

● Mimic popular fingerprints

● Generate randomized fingerprints to defeat blacklists

           uTLS



uTLS is a fork of Golang’s crypto/tls

● Designed to be an addition to crypto/tls

○ Enables easy merges

● Most crypto handled by crypto/tls code

           uTLS



Other useful features for anti-censorship

● Fake Session Tickets

● Low-level access to handshake details

● Forge TLS connections with master secret / 

parameters exchanged out-of-band

           uTLS



uTLS + tlsfingerprint.io = code generation

Screenshot with auto-generated code to mimic 
Chromium 71 was taken on 
https://tlsfingerprint.io/id/e741ba143f8bd568



https://github.com/refraction-networking/utls

uTLS is (being) integrated by numerous tools, 

including

○ Psiphon
○ Lantern
○ meek_lite
○ TapDance

           uTLS

https://github.com/refraction-networking/utls


Summary

● Collected tens of billions of TLS fingerprints
● Analyzed censorship circumvention tools 

and determined ones at risk
● Developed uTLS library to assist 

circumvention tool developers
● Ongoing study; open access to data



FIN

Questions?
Links:

https://tlsfingerprint.io

https://github.com/refraction-networking/utls
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Popular fingerprints change rapidly

new
new
new
new
new

new





Internet shutdowns are common



https://tlsfingerprint.io demo

(Visited using Firefox 65 on 
Linux Fedora 29)
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It’s all about collateral damage

Censored 
User

Overblocking is costly:
● Damages economy
● Upsets productivity
● Angers residents
● Impacts trade


