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GDPR

The General Data Protection Regulation introduced new
privacy rules including:

e new transparency obligations
&4 privacy policy required

e tougher requirements for consent
&4 inform about cookies

Rules apply to everyone collecting data from EU citizens ...
including heavy fines.




RESEARCH IDEA

We know the Internet did not break, but...

How did websites react to GDPR?
s there more privacy protection or transparency?

How Is consent to tracking implemented?




MEASUREMENT

How to measure the impact of GDPR on the Web?

e started data collection in December 2017
e manual and automated analysis



DATA COLLECTION

i @& hups Hduckduckgo.com

retrieved monthly, visited with automated browser

Data Collection

Checked about 6,750+ websites once a month



POLICY EXTRACTION

Collected 112,041 privacy policies in 23

Look for "Privacy Policy" in 24 different languages

Xpath search download

//a[text()[contains(SWORD)]] _— V policy

i?if' T~ # manual
@] make screenshot [ inspection
//)\\\\ detect cookies and trackers

SWORD = Terms identifying privacy policies in different languages.

Downloaded p
| for 2016 and 2017 from arch e org

Pollcy Extraction & Download —

languages (including previous versions 2016-

2018)



MANUAL ANNOTATION
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Manual website annotation

= NOPOLICY: website does not have a privacy policy
= OFFLINE: website is offline

" DOWNLOAD: specify one or more privacy policy links

\‘y Identify Cookie Consent Notices & Types

- Manual Inspection & Annotation

49°% manually annotated 3 times for privacy policies.
All sites annotated 3 times for cookie consent notices.



PRE/POST RESULTS
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Percentage of most visited sites* per country that have a

Privacy Policy in January after GDPR **

i +127 EU-wide averages after GDPR enforcement:
1 &3 79.6% (+4.9%) of sites have a privacy policy

Fl
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91.3
9 * Based on Alexa Top 500 per country as of January 2018.

+1.7 ** Sites checked after GDPR enforcement on 25th of May 2018

2.0
EE
+10.2
122 SE a2 67.9 LV

82.6 91.1

DK

IE GB " o LT

l\i_I; P L 75

81.4 +2.9
91.6 +4.8

85.7

DE CZ e
SK
i BE LU e w1
AT HU RO

+3.5
82.2

+2,8
89,6

+2.1
+3.0 90.0 oy
85.6 80.3

FR g| BG

PT ES IT HR 2 w“

+2.0
86.3

GR CY

MT Horst Gortz Institut -Ruhr-Universitat Bochum, @mrtn3000



Despite 2-year grace period, most sites acted late.

100% -
75% -

50% =

Rate of change

25%-

0% -

2016 2017 2018 May 2018 2016-2018
Timespan



ADDITIONAL ANALYSES

e Avg. length increased from 2145 to 3044 words per
policy
e Content analysis showed increase in use of GDPR

related terms
e No significant effect on trackers and cookies, but some

sites made notable changes
e Increase in HTTPS use (privacy-by-default)

more in the 1!



Cochirs on e BUC weliails

FUNCTIONELE COOKIES.

10 Z11E1 1300

Cookies. Wenn du die

Interest Based Ads / Cookie Choice Too

This website uses cookies 1o ensure you get the
Got it! Allow cookles
best expenence on our website. Learn more

Purpose OF Cookie Consant Status

ising m Ad Targeting
d Customesation m Data Collection

Akraptivren
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* Based on Alexa Top 500 per country as of January 2018.
E' ** Sites checked after GDPR enforcement on 25th of May 2018
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NO OPTION/CONFIRMATION

This site uses first and third party cookies to provide you with a great user X
experience, measure audiences and show you personalised ads. By using

Airbnb you accept our use of cookies. For more details about cookies and

how to manage them, see our Cookie Policy.

Problems: Implied consent & forced opt-in



BINARY

This website uses cookies

Some of the cookies used are essential for parts of the site to operate. Please see our pry | for more details.

Basic consent. Caveat: often tracking starts
before "Accept” is clicked.



SLIDER

Your choices regarding cookies on this site

Please choose whether this site may use Functional and/or Advertising cookies, as described below:

Required Cookies Functionality allowed
These cookies ensure that the webste functions
propery

Analytical Cookies

These cookoes show us 10 analyre

Make sure the website looks consstent
Provide secure log-in
Remember how far you are through an order,

Allow us to improve the user expenence

Social Media Functionality not allowed

Allow you to share pages with social networks
Allow you 1o post comments

Serve ads relevant to your interests

Targeted Advertising Cookies

Cancel Submit preferences Advanced settings

Problem: hierarchy created by website owner /

library provider



VENDOR-BASED

Allow £
1000m Alkwvc
1020, If ec X .:n;,.‘.ve
1plusX AG (4 requires opt-out
ect, Inc. (d ) (2

Problems: Up to 300 (unknown) vendors,
website may use non-participating partners



MULTI-OPTION

This website uses cookies

We use cookies to help improve this website. We also share information about your use of our site with our

social media, advertising and analytics partners. You consent to our cookies if you continue to use our website, in
accordance with our cookie policy.

Necessary « Preferences  Statistics [ ] Marketing “

= Purpose based consent.

Caveat often nudge users to accept
everything.



BANNER DISTRIBUTION

Most websites have no banners or those with
no value for the user.



LIBRARIES
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SUMMARY

 GDPR led to changes on a lot of websites with respect to
privacy policies and cookie consent

e results varied by country

e 16% of websites still do not have a policy and 15% did
not update it since 2016

e {2» consent notices are a mess - clear guidelines
required



PUBLIC DATA

Raw data will be available at:
https://github.com/RUB-SysSec/we-value-
your-privacy

CONTACT

{martin.degeling, christine.utz}@ruhr-uni-

bochum.de
Twitter: @mrtn3000


https://github.com/RUB-SysSec/we-value-your-privacy

HTTPS

Small spike, but within the general trend towards HTTPS
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