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GDPRGDPR
The General Data Protection Regulation introduced new

privacy rules including:

new transparency obligations 

         œ  privacy policy required

tougher requirements for consent 

         œ  inform about cookies

Rules apply to everyone collecting data from EU citizens ...

including heavy �nes.
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RESEARCH IDEARESEARCH IDEA
We know the Internet did not break, but...

How did websites react to GDPR?

Is there more privacy protection or transparency?

How is consent to tracking implemented?
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MEASUREMENTMEASUREMENT
How to measure the impact of GDPR on the Web?

started data collection in December 2017

manual and automated analysis
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DATA COLLECTIONDATA COLLECTION

Data Collection

retrieved monthly, visited with automated browser

Top 500 Ranking

Checked about 6,750+ websites once a month
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POLICY EXTRACTIONPOLICY EXTRACTION

Policy Extraction & Download

Xpath search 
//a[text()[contains($WORD)]]

download 
policy

manual 
inspection

Look for "Privacy Policy" in 24 different languages

Downloaded previous versions
for 2016 and 2017 from archive.org

Icons by Noto Emojil

$WORD = Terms identifying privacy policies in different languages.

make screenshot

detect cookies and trackers

Collected 112,041 privacy policies in 23

languages (including previous versions 2016-

2018)
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MANUAL ANNOTATIONMANUAL ANNOTATION

Manual Inspection & Annotation

Manual website annotation

NOPOLICY: website does not have a privacy policy
OFFLINE: website is offline
DOWNLOAD: specify one or more privacy policy links

Identify Cookie Consent Notices & Types 

49% manually annotated 3 times for privacy policies. 

All sites annotated 3 times for cookie consent notices.
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PRE/POST RESULTSPRE/POST RESULTS
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* Based on Alexa Top 500 per country as of January 2018.

Horst Görtz Institut -Ruhr-Universität Bochum, @mrtn3000

** Sites checked after GDPR enforcement on 25th of May 2018

Privacy Policy in January after GDPR **

Percentage of most visited sites* per country that have a

EU-wide averages after GDPR enforcement: 
79.6% (+4.9%) of sites have a privacy policy
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Despite 2-year grace period, most sites acted late.
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ADDITIONAL ANALYSESADDITIONAL ANALYSES
Avg. length increased from 2145 to 3044 words per

policy

Content analysis showed increase in use of GDPR

related terms

No signi�cant effect on trackers and cookies, but some

sites made notable changes

Increase in HTTPS use (privacy-by-default)

more in the ǈ !
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* Based on Alexa Top 500 per country as of January 2018.

Horst Görtz Institut -Ruhr-Universität Bochum, @mrtn3000

** Sites checked after GDPR enforcement on 25th of May 2018
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NO OPTION/CONFIRMATIONNO OPTION/CONFIRMATION

Problems: Implied consent & forced opt-in
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BINARYBINARY

Basic consent. Caveat: often tracking starts

before "Accept" is clicked.

4 . 4



SLIDERSLIDER

Problem: hierarchy created by website owner /

library provider
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VENDOR-BASEDVENDOR-BASED

Problems: Up to 300 (unknown) vendors,

website may use non-participating partners
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MULTI-OPTIONMULTI-OPTION

⁵  Purpose based consent. 

Caveat: often nudge users to accept

everything.
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BANNER DISTRIBUTIONBANNER DISTRIBUTION

Most websites have no banners or those with

no value for the user.
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LIBRARIESLIBRARIES
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SUMMARYSUMMARY
GDPR led to changes on a lot of websites with respect to

privacy policies and cookie consent

results varied by country

16% of websites still do not have a policy and 15% did

not update it since 2016

ŷ  consent notices are a mess - clear guidelines

required
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PUBLIC DATAPUBLIC DATA

Raw data will be available at:

CONTACTCONTACT

{martin.degeling, christine.utz}@ruhr-uni-

bochum.de 

Twitter: @mrtn3000

https://github.com/RUB-SysSec/we-value-

your-privacy
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HTTPSHTTPS
Small spike, but within the general trend towards HTTPS
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