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Paging Procedure
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Paging Occasion
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Can a passive adversary only knowing victim’s
phone number/Twitter handle

Identify/track the victim’s presence in a target area?
[f present, identify victim’s PFI?
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ToRPEDO
TRacking via Paging mEssage DistributiOn
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Filtering - TORPEDO Attack (1/3)

C:) Assumption: Perfect delivery of paging. J
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Remove from the set of all PFI values that do
® | not have a paging message

Paging Delivery/Capturing

Is Not Reliable

Q; n:  Received PFI = {12@27, 50, 65,@ Candidate PFI = {12, 21, 27, 50, 65, 97}
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nt+2: Received PFI = {7@39, 65,91, 117} Candidate PFI = {21)




Counting - TORPEDO Attack (2/3)

| Continue calling until a unique PFI is found satisfying: J
-

k paging out of n calls

Dﬁ Does not filter out the victim’s PFI if paging is missed for a call

(;) High number of calls to filter out non-victim’s PFI



Likelihood - ToRPEDQ Attack (3/3)

‘W 16 paging records with PS and CS indication J
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PIERCER (Persistent Information
ExposuRe by the GorE netwoRk)
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IMSI-Cracking Attack in 4G
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IMSI-Cracking Attack in 5G

IMST = 310 260 628687893 - 100011010XXX ... XXXXXXX00010101 | s

MSIN 24 bits
unknown

No paging with IMSI in 5G
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ToRPEDO

Evaluation
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Attack Impact
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ToRPEDO also enables profiling cell-level mobility }“"‘"
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IMSI-Cracking is an alternative to Stingrays for both 4G and ]
5G networks enabling known attacks.




Conclusion

Analyzed and identified inherent design flaws and
deployment oversights in 4G and 5G paging protocols

|

ToRPEDO (Location tracking), PIERCER (IMSI exposure),
and IMSI-Cracking

Countermeasures for ToORPEDO
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