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TL: DR:
Performance reporting might surprise you
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Why is evaluation of authentication systems hard?
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38 recently proposed authentication
systems had no common reporting practice
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Most (36 of 38) of the performance reporting had
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Related metrics have similar properties

/ Receiver \
Operator
Multiple Characteristic RO
Threshold (ROC) curve \‘
-
Area under the
Equal Error
ROC curve

Rate (EER) (AUROC)
A

\

Gini Coefficient
(GC)

/

Confusion

@ Threshold

Matrix (CM)

»

a )
True / False False Accept / Accuracy (ACC) /
Positive rate Reject Rate Balanced Accuracy
(TPR/FPR) (FAR/FRR) (BAC)

N ¥

Half Target Error
Rate (HTER)/

Detection Rate
(DR)

\ F, Score

o




Related metrics have similar properties.
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How authentication systems work
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Where do authentication mistakes come from?
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Thresholds matter
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Thresholds matter
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Thresholds matter
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Frequency Count of Scores (FCS) helps visualize
problems
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Skewed populations make accuracy unreliable

Samples 2000 split 50%
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Skewed populations make accuracy unreliable
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Skewed populations make accuracy unreliable
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Similar EER does not mean similar performance
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Similar EER does not mean similar performance
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Similar EER does not mean similar performance
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Similar EER does not mean similar performance
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EERSs hides performance tradeoffs
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EERSs hides performance tradeoffs
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EERSs hides performance tradeoffs
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Summary

e We propose reporting ROC and FCS to
Increase transparency
e No common reporting practice across

surveyed systems
o 36 out of 38 proposed systems had flaws in

reporting
e Poor performance reporting impedes
system comparison and replication
e Common metrics (e.g. accuracy, EER)
can be misleading and hide
performance tradeoffs
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Questions?

Please visit our websites for more details:

lindgvistlab.org
scienceofsecurity.science
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https://www.lindqvistlab.org/
http://scienceofsecurity.science

