UoNYICNCBRROSCLTY B

NDSS 2019, San Diego, USA, Feb 24-27, 2019

SNl EEE RS Y

TEE-aided Write Protection
Against Privileged Data Tampering




Ransomware




WannaCry: ~4-8 billion Cx
NotPetya: ~10 billion USD )
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OF NOTPETYA, THE
MOST DEVASTATING

CYBERATTACK IN
HISTORY

Crippled ports. Paralyzed corporations. Frozen government agencies. How a single

piece of code crashed the world.

BY ANDY GREENBERG

IIIIII




mNEt Q WINDOWS 10 CLOUD |INNOVATION SECURITY TECHPRO MORE

Hackers wipe US servers of email provider
VFEmail

Hackers did not ask for a ransom. VFEmail described the incident as
‘attack and destroy!

Q By Catalin Cimpanu for Zero Day | February 12, 2019 -- 10:59 GMT (02:59 PST) | Topic: Security



CIH virus




Current solutions

1. backup
2. anti-malware
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We need trusted environments

EE-Disk: Selt-encrypting drives

EE-Host: Intel TXT or AMD SVM




| EE-Disk with:

1. fine-grained access control
2. programmable control (lock-unlock)

Any SED drive
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TEE-HOst with:

1. dynamic root of trust, isolated
2. sealed secret (platform state binding
3. device I/O access
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Read/Recovery: any
: authenticated
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Inuksuk




Backup
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Implementation challenges

Windows 7, 10, and Ubuntu (Intel and AM

. Safely use I/O devices from the user OS

D OPAL interface
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Performance
file-transfer: mean MB/sec

43.93 41.69 3207




Inuksuk: summary

 Addresses: wiper + crypto ransomware

* Rootkit-capable attacks
* Multi-TEE design




