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Abstract—As business styles change, the damage from PC
malware infections is expanding, and it is becoming increasingly
difficult to fully protect against these threats using conventional
authentication and authorization methods. Multi-factor authen-
tication is one solution to this problem, but it involves the hassle
of presenting multiple credentials every time authentication is
required. While putting an expiration date on the authentication
token obtained after multi-factor authentication can be an
approach to improving the convenience by circumventing the
requirement for re-authentication, if the user’s PC is infected
by malware, information assets can be accessed using this
authentication token until expires. What is important is to ensure
that the information assets have been accessed by the user and
not by malware. In other words, the key is to confirm that the
action of access to the information asset is performed by the
users themselves. It is not necessary to explicitly ask the user to
operate the smartphone. Therefore, we propose multi-observed
authentication as a new method based on the concept of “confir-
mation of the occurrence of physical authentication/authorization
actions by the user, in addition to the validity of the credentials
(passwords/authentication tokens).”

I. INTRODUCTION

In recent years, individuals and corporations have been
struggling to cope with changes in business systems due to
DX (Digital Transformation). As a result, damage caused by
malware, such as Emotet, which steals credentials, is expand-
ing. It becomes difficult to distinguish whether the credentials
received by the authentication server from the PC are from a
legitimate user or from malware, as long as the malware that
stole the credentials resides on the PC. A typical solution to
this problem is multi-factor authentication. This method proves
the identity of the user by presenting several types of informa-
tion (knowledge/possession/biometrics) that only a legitimate
user has to the authentication server. This paper focuses on
a multi-device multi-factor authentication, particularly a two-
factor authentication where the first credential is presented
from a PC and the second credential is presented from a
smartphone [1][2][3]. Multi-device multi-factor authentication
can be said to enhance security through a “multiplication of
authentication.” However, this multiplication forces users to
present multiple credentials, which can lead to a decrease in
convenience. When considering only improvements in con-

venience, it is feasible to use possession information (the
fact that the user has a smartphone) as the second creden-
tial, and complete the second authentication by automatically
confirming the proximity of the smartphone to the PC [4].
However, if malware enters the first credential behind the
user’s back while the user carrying a smartphone is using his
PC for business, the second authentication will pass. In other
words, this is synonymous with single-factor authentication. In
order to improve convenience in multi-factor authentication,
practices that separate authentication and authorization are
widely used [5]. Authentication tokens are issued to users
who have passed multi-factor authentication (authentication)
at the initial access to information assets. These tokens have
an expiry date, and within this period, it would be sufficient
to present the authentication token (authorization) if the same
user wants repeated access. However, in this case, the phase of
authorization becomes a single-factor authentication (only the
possession of the authentication token is confirmed). In other
words, malware on the PC can easily misuse the authentication
token without effort by just lurking until the legitimate user
obtains it. If the need for multi-factor authentication comes
from the need to prevent the misuse of a user’s PC by
malware, it is considered that it would be sufficient to confirm
that the authentication/authorization was performed by the
user themselves and not by malware, without the need for
an additional separate credential. Therefore, we propose a
new user authentication/authorization method (multi-observed
authentication), based on the concept of “capturing the user’s
intention at the time of authentication/authorization as a physi-
cal event” and “’simultaneously observing the physical event of
the user presenting credentials (inputting passwords or using
authentication taken) when accessing information assets”.

II. METHODOLOGY
A. Concept

If we want to confirm that information asset access has
been performed not by malware but by the user themselves,
it can be sufficient to confirm the action of the information
asset access through the legitimate user themselves, but not
necessary to explicitly ask the user to operate their smartphone.



Therefore, we propose multi-observed authentication as a new
method based on the concept of “confirming the occurrence
of physical authentication/authorization actions by the user,
in addition to the validity of the credentials (passwords or
authentication tokens)”. In conventional two-factor authenti-
cation/authorization, a smartphone was used as the device
to receive the input of the second factor credentials” from
the user and transmit them to the authentication server/file
server. In contrast, it should be noted that in multi-observed
authentication, a smartphone is used as the second observer
to verify the input of the “first factor credentials” of the
user. Later, in B and C, we will explain “multi-observed au-
thentication” and “multi-observed authorization” respectively,
applying this concept to two-factor authentication and two-
factor authorization.

B. Multi-Observed Authentication

The information for multi-observed in this method is the
password entered by the user at the beginning of the access
to the information assets. In this method, it is assumed that
any keyboard input to the PC will be simultaneously input
to the smartphone as well. Specifically, the Bluetooth unit of
the wireless keyboard is modified to receive inputs from the
wireless keyboard on both the PC and smartphone simulta-
neously. By verifying the credentials entered on the PC on
the smartphone as well, both convenience (entering passwords
only on the PC) and security (verifying passwords on both the
PC and smartphone) can be achieved simultaneously.

C. Multi-Observed Authorization

The information for multi-observed in this method is the
mouse operation occurring during the access to the information
assets by the user. When the user clicks on the file icon, a
dialog box containing an “OK” button is displayed on the
PC screen. The user then clicks on the "OK” button via the
mouse operation. In this method, it is assumed, as in the multi-
observed authentication method, that the mouse operation on
the PC is simultaneously input to the smartphone. By verifying
the mouse click on both the PC and smartphone, security
can be ensured through the confirmation of authorization
operations by both devices, while minimizing the decrease in
convenience (by adding just one action of clicking the "OK”
button when using authentication tokens).

III. EVALUATION

To verify the convenience, privacy, and safety of the
multi-observed authentication/authorization method proposed
in the previous section, we implemented a file management
system equipped with four types of security mechanisms:
the conventional two-factor authentication/authorization using
commonly used PCs and smartphones, and the proposed
two- observed authentication/authorization method. We had 20
experiment participants (university students majoring in engi-
neering/information fields) perform comparative experiments.
After each experiment participant had experienced the system,
we received evaluations. We employed a questionnaire method

for evaluation, asked them to rate the method on a 7-point
Likert scale (”-3”: Support for the conventional method, 0
neither, ”3”: Support for the proposed method) and to provide
reasons for their evaluations.

A. Authentication

In response to the question "Which method do you want
to use from the perspectives of convenience and privacy?”,
the results were “-2” for 5%, “-1” for 30%, 0 for 5%,
“1” for 30%, “2” for 20%, and “3” for 10%. The reason the
experiment participants evaluated the proposed method favor-
ably was that no operation on a smartphone was needed. The
reason the experiment participants appraised the conventional
method was their feelings of mistrust towards the transmission
of credentials to a terminal different from their own operating
PC in the proposed method. From this, it was confirmed
that ensuring transparency is essential in multi-observed au-
thentication. Furthermore, when asked how their respective
evaluations would change if the frequency of authentication
increased, the result was a shift in the evaluation toward the
proposed method. From this, it was confirmed that in scenarios
where the demand for convenience increases, the evaluation
of the proposed method (two-observed authentication) would
rise.

B. Authorization

In response to the question ”"Which method do you want
to use from the perspectives of convenience and safety?”,
the results were ”-2” for 5%, 70" for 5%, 71" for 30%,
727 for 25%, and 73" for 35%. The reason the experiment
participants evaluated the proposed method favorably was that
safety improved with the trivial addition of a single mouse
click. The reason the experiment participants appraised the
conventional method was that even though it needed only a
single click to confirm the user’s intention, the conventional
method was still more convenient than the proposed one.
Furthermore, when asked how their respective evaluations
would change if the frequency of file access increased, the
results were evenly split. This indicated that even in scenarios
where the demand for convenience increased, half the users
still supported the benefits of the proposed method (two-
observed authorization). Making users aware of the proposed
method’s merit that “safety is ensured just by a single click”
will contribute to enhancing the social acceptability of the
proposed method .
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