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Abstract

Differential privacy (DP) has been integrated into graph neural networks (GNNs) to protect sensitive structural information,
e.g., edges, nodes, and associated features across various applications. A prominent approach is to perturb the message-passing
process, which forms the core of most GNN architectures. However, existing methods typically incur a privacy cost that grows
linearly with the number of layers (e.g., GAP published in Usenix Security’23), ultimately requiring excessive noise to maintain
a reasonable privacy level. This limitation becomes particularly problematic when multi-layer GNNs, which have shown better
performance than one-layer GNN, are used to process graph data with sensitive information.

In this paper, we theoretically establish that the privacy budget converges with respect to the number of layers by applying
privacy amplification techniques to the message-passing process, exploiting the contractive properties inherent to standard GNN
operations. Motivated by this analysis, we propose a simple yet effective Contractive Graph Layer (CGL) that ensures the
contractiveness required for theoretical guarantees while preserving model utility. Our framework, CARIBOU, supports both
training and inference, equipped with a contractive aggregation module, a privacy allocation module, and a privacy auditing module.
Experimental evaluations demonstrate that CARIBOU significantly improves the privacy-utility trade-off and achieves superior
performance in privacy auditing tasks.

ACKNOWLEDGMENT

This work [1] has been accepted for publication in the Proceedings of the 33rd Network and Distributed System Security
Symposium (NDSS) 2026. The official version is available via DOI: https://dx.doi.org/10.14722/ndss.2026.240255. For extended
proofs and technical details, please refer to the full version on https://arxiv.org/abs/2506.22727.

REFERENCES

[1] Y. Zheng, C. Li, Z. Li, and Q. Wang, “Convergent privacy framework for multi-layer gnns through contractive message
passing,” in Proceedings of the 33rd Network and Distributed System Security Symposium (NDSS), 2026.

https://dx.doi.org/10.14722/ndss.2026.240255
https://arxiv.org/abs/2506.22727


C
on

ve
rg

en
t P

riv
ac

y 
Fr

am
ew

or
k 

fo
r M

ul
ti-

la
ye

r G
N

N
s

th
ro

ug
h 

C
on

tr
ac

tiv
e 

M
es

sa
ge

 P
as

si
ng

Yu
 Z

he
ng

*, 
C

he
na

ng
 L

i*,
 Z

ho
u 

Li
*, 

an
d 

Q
in

gs
on

g 
W

an
g#

* U
ni

ve
rs

ity
 o

f C
al

ifo
rn

ia
, I

rv
in

e 
  #

 U
ni

ve
rs

ity
 o

f C
al

ifo
rn

ia
, S

an
 D

ie
go

Su
m

m
ar

y 
of

 C
on

tr
ib

ut
io

n
C

on
ve

rg
en

t P
riv

ac
y 

B
ud

ge
t

Sc
en

ar
io

s 
&

 M
ot

iv
at

io
n

C
A

R
IB

O
U

 F
ra

m
ew

or
k

A
ck

no
w

le
dg

e 
&

 R
ef

er
en

ce

✦
 A

 n
ov

el
 p

riv
ac

y 
an

al
ys

is
 fo

r G
NN

s 
th

at
 le

ve
ra

ge
s 

th
e 

co
nt

ra
ct

iv
en

es
s 

of
 m

es
sa

ge
 p

as
sin

g 
to

 a
ch

ie
ve

 t
he

 
co
nv
er
ge
nt

 p
riv

ac
y 

co
st

s.
✦

 N
ew

 d
es

ig
n 

of
 p

er
tu

rb
ed

 g
ra

ph
 c

on
tra

ct
iv

e 
la

ye
r a

nd
 a

 
pr

ac
tic

al
 p

riv
at

e 
G

NN
 fr

am
ew

or
k 

C
A

R
IB

O
U.

Ex
pe

rim
en

ts

Fu
ll-

ve
rs

io
n 

Pa
pe

r
C

od
e

Fo
rm

ul
at

io
n:

 X
(k

+1
)  =

 Π
(M

PG
(X

(k
) ) 

+ 
Z(

k)
)

N
od

e 
re

pr
es

en
ta

tio
n/

em
be

dd
in

gs
 fr

om
 m

es
sa

ge
 

pa
ss

in
g 

(M
P

); 
X(

0)
: i

np
ut

 fe
at

ur
e 

m
at

rix
.

G
au

ss
ia

n 
no

is
e 

 
∼ 

N
(0

, σ
2 )

.

Pe
rtu

rb
ed

 M
es

sa
ge

 P
as

sin
g 

wi
th

 D
iff

er
en

tia
l P

riv
ac

y 
(D

P)

G
,G

’ :
 E

dg
e/

no
de

-le
ve

l n
ei

gh
bo

rin
g.

G
ra

ph
 G

Fr
am

ew
or

k
M

ec
ha

ni
sm

N
oi

se
 (σ

2 )
U

til
ity

Pe
rt

G
ra

ph
 [1

,2
]

G
 P

er
t.

∝ 
1

Fa
ir

D
PD

G
C

 [3
]

D
ec

ou
pl

ed
 G

 w
/ P

er
t.

∝ 
K

G
oo

d
G

A
P 

[4
]

P
er

t. 
M

P
∝ 
K

G
oo

d

✦
 

Sh
ar

e 
a 

cr
it

ic
al

 
lim

it
at

io
n:

 
pr

iva
cy

 lo
ss

 g
ro

ws
 lin

ea
rly

 w
ith

 K
.

✦
 R

eq
ui

re
 l

ar
ge

 σ
 t

o 
m

ai
nt

ai
n 

a 
re

as
on

ab
le

 p
riv

ac
y 

le
ve

l f
or

 m
ul

ti-
la

ye
r G

NN
s,

 d
eg

ra
di

ng
 u

tili
ty.

✦
 I

ns
ig

ht
: 

le
ve

ra
ge

 t
he

 i
nh

er
en

t 
pr

iv
ac

y 
am

pl
ifi

ca
tio

n 
th

at
 o

cc
ur

s 
in

 m
ul

ti-
la

ye
r G

NN
s 

th
ro

ug
h 

co
nt

ra
ct

ive
ne

ss
.

❖
 W

he
n 

pe
rtu

rb
ed

 M
P 

is 
co

nt
ra

ct
ive

, 
th

e 
di

st
an

ce
 

be
tw

ee
n 

G
NN

s 
tra

in
ed

 o
n 

ne
ig

hb
or

in
g 
G
,G
’ s

hr
in

ks
 a

t 
ea

ch
 s

te
p.

   
 

❖
 C

on
se

qu
en

tly
, t

he
 in

flu
en

ce
 o

f i
nd

ivi
du

al
 d

at
a 

po
in

ts
 

di
m

in
ish

es
, 

le
ad

in
g 

to
 t

he
 a

m
pl

ifie
d 

pr
iva

cy
 r

oo
te

d 
fro

m
 “o

ve
r-s

m
oo

th
in

g.
”

✓ 
Re

m
ov

e 
th

e 
ov

er
-e

st
im

at
ed

 p
riv

ac
y 

lo
ss

.

✦
 D

er
ive

 a
 m

uc
h 

tig
ht

er
 b

ou
nd

 f
or

 t
he

 f
in

al
ly 

re
le

as
ed

 
G

NN
 m

od
el

.

✦
 T

he
or

em
 1

 [D
P 

gu
ar

an
te

e 
fo

r C
G

L 
la

ye
rs

]. 
Le

t G
 b

e 
a 

gr
ap

h 
an

d 
K 

be
 th

e 
nu

m
be

r 
of

 c
on

tra
ct

ive
 g

ra
ph

 la
ye

rs
 

in
 C

AR
IB

O
U.

 L
et

 C
L <

 1
 b

e 
Li

ps
ch

itz
 c

on
st

an
t. 

Th
en

, t
he

 
K

-h
op

 
m

es
sa

ge
 

pa
ss

in
g 

of
 

C
AR

IB
O

U 
sa

tis
fie

s:

 
-D

P,

   
   

 w
he

re
 σ

 is
 th

e 
no

ise
 s

ca
le

, ∆
 is

 th
e 

se
ns

itiv
ity

 o
f M

P,
 a

nd
   

 
   

   
 α

,δ
 a

re
 D

P 
pa

ra
m

et
er

s.
 

(α 2
Δ2 σ2

m
in

{K
,1−

C
K L

1+
C

K L

1+
C L

1−
C L

+
lo

g(
1/

δ)
α

−
1

},
δ)

Ac
cu

ra
cy

: E
DP

 o
ve

r t
he

 C
or

a 
da

ta
se

t.

Ac
cu

ra
cy

: N
DP

 o
ve

r t
he

 C
or

a 
da

ta
se

t.

[1
] 

A.
 K

ol
lu

ri,
 T

. 
Ba

lu
ta

, 
B.

 H
oo

i, 
an

d 
P.

 S
ax

en
a,

 
“L

pg
ne

t: 
Li

nk
 

pr
iva

te
 

gr
ap

h 
ne

tw
or

ks
 

fo
r 

no
de

 
cla

ss
ific

at
io

n,
” 

in
 A

CM
 

SI
G

SA
C 

Co
nf

er
en

ce
 

on
 

C
om

pu
te

r 
an

d 
C

om
m

un
ic

at
io

ns
 

Se
cu

rit
y, 

C
C

S,
 

20
22

, p
p.

 1
81

3–
18

27
.

[2
] 

F.
 

W
u,

 
Y.

 
Lo

ng
, 

C
. 

Zh
an

g,
 

an
d 

B.
 

Li
, 

“L
IN

KT
EL

LE
R:

 re
co

ve
rin

g 
pr

iva
te

 e
dg

es
 fr

om
 g

ra
ph

 
ne

ur
al

 n
et

wo
rk

s 
via

 i
nf

lu
en

ce
 a

na
lys

is,
” 

in
 I

EE
E 

Sy
m

po
siu

m
 o

n 
Se

cu
rit

y 
an

d 
Pr

iva
cy

, S
P,

 2
02

2,
 p

p.
 

20
05

–2
02

4.ϵ
1

2
4

8
16

32
C

A
R

IB
O

U
85

%
87

%
87

%
88

%
89

%
89

%
G

A
P

76
%

78
%

75
%

76
%

78
%

80
%

ϵ
1

2
4

8
16

32
C

A
R

IB
O

U
81

%
83

%
86

%
87

%
88

%
88

%
G

A
P

34
%

32
%

32
%

44
%

56
%

64
%

[3
] 

E.
 C

hi
en

, 
W

.-N
. 

Ch
en

, 
C.

 P
an

, 
P.

 L
i, 

A.
 O

zg
ur

, 
an

d 
O

. 
M

ile
nk

ov
ic,

 
“D

iff
er

en
tia

lly
 p

riv
at

e 
de

co
up

le
d 

gr
ap

h 
co

nv
ol

ut
io

ns
 fo

r m
ul

tig
ra

nu
la

r t
op

ol
og

y 
pr

ot
ec

tio
n,

” 
in

 A
dv

an
ce

s 
in

 N
eu

ra
l I

nf
or

m
at

io
n 

Pr
oc

es
sin

g 
Sy

st
em

s,
 v

ol
. 3

6,
 

20
23

.
[4

] S
. S

aj
ad

m
an

es
h,

 A
. S

. S
ha

m
sa

ba
di

, A
. B

el
le

t, 
an

d 
D.

 G
at

ica
-P

er
ez

, “
G

ap
: 

Di
ffe

re
nt

ia
lly

 p
riv

at
e 

gr
ap

h 
ne

ur
al

 n
et

wo
rk

s 
wi

th
 a

gg
re

ga
tio

n 
pe

rtu
rb

at
io

n,
” i

n 
US

EN
IX

 S
ec

ur
ity

 2
02

3-
32

nd
 U

SE
NI

X 
Se

cu
rit

y 
Sy

m
po

siu
m

, 2
02

3.


