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Abstract—Reliable security assessment is critical in Industrial
IoT (IIoT). Existing attack path discovery often relies on static
graphs, failing to account for the dynamic, evolving nature of
IIoT topologies. We propose an Adaptive Attack Path Discov-
ery framework using Deep Reinforcement Learning (DRL) to
autonomously navigate shifting network states. By integrating
provenance-aware state representations with constrained macro-
actions, our agent autonomously synthesizes multi-stage attack
paths in real-time. Experimental results demonstrate that our
approach maintains high success rates and semantic validity even
under significant network churn, providing a scalable solution for
proactive IIoT auditing.

I. INTRODUCTION

Industrial Internet of Things (IloT) systems are fundamental
to the efficiency of modern critical infrastructure. In these
environments, maintaining dynamic security and resilience is
paramount [1]. While traditional vulnerability assessment and
vision-based recognition systems are widely adopted, recent
studies have shown they are often vulnerable to sophisticated
adversarial maneuvers [2].

Existing attack path discovery methodologies typically rely
on static attack graphs. However, these methods face signifi-
cant “stealthiness” and adaptability issues in dynamic environ-
ments, as they cannot account for real-time changes in network
topology or device states. To advance the frontier and address
these limitations [3], we introduce an Adaptive Attack Path
Discovery framework.

Our approach utilizes Deep Reinforcement Learning (DRL)
to create an autonomous agent capable of navigating shifting
IIoT landscapes. This property enables the discovery of adver-
sarial paths that remain hidden to static scanners, effectively
identifying vulnerabilities while maintaining high efficiency
in complex conditions [3]. We thoroughly examine the effec-
tiveness of our DRL agent through both digital simulations
and real-world-inspired IloT testbeds [1]. Our initial results
demonstrate a high success rate, underscoring the importance
of adaptive Al security for maintaining the safety of automated
industrial technologies.
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II. METHODOLOGY

We adopt a black-box threat model where the adversary
lacks internal knowledge of target IloT recognition or detec-
tion systems. As shown in Fig. 1, the dynamic environment
features fluctuating node availability and communication links.
The adversary’s goal is to autonomously discover optimal
paths to critical assets (PLCs) while minimizing detection.

A. DRL-Based Attack Path Optimization

The core of our framework is the optimization of the attack
trajectory within a shifting state space. We model the IIoT
environment as a Markov Decision Process (MDP) defined by
the tuple M = (S, A4, P, R,~) that consists

« State Space (S), represents the current network snap-
shot, including node types, active services, and perceived
security posture.

o Action Space (A), consists of discrete lateral movement
maneuvers, such as credential stuffing, vulnerability ex-
ploitation, or protocol tunneling.

e Reward Function (R). The agent receives a posi-
tive reward for successfully reaching the target and a
heavy penalty for actions that trigger network alerts or
hardware-based filters.

» Discount Factor v € (0,1] controlling the importance
of future rewards and P represents the environment
transition dynamics.

Unlike static grid-based searches, our DRL approach eval-
vates the probability of success across N possible paths,
prioritizing those with the highest stealth-to-impact ratio.

B. Optimization Framework

We formalise the attack path discovery as a sequential
decision-making problem. The optimization objective is to find
an optimal policy 7* that maximizes the expected discounted
return while satisfying stealthiness constraints.

1) Proximal Policy Optimization (PPO) Optimization: To
handle the high-dimensional and continuous state spaces typ-
ical of dynamic IIoT, we employ PPO. The objective function
is defined as:

L(0) =&, [min(rt(G)At, clip(r(6),1 — e, 1+ ) A)| (1)

in which 7(0) is the probability ratio between the new and
old policy, and A; is the estimated advantage. This clipping



Network Topology ( RL Environment N 4 RL Agent h - PPO
O 8 = e
— G State s, s, GNN Encoder GAE Clipped Loss
—> RGCN(G)—=h L=L,+Cy L,~CyH
Grath‘ ‘ Stage K ] I Mask M ’ @ v w
E’
== a, Actor Critic
Action a, ¢ n(als) Vis)
= ||§ = Curriculum
e ‘ Tactic ’ Technique ‘ Device l
l]Cle§ e Masked Action Sampling Progressive stage unlocking
- : based on success threshold
Knowledge Base
. ‘g . . Reward r, AN /
¢ Vulnerability-Technique-Tactic mappings
. )I:]!;I’Ri;;‘l’:CdK Matréx(IC§and Enterprise) R =Ry * Reamp * Rut
. acl age dependencies _’ Py
+ TAGAPT Attack Technical Policies RL Training Loop
. J/ J/
Fig. 1. Framework overview of the RL-based attack path prediction system

mechanism prevents destabilizing policy updates when IIoT
network topologies shift abruptly.

2) State-Space Encoding for Dynamics: The agent per-
ceives the environment through a dynamic state vector S; =
{Gt, V4, D;}, in which G; is an adjacency matrix denotes active
IIoT nodes and their communication protocols; V; denotes
real-time exploitability scores (CVSS) mapped to each active
node, and D;) denotes the cumulative ’noise” or alert-level
generated by previous actions, respectively.

3) Reward Shaping for Multi-Objective Paths: To optimize
for both efficiency and stealth, the reward function R is
formulated as a weighted sum:

- Cost(a) — w, - P(alertla,S¢) (2)

in which wy, w., w, are coefficients for goal reaching, com-
putational/time cost, and detection visibility respectively. The
term P(alert|a, S;) represents the transition penalty—if a node
goes offline or a dynamic firewall rule is triggered during an
action, the agent receives a negative reward, forcing it to learn
adaptive re-routing strategies.

4) Prioritized Experience Replay (PER): In dynamic IIoT,
“critical” network states (e.g., a momentary window where a
gateway is poorly monitored) are rare. We utilize Prioritized
Experience Replay to sample these transitions more frequently:

R= Wy * 1target — W

Py
> & Dk
in which p; is the temporal-difference (TD) error. This ensures

the optimizer prioritizes learning from successful paths in
highly volatile network conditions.

P(i) = 3)

III. EVALUATION

We evaluated our framework using a hybrid environment
consisting of the NSL-KDD dataset for network baseline traffic
and a simulated IIoT testbed modeled after a Siemens S7-1500
PLC infrastructure. The network contains 50 dynamic nodes
with fluctuating availability (upvoted/downvoted status) to
simulate the "Dynamic” nature of industrial edge computing.

We assess the effectiveness of our DRL agent using three
primary metrics: Attack Success Rate (ASR), Path Optimality
Ratio, and Resilience to Dynamics. As shown in Table. I, our

DRL approach (PPO) was benchmarked against a baseline
Cost-Aware A* search and a standard Q-Learning agent.

TABLE 1
COMPARISON OF ATTACK DISCOVERY PERFORMANCE

Method ASR (%)  Steps to Target  Detection Rate (%)
Static A* Search 42.5 8.2 57.5
Q-Learning 68.0 14.5 32.0
Our DRL (PPO) 91.5 9.8 85.0

Our initial findings indicate that while traditional A* search
fails when links disappear, the PPO agent successfully learns
to “anticipate” bottlenecks. Notably, the DRL agent maintains
an ASR of over 85% even when 20% of the network nodes are
volatile, significantly outperforming the baseline which drops
below 30% under similar conditions.

IV. CONCLUSION AND FUTURE WORK

This work introduces a DRL-based framework for au-
tonomous attack path discovery in dynamic IloT environ-
ments. By formulating the problem as a sequential Markov
Decision Process (MDP) and utilizing a provenance-aware
state representation, our agent successfully navigates shifting
network topologies without the computational overhead of
static attack graph enumeration. Our use of constrained macro-
actions ensures that synthesized paths remain structurally valid
and semantically consistent with industrial protocols.
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