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Abstract—Fuzzing generates a large number of crashing in-
puts, and given a constant influx of new crashes, it is impractical
to perform root-cause analysis and exploitability assessment for
each one. Prior work assesses severity based on reachability (the
range that can be read or written via memory-safety bugs), but
cannot distinguish cases where severity differs greatly despite
having similar reachability. We instead measure controllability:
how freely an attacker can steer the next invalid access target
within the reachable range. From diversified crashing inputs,
we build a first-order Markov chain over ASan-reported access
offsets and score bugs by the trajectory entropy of the chain. In
a preliminary study on known CVEs, the entropy score is higher
for bugs with higher controllability and separates vulnerabilities
that reachability-based metrics fail to distinguish.

I. INTRODUCTION

Fuzzing is widely used to discover software vulnerabil-
ities, and continuous fuzzing platforms such as OSS-Fuzz
and Syzbot report many crashing inputs daily. As shown in
Figure 1, OSS-Fuzz has reported over 60,000 cumulative bugs,
and the average time to fix grew from about 15 days in 2017
to about 280 days in 2025. This indicates that unfixed bugs
are accumulating and fixes are not keeping pace. Root-cause
analysis and exploit assessment for every crashing input are
impractical. Therefore, a method to automatically assess the
fixing priority (i.e., severity) of crashing inputs is needed.

Existing studies assess severity based on reachability [1] or
controllable value set [2] but overlook the sequential freedom
of accesses. Here, reachability denotes the range readable or
writable via memory-safety violations; for example, Evoca-
tio [1] mutates crashing inputs to explore reachable ranges
and evaluates bugs based on their diversity. Yet vulnerabilities
can exhibit different severity despite similar reachability, as
illustrated with a concrete example in Section II.

We focus on controllability rather than reachability, defin-
ing it as how freely an attacker can choose the next access
target within the reachable range. We treat each access offset
from the overflowed object as a state and quantify control-
lability using the entropy of state transitions. We diversify
the crashing input through fuzzing, extract offsets from ASan
reports [3], build a Markov model over the resulting state-
transition sequences, and compute trajectory entropy. In a
preliminary evaluation on known CVEs, the proposed method
distinguishes vulnerabilities with high and low controllability.

II. MOTIVATING EXAMPLE

Figure 2 shows two vulnerabilities with similar reachability
but different severity. Example (a) writes sequentially to all
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Fig. 1. Trends in the number of bug reports and the average time to fix in OSS-
Fuzz (2017–2025). New: number of new reports per year, Open: unresolved
reports at year end, Cumulative: cumulative reports at year end, Avg time to
fix: average days to fix bugs resolved in that year (right axis).

columns in the specified row, whereas Example (b) writes only
to mask-specified columns. Both have a bounds-check bug that
allows access to rows outside the buffer. The reachable range
(rows that can be accessed illegally) is identical for both.

However, their severity differs greatly because controllabil-
ity differs, namely how freely an attacker can choose the next
write target. In Example (a), once an invalid row is specified,
the write offsets within that row are fixed consecutively as
columns 0, 1, 2, . . ., whereas Example (b) allows arbitrary off-
set combinations within the invalid row, allowing the attacker
to target specific memory locations. Existing reachability-
based methods cannot capture this difference in controllability.

III. APPROACH

The proposed method is based on the observation that
higher controllability yields more choices for the next state
and thus higher trajectory entropy. To estimate this entropy,
we build a first-order Markov model from ASan memory-
violation reports. We define each state s as an offset from
the overflowed object. Specifically, we diversify the crashing
PoC through fuzzing to generate many inputs, execute each
input, and extract access offsets from the overflowed object
using ASan reports. We disable ASan’s halt on error option
to record consecutive memory violations from a single input
and treat the access sequence as a state-transition sequence.

From the observed transition sequences, we estimate transi-
tion probabilities P (s′ | s) by maximum likelihood and define



(a) Sequential writes to all columns

(b) Writes only to mask-specified columns

Fig. 2. Two bugs with similar reachability but different controllability. Both
can access an invalid row due to a bounds-check bug (> should be >=).

the local entropy H(s) for each state s as follows.

H(s) = −
∑
s′

P (s′ | s) logP (s′ | s)

Furthermore, letting E[Ns] be the expected number of visits
to state s from the initial state, the trajectory entropy of the
Markov model [4] is computed by the following equation and
used as the measure of controllability.

H =
∑
s

E[Ns]H(s)

We apply our method to the example in Section II with
n_col = 4. In Example (a), write-offset transitions are
always 0 → 1 → 2 → 3 regardless of input, so for all
states P (s + 1 | s) = 1 and H = 0. In Example (b),
transitions depend on the mask: mask= [T, T, T, T ] yields
0 → 1 → 2 → 3, mask= [T, F, T, F ] yields 0 → 2,
and mask= [T, F, F, T ] yields 0 → 3. Thus, multiple next
states exist from state 0, giving positive entropy, and the
proposed method quantifies controllability differences even
when reachability is identical.

IV. PRELIMINARY RESULTS

To validate the proposed method, we conducted a prelimi-
nary evaluation on known memory-corruption vulnerabilities.
For each vulnerability, we ran 10 fuzzer instances for 12 hours,
using the crashing input as the initial seed. The fuzzer is based
on Evocatio [1], which has the strategy to increase the variety
of ASan error types triggered by the bug and diversify crashing
inputs. We then explored the reachable offset range from the
overflowed object. We computed trajectory entropy for the
resulting input set and compared it with severity judgments
by human analysts.

Table I summarizes the results. CVE-2019-9114 and CVE-
2020-11894 have similar offset-range widths (93 and 94),
yet human severity assessments differ; the proposed method

TABLE I
PRELIMINARY EVALUATION RESULTS. THE OFFSET RANGE IS THE PAIR OF

MINIMUM AND MAXIMUM OFFSETS EXPLORED BY THE FUZZER, AND
SEVERITY IS JUDGED BY HUMAN ANALYSTS ( : HIGH, : LOW).

CVE ID Offset range Entropy Severity

CVE-2019-9114 [−16, 77] 4.13
CVE-2020-11894 [−15, 79] 0.68
CVE-2020-21827 [−16, 4252] 5.54
CVE-2022-3598 [−21, 9498] 1.24

reflects this with high entropy (4.13) for CVE-2019-9114 and
low entropy (0.68) for CVE-2020-11894. Likewise, for CVE-
2020-21827 and CVE-2022-3598, the latter has a wider offset
range but lower severity, and the entropy aligns with that
judgment. In addition, for CVE-2020-21827, human analysis
produced an exploit that works under specific conditions,
such as a no-ASLR (Address Space Layout Randomization)
and no-PIE (Position-Independent Executable) environment.
Overall, the method quantifies controllability differences that
reachability (offset range) alone cannot capture.

V. CONCLUSION AND FUTURE DIRECTION

In this work, we focus on controllability that reachability-
based methods miss and quantify it via trajectory entropy
to assess memory-corruption severity. The method builds
a Markov model from ASan memory-violation reports and
computes trajectory entropy to distinguish vulnerabilities with
different severity even when reachability is similar. In the
preliminary evaluation, we confirmed that vulnerabilities with
higher controllability receive higher entropy.

The proposed method has limitations. The estimated entropy
depends on the set of crashing inputs; insufficient coverage
reduces estimation accuracy. Our evaluation is an initial result
on a limited number of vulnerabilities; we plan to validate
on large-scale datasets such as OSS-Fuzz and Syzbot and to
conduct broad evaluations across multiple vulnerability types.
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1. Bug Triage Crisis: Which to Fix First?

2. Missing Factor: Controllability, Not Just Reachability

3. Evaluation Results

CVE ID CVSS PUT Offset Range
(Reachability)

Entropy
(Controllability)

Risk
(Oracle)

CVE-2019-9114 8.8 libming 93 (-16, 77) 4.13 HIGH
CVE-2020-11894 9.1 libming 94 (-15, 79) 0.68 LOW 

Offset range (reachability): cannot properly assess the riskO
Entropy (controllability): conforms to human experience

4. Summary & Future Work

Entropy quantifies controllability 
(attacker's control freedom)
Aligns with human analyst judgment

Larger datasets (OSS-Fuzz, Syzbot)
Extensible state definitions for threat models
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(b) Selective overflow

Which bug do attackers prefer?
(a) Sequential overflow Core Insight

Reachability: same
Controllability: differentCon

Gap = Exploitability

Both overflow into the same region
Same reachability — same risk?

Pair 1: Similar range, different risk

CVE-2020-21827 7.8 LibreDWG 4268 (-16, 4252) 5.54 HIGH
CVE-2022-3598 6.5 LibTIFF 9519 (-21, 9498) 1.24 LOW

1. Collect bug-triggering inputs
2. Observe state transitions
3. Build Markov chain model
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