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Abstract—The damage caused by social engineering attacks
continues to rise. In recent years, as artificial intelligence (AI)
agents have assumed numerous tasks, the scope of social en-
gineering targets may expand from humans to Al agents. Al
agents are often tuned to reflect users’ personality traits to
enhance usability; consequently, they may exhibit human-like
“personality” characteristics. Prior research by Uehara et al.
[1] demonstrated a relationship between Cialdini’s principles
used in targeted email content and individual personality traits,
showing that the effectiveness of these principles varies with
human personality traits. By analogy, AI agents’ responses to
targeted email attacks applying Cialdini’s principles may also
vary according to their personality traits. This study targets
personality-tuned large language models (LLMs) and investigates
differences in their responses to phishing emails incorporating
Cialdini’s principles across personality trait variations. The
objective is to clarify similarities and differences in responses
to Cialdini’s principles in targeted emails between humans and
Al agents sharing the same personality traits.

I. INTRODUCTION

Currently, users around the world share and utilize a single
LLM. In the future, however, it is likely that personalized
Al agents—each specifically tuned to individual users—will
become commonplace. It has been reported that LLMs possess
“personality” [2]. Building on this, Al agents are expected
to adjust (tune) their own personality traits to better align
with those of their users, thereby enhancing compatibility
(personality fit) and enabling smoother communication with
users. In other words, much like humans, Al agents are
anticipated to exhibit a diverse range of “personalities.”

Meanwhile, damage from social engineering attacks con-
tinues to rise. In particular, the harm caused by targeted
emails—customized phishing emails tailored to specific indi-
viduals or organizations with the intent to steal information
or money—is substantial. Traditionally, the primary targets
of such attacks were humans. However, as Al agents have
begun to replace tasks traditionally performed by humans,
there is an increasing risk that attack targets will expand
from humans to Al agents. Indeed, phishing attacks exploiting
Google Calendar, an Al agent that communicates schedules to
users, have been reported.

One well-known technique in psychological manipulation is
Cialdini’s principles, a set of psychological laws that influence
others to act in desired ways. Cialdini’s principles have been
shown to be applicable to phishing emails, and prior studies
have also reported that the effectiveness of a given Cialdini’s
principle varies depending on human individual personality

traits. Building on these findings, Uehara et al. [1] investigated
the relationship among personality, Cialdini’s principles, and
phishing emails. Their results revealed a correlation between
the Cialdini’s principles used in the text of phishing emails and
individual personality traits. They confirmed that the Cialdini’s
principles effective in inducing individuals to open phishing
emails differ according to personality traits. In other words,
attackers can exploit these psychological tendencies to craft
effective phishing emails.

If AI agents possess diverse “personalities,” their suscepti-
bility to phishing emails is likely to vary according to specific
personality traits, similar to humans. In other words, attacks
that tailor phishing emails based on personality could also
target Al agents. If AI agents and humans share similar
characteristics in their responses to targeted emails, existing
countermeasures developed for humans could be applied to
Al agents. However, if their characteristics differ, Al-specific
countermeasures will be required. Therefore, comparing the
characteristics of AI agents and humans with respect to
targeted emails can contribute to discussions on improving
security in a future Al-driven society.

This paper experimentally examines the relationship be-
tween the Cialdini’s principles used in targeted email content
and individual personality traits in Al agents. Specifically,
it investigates differences in Al agent responses to phish-
ing emails incorporating Cialdini’s principles depending on
whether or not personality traits are tuned for the AI agent
(RQ1, RQ?2). Furthermore, it clarifies differences in responses
to targeted emails applying Cialdini’s principles between hu-
mans and Al agents possessing the same personality traits
(RQ3). We formulate the following three research questions
and examine them experimentally.

RQI1 :Are targeted emails applying Cialdini’s principles even
effective when sent to Al agents without assigned per-
sonality traits?

RQ2 :Does personality trait tuning for Al agents affect the
effectiveness of targeted emails applying Cialdini’s prin-
ciples?

RQ3 :In targeted emails applying Cialdini’s principles, do the
principles effective for Al agent personality traits differ
from those effective for human personality traits?

II. EXPERIMENTAL DESIGN

The following experimental procedures address the research
questions (RQ1, RQ2, and RQ3).



1) Investigate how variations in human personality traits
influence the degree of compliance (response rate) with
instructions presented in targeted emails incorporating
each of Cialdini’s principles (Experiment I).

2) Investigate how variations in Al agent personality traits
influence the degree of compliance (response rate) with
instructions presented in targeted emails incorporating
each of Cialdini’s principles (Experiment II).

3) Compare the results of Experiment I and Experiment II.

Procedure 1 (Experiment I) has been conducted in prior
research [1]; therefore, this study implements Procedure 2 (Ex-
periment II). Procedure 2 addresses RQ1 and RQ2, whereas
Procedure 3, which compares Experiment I and Experiment II,
addresses RQ3. In this study, LLM (ChatGPT-40) was used as
the Al agent.

For the experiments, we prepared pseudo-targeted emails,
which are messages that mimic the format of actual targeted
emails used in real attacks (JC3). For each plain email,
we added phrases incorporating the six Cialdini’s principles
(scarcity, reciprocity, authority, consistency, liking, and social
proof) to create Cialdini emails.

These pseudo-targeted emails were presented to human
participants (Experiment I) and to LLM (Experiment II).
Participants were asked to assess their response rate on a 5-
point scale: “l1: Absolutely would not comply,” “2: Would
not comply,” “3: Undecided,” “4: Would comply,” and “5:
Absolutely would comply,” for each email. The relative re-
sponse rate was defined as the response rate for the Cialdini
email minus that for the plain email. Because LLM does not
necessarily produce identical responses to the same prompt,
the response rate survey was conducted three times with
temperature set to 0, and the average value was used as the
Al agent’s response.

III. RESULT
A. Experiment 1

Uehara et al. conducted an experiment with 100 participants
recruited via crowdsourcing, in which the Big Five person-
ality test was administered and participants’ response rates
to pseudo-targeted emails were measured [1]. Data identified
as outliers based on questionnaire response time and relative
responsiveness were excluded, resulting in a final sample of
79 participants.

Statistical analyses confirmed that, for humans, the Cial-
dini phrases “Scarcity,” “Authority,” and “Liking” in targeted
emails significantly increased response rates, regardless of per-
sonality traits. Furthermore, for individuals with high Big Five
Extraversion scores, emails applying the “Authority” principle
were significantly more effective, whereas for those with high
Conscientiousness scores, emails applying the “Consistency”
principle were significantly more effective.

B. Experiment 11

Experiment II replaced the human participants in Exper-
iment I conducted by Uehara et al. with Al agents; thus,
Experiment I was replicated applying LLM as the Al agent.

First, to match the number of participants in Experiment I,
79 sessions of LLM without personality trait tuning were
prepared. Next, for each human participant from Experiment
I, an additional LLM session was created by configuring
it with the same personality traits as that participant, by
incorporating their Big Five trait scores into the system prompt
for LLM, resulting in 79 sessions of LLM with personality trait
tuning [2]. To verify tuning accuracy, personality tests were
administered to the personality-tuned LLMs. For each Big
Five trait, Spearman’s correlation coefficient was calculated
between the n-th participant’s score and the score of the n-
th personality-tuned LLM assigned that participant’s score.
The results showed strong positive correlations for all five
Big Five factors, confirming that each participant’s personality
traits were appropriately reflected in the LLM.

An experiment was then conducted using 79 sessions of
personality-untuned LLMs and 79 sessions of personality-
tuned LLMs, in which LLMs’ response rates to pseudo-
targeted emails were measured. Statistical analyses confirmed
that, for personality-untuned LLMs, the Cialdini phrases
“Scarcity” and “Consistency” in targeted emails significantly
reduced response rates. In contrast, for personality-tuned
LLMs, regardless of the assigned personality trait, the Cialdini
phrases “Reciprocity,” “Authority,” and “Consistency” signif-
icantly increased response rates. Moreover, for personality-
tuned LLMs with high Big Five Agreeableness scores, Cialdini
emails applying the “Authority” and “Liking” principles were
significantly more effective.

IV. ANALYSIS

The results of Procedure 2 (Experiment II) indicate that
Al agents without assigned personality traits tend to be more
cautious toward targeted emails applying Cialdini’s principles
(RQ1). However, when personality traits are tuned, these
agents exhibit reduced wariness toward such emails (RQ2).
The results of Procedure 3 (comparison of Experiment I and II)
indicate that in targeted emails applying Cialdini’s principles,
the principles effective against an Al agent’s personality traits
differ from those effective against human personality traits

(RQ3).
V. CONCLUSION

This study examined the responses of personality-tuned Al
agents to targeted emails applying Cialdini’s principles, reveal-
ing differences in reactions between humans and Al. Future
work will focus on implementing specific countermeasures
against phishing attacks targeting Al agents and assessing their
effectiveness.
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