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Abstract: Wireless security surveillance systems are widely deployed due to their increased affordability. Motion detection is often integrated
into them as the linchpin of the security they provide, detecting when someone is present in its range and then triggering the system to start
recording or notifying the property owner. In this paper, we present PhantomMotion, a new attack framework to fool the motion detection
function of those security systems. It can create fake motion stimuli stealthily by aiming laser beams into the motion detection range, and it
confirms a response to the stimuli via sniffing wireless traffic. PhantomMotion does not require any professional equipment or to perform
physical motion within the monitored area. It consists of a novel hardware platform integrating laser control and WiFi sniffing, and a new
generative mechanism of motion injection. We develop a smartphone app to implement PhantomMotion, validating its efficacy against 18
popular wireless motion-activated security systems. Experimental results show that PhantomMotion can always generate fake motion to
successfully trigger the systems, within an average of 12.8 seconds and via moving the laser spot for a mean distance of 1.1 m. Notably, we
verify that PhantomMotion works from a distance of up to 120 meters.
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Motivation Adversary Model

* Ubiquitous Surveillance: Booming wireless cameras market * Two General Application Domains:
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cameras in Airbnbs, hotels). — security surveillance systems.
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* Our Goal: Trigger wireless security systems remotely without any cameras.
human motion. Typical applications include: » ‘ o ‘ *  WiFi Sniffing: Determine if the
o Remotely triggering cameras to avoid being recorded; A I+ Laser beams camera is activated via wireless
o Harassing or desensitizing users via a “cry wolf” effect; (a) Real motion (b) Phantom motion traffic analysis.

o Rapidly draining device batteries by repeatedly forcing high- Camera Triggered by Phantom Motion. * Line-of-sight: Aim the laser at the
power recording states. target PIR sensor detection zone.

Attack Principle

* Modern Camera Design: PIR-based motion activation mechanism extends battery life PIR Sensor
from hours to months by replacing continuous recording. —-
* PIR Sensor: Passive Infrared (PIR) sensor detects motion by sensing temperature
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System Design
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®: Measure environmental temperature and calculate the required laser heating parameters for specific materials (e.g., wood, bricks).
®: User a laser to scan a path, heat points sequentially. The system correlates laser heating with traffic bursts to confirm successful triggering.

Experimental Evaluation

* Metrics: Success Rate, False Positive (FP) Rate, Operation Time, Scan Distance.
¢ Overall Attack Impact: Achieved 100% success rate for 18 devices (100 trials per device) with O FP (operation time: 8.1-14.7 s; scan distance: 0.8-1.3m).
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Experiment Environment Tested Wireless Security Devices Overall Scan Distance under normal usage after 16.5 hours.
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