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Abstract

Hardware intellectual property (IP) blocks have been subjected to various forms of confidentiality and integrity attacks in
recent years due to the globalization of the semiconductor industry. System-on-chip (SoC) designers are now considering a zero-
trust model for security, where an IP can be attacked at any stage of the manufacturing process for piracy, cloning, overproduction,
or malicious alterations. Hardware redaction has emerged as a promising countermeasure to thwart confidentiality and integrity
attacks by untrusted entities in the globally distributed supply chain. However, existing redaction techniques provide this security
at high overhead costs, making them unsuitable for real-world implementation. In this paper, we propose HIPR, a fine-grain
redaction methodology that is robust, scalable, and incurs significantly lower overhead compared to existing redaction techniques.
HIPR redacts security-critical Boolean and sequential logic from the hardware design, performs interconnect randomization, and
employs multiple overhead optimization steps to reduce overhead costs. We evaluate HIPR on open-source benchmarks and reduce
area overheads by 1 to 2 orders of magnitude compared to state-of-the-art redaction techniques without compromising security.
We also demonstrate that the redaction performed by HIPR is resilient against conventional functional and structural attacks on
hardware IPs. The redacted test IPs used to evaluate HIPR are available at: https://github.com/UF-Nelms-IoT-Git-Projects/HIPR.
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Fig. 1: Various threats to IP confidentiality and integrity encountered in the IC design flow. A/D/P : Area/Delay/Power. 'Units: A (um?),D (ps), P (mW). *RD; : Redacted Design.
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Fig. 2: Overview of Anti-RE solution landscape.
Fig. 7: Impact of overhead optimizations on redaction metrics.
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Fig 9. Heatmaps from LATTE [8] attack under varying seed () values.

Conclusion

HIPR is a novel fine-grain hardware redaction methodology for IP protection that:
&..;. s utilizes custom programmable fabric to implement the redacted logic and employs security-
b owxemy ' | aware overhead optimizations.
t
Fig. 5: Novel security-aware overhead optimizations employed in HIPR [5]. o is robust and scalable, performing hardware redaction at significantly lower overhead costs
than the state-of-the-art.
@ Synopeys EDATool @ Gadence EDA Todls is resilient against conventional functional [6] and structural attacks [7, 8].
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