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Abstract 

Multi-sensor fusion has been widely used by autonomous vehicles (AVs) to integrate the 
perception results from different sensing modalities including LiDAR, camera and radar. 
Despite the rapid development of multi-sensor fusion systems in autonomous driving, their 
vulnerability to malicious attacks have not been well studied. Although some prior works 
have studied the attacks against the perception systems of AVs, they only consider a single 
sensing modality or a camera-LiDAR fusion system, which can not attack the sensor fusion 
system based on LiDAR, camera, and radar. To fill this research gap, in this paper, we 
present the first study on the vulnerability of multi-sensor fusion systems that employ 
LiDAR, camera, and radar. Specifically, we propose a novel attack method that can 
simultaneously attack all three types of sensing modalities using a single type of 
adversarial object. The adversarial object can be easily fabricated at low cost, and the 
proposed attack can be easily performed with high stealthiness and flexibility in practice. 
Extensive experiments based on a real-world AV testbed show that the proposed attack 
can continuously hide a target vehicle from the perception system of a victim AV using only 
two small adversarial objects. 
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Introduction

• Presents the first study on the vulnerability of multi-sensor fusion 
systems that employ LiDAR, camera, and radar in autonomous 
vehicles (AVs). 

• Proposes a novel attack method that can simultaneously attack all 
three types of sensing modalities using a single type of adversarial 
object. 

• The adversarial object can be easily fabricated at low cost. 

• The proposed attack can be easily performed with high stealthiness 
and flexibility.

• Real-world experiments based on an AV testbed demonstrate the 
attack effectiveness and practicality.

Threat Model

• A target vehicle, which could be any random vehicle on the road or 
one owned by the attacker, is in front of the victim AV.

• Attackers can place physical adversarial objects within the driving 
environment.

• The attack goal is to continuously hide the target vehicle from the 
multi-sensor fusion system.

Experimental Results

• Testbed: A Lincoln MKZ AV testbed equipped with camera, LiDAR 
and radar.

• Metrics: Detection recall, percentage of sensory data frames in 
which the target is successfully detected by any of individual sensor.

Method

Develop a new type of compositive adversarial objects that combine 
attack vectors on Camera, LiDAR and Radar perception.
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• Attack LiDAR: Our previous 
study [2] shows that, LiDAR 
perception models can be 
attacked by placing arbitrary 
objects at a few adversarial 
locations.

• Attack Radar: As shown in 
our previous work [3], a 
smooth metal surface placed 
between the victim AV and 
the target can block the 
radar signal to reduce the 
reflected signal amplitude.

• Attack Camera: Camera perception models can be 
attacked by a specific color pattern [1].

• Compositive adversarial 
objects: 
• A piece of cardboard 

covered by a metal foil and 
a color patch.

• Strategically design their 
number sizes, orientations, 
locations, and color 
patterns

• Use optimization to balance 
attack effectiveness and 
cost-efficiency

• Attack setting: Generate adversarial objects and their optimal 
positions using offline simulation. Employ drones to carry the 
adversarial objects.
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