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Abstract—Recently, fuzzing techniques have been leveraged by
malicious attackers to explore zero-day vulnerabilities, posing a
serious security threat. To resolve this, researchers have pro-
posed anti-fuzzing techniques, defensive mechanisms embedded
in publicly distributed binaries. However, previous studies employ
heterogeneous evaluation metrics and experimental setups, which
makes uniform and reproducible evaluation difficult. This re-
search addresses this challenge by proposing AntiBench, a bench-
marking framework that enables quantitative and consistent
evaluation. In AntiBench, we present the systematic classification
of anti-fuzzing techniques and standardized evaluation criteria.
As part of our preliminary evaluation, we implemented several
anti-fuzzing techniques based on our classification method and
demonstrated the effectiveness of our benchmarking design.

I. INTRODUCTION

Fuzzing is a widely adopted technique that automatically
detects vulnerabilities by repeatedly executing a target pro-
gram with randomly generated inputs, and it has contributed
to the discovery of numerous vulnerabilities. However, such
techniques can be misused by malicious attackers to identify
previously unknown vulnerabilities in publicly distributed bi-
naries, posing a serious threat by realizing zero-day attacks.

Recently, to protect software against malicious fuzzing,
researchers have proposed anti-fuzzing as a defensive mecha-
nism. Anti-fuzzing refers to a set of techniques that harness the
operational principles and implementation features of fuzzers
to degrade their vulnerability discovery capabilities.

Despite the growing body of anti-fuzzing research, a uni-
form and reliable evaluation of it remains challenging. This
is because existing studies adopt inconsistent experimental
setups, evaluation metrics, and benchmark targets; thus, we
are unable to evaluate each strategy under uniform criteria or
observe its effect across various settings.

To address these challenges, we propose a systematic classi-
fication of anti-fuzzing techniques and introduce AntiBench, a
benchmarking platform based on this classification. AntiBench
decomposes techniques into core building blocks, which we
refer to as primitives. This modular design enables flexible
composition and comparison among different techniques.

II. BACKGROUND AND MOTIVATION

Anti-fuzzing techniques are designed to degrade fuzzer ef-
fectiveness while minimizing performance overhead for benign
users. Therefore, they must satisfy the following two design
goals: G1, degrading fuzzers’ abilities to discover zero-day
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Fig. 1. Workflow of anti-fuzzing and its defensive role

vulnerabilities, and G2, minimizing runtime overhead during
normal execution.

To achieve these goals, anti-fuzzing techniques must incor-
porate the following two fundamental strategies. The first is the
hindrance strategy, which dictates how the fuzzer’s opera-
tions are hindered. The second is the insertion strategy, which
determines the specific locations within the binary where the
hindrance code snippet is instrumented. The hindrance strategy
primarily contributes to achieving G1, while the insertion
strategy is responsible for G2. These two strategies exist
in an inherent trade-off; prioritizing one often requires a
compromise in the effectiveness of the other.

Hence, evaluating anti-fuzzing techniques requires mea-
suring the degree to which both G1 and G2 are achieved.
However, existing methods lack a standardized benchmark
capable of facilitating such a systematic evaluation. The lack
of consistency in target programs and fuzzers across previous
studies results in their incomparable evaluation results.

Furthermore, previous studies evaluate anti-fuzzing tech-
niques monolithically, in which hindrance and insertion strate-
gies are coupled and assessed together. This coupling obscures
the individual contribution of each strategy and prevents
standardized comparison under unified conditions.

III. ANTIBENCH: BENCHMARKING DESIGN

To address these evaluation challenges, we design An-
tiBench, a benchmarking framework that decomposes anti-
fuzzing techniques into design-level primitives and evaluates
them under unified criteria.
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Fig. 2. Results: trade-off between fuzzer hindrance and runtime overhead

TABLE I
ANTI-FUZZING PRIMITIVES USED IN EVALUATION
Strategy Primitives
Hindrance | BranchTrap (Fuzzification [3]), Delay Sleep (Anti-
Fuzz [2]), Landing Space (No-Fuzz [5]), VALL-NUT
Landing Space [4]
Insertion Random Sampling (Baseline), Cold Path (Fuzzifica-
tion [3]), Error-Handling Path (VALL-NUT [4])

AntiBench systematically classifies anti-fuzzing techniques
along two strategies. The hindrance strategy, which targets
G1, can be categorized into the following two classes. Feed-
back hindrance, which misleads input generation by falsify-
ing feedback information collected by fuzzers, and execution
hindrance, which degrades fuzzer throughput by deliberately
delaying program execution.

The insertion strategies, designed to achieve G2, can be
classified into two main classes. One method is to apply anti-
fuzzing logic to cold paths, which are rarely executed during
normal execution but are frequently exercised by fuzzers. The
other method is to run anti-fuzzing code snippets if and only
if the binary is detected to be run by fuzzers.

Based on this design, AntiBench adopts code coverage as
the evaluation metric for G1 and runtime overhead during
normal execution as the evaluation metric for G2. This en-
ables evaluating G1 and G2 independently, also making their
inherent trade-off measurable.

IV. PRELIMINARY EVALUATION

To validate the soundness of AntiBench, we re-implemented
some existing techniques and conducted a preliminary evalu-
ation based on the following three research questions (RQs).

RQ1 Can AntiBench capture performance variations?

RQ2 Can AntiBench capture trade-off between G1 and G2?
RQ3 Are performance trends of fuzzers reproducible across
target binaries?

In our experiments, we evaluated the anti-fuzzing primitives
cataloged in Table I. These were integrated by combining
selected insertion and hindrance strategies, which were then
applied to the four targets (Figure 2.)

We evaluated each instrumented binary using AFL++ [1] for
a duration of 3 hours. Figure 2 illustrates the evaluation results
based on the metrics defined in Section III. In this figure, the
horizontal axis denotes the runtime overhead during normal
execution, while the vertical axis represents the effectiveness
of the disruption on fuzzers’ coverage discovery capabilities.

RQ1: Cold Path and Error-Handling Path (EHE) strategies
incur 100 to 1000 times less overhead than the Random. This
demonstrates that AntiBench successfully captures the distinct
performance characteristics in different insertion strategies.

RQ2: There is a visible trend from the top-left to the
bottom-right in each plot, indicating a weak negative corre-
lation between fuzzer hindrance and overhead. This verifies
that AntiBench successfully captures the fundamental trade-
off that increased coverage disruption correlates with higher
runtime overhead.

RQ3: The combination of EHE and Landing Space con-
sistently achieves near-optimal performance in jsoncpp.
We also observed similar trends across all other binaries,
validating the reproducibility of our evaluation.

V. CONCLUSION AND FUTURE DIRECTION

We address the lack of standardized evaluation for anti-
fuzzing techniques by introducing AntiBench, a benchmarking
framework based on two design goals of anti-fuzzing. It
enables systematic comparison under unified metrics. Our
preliminary evaluation demonstrates that AntiBench captures
distinct effects of different strategies and validates the effec-
tiveness of our benchmarking methodology.

However, our preliminary evaluation is based on a limited
set of primitives and metrics. To evaluate the impact on fuzzers
more accurately, future work will extend the benchmark to a
broader range of existing techniques and target programs, and
investigate interactions among multiple primitives as well as
the effect of different fuzzer configurations.
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