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Abstract
To prevent malicious Wi-Fi clients from attacking other clients on the same network, vendors have introduced client isolation,

a combination of mechanisms that block direct communication between clients. However, client isolation is not a standardized
feature, making its security guarantees unclear.

In this paper, we undertake a structured security analysis of Wi-Fi client isolation and uncover new classes of attacks that
bypass this protection. We identify several root causes behind these weaknesses. First, Wi-Fi keys that protect broadcast frames
are improperly managed and can be abused to bypass client isolation. Second, isolation is often only enforced at the MAC or IP
layer, but not both. Third, weak synchronization of a client’s identity across the network stack allows one to bypass Wi-Fi client
isolation at the network layer instead, enabling the interception of uplink and downlink traffic of other clients as well as internal
backend devices. Every tested router and network was vulnerable to at least one attack. More broadly, the lack of standardization
leads to inconsistent, ad hoc, and often incomplete implementations of isolation across vendors.

Building on these insights, we design and evaluate end-to-end attacks that enable full machine-in-the-middle capabilities in
modern Wi-Fi networks. Although client isolation effectively mitigates legacy attacks like ARP spoofing, which has long been
considered the only universal method for achieving machine-in-the-middle positioning in local area networks, our attack introduces
a general and practical alternative that restores this capability, even in the presence of client isolation.

I. MAIN CONTENT

This work [1] was recently accepted to The Network and Distributed System Security (NDSS) Symposium 2026 and the
assigned DOI is: https://dx.doi.org/10.14722/ndss.2026.241282. The original abstract and author list are shown above.
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Impact

Evaluation Results

• Client isolation is a widely deployed defense in Wi-Fi networks to block direct communication between clients.
• We examine the robustness of client isolation mechanisms against insider adversaries across encryption, switching, 

and routing layers.
• We aim to determine whether Wi-Fi networks remain vulnerable to machine-in-the-middle attacks despite client 

isolation, given its ad hoc and non-standardized implementations. 
• Yes, your Wi-Fi and OS are affected too!

Threat Modeling
• Attacker as an authenticated Wi-Fi client who aims to

bypass client isolation to intercept or inject traffic.
• Attacker that transmits and receives wireless frames over-

the-air, possibly across multiple channels with multiple
NICs.

• Attacker that controls an Internet server to accept exfiltrated
traffic or facilitate higher-layer attacks.

• We analyze packet forwarding behaviors across 
Wi-Fi encryption, switching, and routing layers.

• We test commodity routers, open-source firmware, 
and enterprise APs with client isolation enabled.

• We perform controlled lab experiments and in-the-
wild measurements on university networks.

• All tested routers and networks were vulnerable 
to at least one client isolation bypass.

• Even WPA2/3-Enterprise and university
deployments leaked traffic.

Attack Techniques Developed
• Port Stealing ①
• Gateway Bouncing ②
• Rogue AP, Machine-on-the-side
• Abusing GTK
• Broadcast Reflection
• Server/Client-triggered Port Restoration
• Inter-NIC Relaying

∗University of California, Riverside        †DistriNet, KU Leuven

Future Work

• Design mitigations that tightly bind Wi-Fi identities
(MAC, IP, keys) across layers.

• Discover more building blocks for MitM attacks.
• Track and follow up on vendor mitigations.

Port Stealing ① exploits switching on APs

Gateway Bouncing ② exploits IP routing to inject 
packets.

Cross-AP MitM attacks are practical


