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● Can be anyone

● Can verify anytime

● Typically, one prover
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Background

Multi-party

computation

Secrets are not leaked if:

● Assume there are n - t good guys

● n - t is at least 1 (e.g., GMW)

Output is correct if additionally:

● The protocol is malicious secure
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Output is correct if additionally:

● The protocol is malicious secure
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Who can trust this conclusion?

Party 0 Party 1 Party 2 Other people



  

Background

Who can trust this conclusion?

Party 0 Party 1 Party 2

Output is correct

Other people

Malicious secure protocol

Non-interactive ZK proof



  

Background

Provers Verifier

Output

Proof

A super secret input

Output
Program

A super secret input

A super secret input

● Multiple provers

● No prover knows all secrets

● Collude if faking the output is 

possible; protect secrets otherwise

PA-MPC:

Public auditable MPC

● Can be anyone

● Can verify anytime

● Do not have the n - t 

assumption
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Background

Provers Verifier
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Public auditable MPC
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possible; protect secrets otherwise
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● Can verify anytime

● Do not have the n - t 
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The current status

PA-MPC:

Public auditable MPC

Collaborative zkSNARKs [1]

Partially

implements

[1] Ozdemir, Alex, and Dan Boneh. "Experimenting with collaborative zk-SNARKs: Zero-Knowledge proofs for distributed secrets." 31st USENIX Security 
Symposium (USENIX Security 22). 2022.



  

But there is a pattern mismatch

PA-MPC:

Public auditable MPC

Collaborative zkSNARKs [1]

Partially

implements

[1] Ozdemir, Alex, and Dan Boneh. "Experimenting with collaborative zk-SNARKs: Zero-Knowledge proofs for distributed secrets." 31st USENIX Security 
Symposium (USENIX Security 22). 2022.

y1 , y2 , ... , yn=f (x1 , x2 , ... , xn)

(x ,w1 ,w2 , ... ,wn)∈R
x: instance (public)
w: witness (private)

x: input (private)
y: output (public)

Computation pattern

Constraint pattern



  

But there is a pattern mismatch

PA-MPC:

Public auditable MPC

Collaborative zkSNARKs [1]

Partially

implements

[1] Ozdemir, Alex, and Dan Boneh. "Experimenting with collaborative zk-SNARKs: Zero-Knowledge proofs for distributed secrets." 31st USENIX Security 
Symposium (USENIX Security 22). 2022.

y1 , y2 , ... , yn=f (x1 , x2 , ... , xn)

(x ,w1 ,w2 , ... ,wn)∈R
x: instance (public)
w: witness (private)

x: input (private)
y: output (public)

Computation pattern

Constraint pattern

F: linear and
non-linear 

computations 

a⋅b=c
c+d=e

R: + and ·

∈𝔽pElements



  

Map the MPC computations with ZKP?

PA-MPC:

Public auditable MPC

Collaborative zkSNARKs [1]

Partially

implements

[1] Ozdemir, Alex, and Dan Boneh. "Experimenting with collaborative zk-SNARKs: Zero-Knowledge proofs for distributed secrets." 31st USENIX Security 
Symposium (USENIX Security 22). 2022.

y1 , y2 , ... , yn=f (x1 , x2 , ... , xn)

(x ,w1 ,w2 , ... ,wn)∈R
x: instance (public)
w: witness (private)

x: input (private)
y: output (public)

Computation pattern

Constraint pattern

F: linear and
non-linear 

computations 

a⋅b=c
c+d=e

R: + and ·

If a compiler exists [1]



  

Not that easy...

[1] Ozdemir, Alex, and Dan Boneh. "Experimenting with collaborative zk-SNARKs: Zero-Knowledge proofs for distributed secrets." 31st USENIX Security 
Symposium (USENIX Security 22). 2022.

y1 , y2 , ... , yn=f (x1 , x2 , ... , xn)

(x ,w1 ,w2 , ... ,wn)∈R
x: instance (public)
w: witness (private)

x: input (private)
y: output (public)

Computation pattern

Constraint pattern

F: linear and
non-linear 

computations 

a⋅b=c
c+d=e

R: + and ·

If a compiler exists [1]

Is it a pure
engineering problem? 



  

Analyze the most frequently used computations

Some computations can’t be

directly expressed as + and ·



  

How to utilize non-linear MPC to build constraint?

● We need an MPC protocol designs in 𝔽p

● Supports linear and non-linear computations

● And outputs all values needed to build a ZKP constraint

MPC made for ZKP



  

Secure comparison

c = (a < b ? 1 : 0)

What we would do in a pure MPC? [1]

1. compute d = a – b and preserve the overflow

2. extract the underflow bit of d

0b00010
－ 0b00111--------------0b11011

Example:

ℤ2l+1We compute in

and extract the first bit

Data∈[0 ,2l−1](l=4)

This method does not hold in ZKP

[1] Damgård, Ivan, et al. "New primitives for actively-secure MPC over rings with applications to private machine learning." 2019 IEEE Symposium on 
Security and Privacy (SP). IEEE, 2019. 



  

Secure comparison

c = (a < b ? 1 : 0) 0b00010
－ 0b00111--------------0b11011

Example:

ℤ2l+1We compute in

and extract the first bit

Data∈[0 ,2l−1](l=4)

This method does not hold in ZKP because

, not in field1. underflow bit <==> a < b only holds in ring ℤ2l
2. we can only build + and · constraints in field

𝔽p𝔽p , so can’t ensure d = a – b holds in a ring

3. we can’t build a constraint of “c is the first bit of d” without knowing the whole bit sequence

What we would do in a pure MPC? [1]

1. compute d = a – b and preserve the overflow

2. extract the underflow bit of d



  

Secure comparison from bit decomposition

c = (a < b ? 1 : 0)

To enforce a valid ZKP constraint, the MPC protocol must

1. Extract all bits of a in field 𝔽p
𝔽p

2. Extract all bits of b in field

3. Compare the bit sequences by 

simulating boolean operations in field

𝔽p Constraints:
a=∑

i=0

l−1

ai⋅2
i

in 𝔽p
{ai }<{pi }

Constraints: + and · 

AND (x, y) = x · y

NOT (x) = 1 – x

XOR (x, y) = x + y – 2·x·y

OR(x, y) = x + y – x·y

∑
i=0

l−1

ai⋅2
i< p in integer

in bit sequences



  

Secure comparison from bit decomposition

Extract (decompose) all bits in field 𝔽p
● MP-SPDZ [1]: support MPC in finite field but only if data bit length 

This means extract l bits where l< log2 p does not hold (l=⌈ log2 p ⌉> log2 p)

⩽⌈ log2 p ⌉−2

● edaBit [2]: yes as long as the bit length < log2 p

[1] Keller, Marcel. "MP-SPDZ: A versatile framework for multi-party computation." Proceedings of the 2020 ACM SIGSAC conference on computer and 
communications security. 2020.
[2] Escudero, Daniel, et al. "Improved primitives for MPC over mixed arithmetic-binary circuits." Annual international cryptology conference. Cham: Springer 
International Publishing, 2020.

to avoid overflow



  

Secure comparison from bit decomposition

Extract (decompose) all bits in field 𝔽p
● MP-SPDZ [1]: support MPC in finite field but only if data bit length 

This means extract l bits where l< log2 p does not hold (l=⌈ log2 p ⌉> log2 p)

⩽⌈ log2 p ⌉−2

● edaBit [2]: yes as long as the bit length < log2 p

● Ours: an improved version from [3] 

● [3]: yes

[3] Damgård, Ivan, et al. "Unconditionally secure constant-rounds multi-party computation for equality, comparison, bits and exponentiation." Theory of 
Cryptography Conference. Berlin, Heidelberg: Springer Berlin Heidelberg, 2006.

to avoid overflow



  

Equality test
c = (a == b ? 1 : 0)

MPC equality test in field: 

d=a−b

e=d p−2

c=d⋅e

we will get e=0 if d=0

But how to build the constraint?

r=(a−b)−1 a=bif

a random non-zero otherwise

[1] Delpech de Saint Guilhem, Cyprien, et al. "Efficient proof of RAM programs from any public-coin zero-knowledge system." International Conference on 
Security and Cryptography for Networks. Cham: Springer International Publishing, 2022.

● [1]: prepare 



  

Equality test

d=a−b

e=d p−2

c=d⋅e

we will get e=0 if d=0

But how to build the constraint?

[2] iden3. circomlib: Library of basic circuits for circom. https://github. com/iden3/circomlib

● Ours: c⋅(c⋅d−1)=0

d⋅(c⋅d−1)=0and

● [2]: c+d⋅e−1=0 c⋅d=0and

c = (a == b ? 1 : 0)

MPC equality test in field: 

● [1]: prepare r=(a−b)−1 a=bif

a random non-zero otherwise



  

Build a unified representation for MPC and ZKP

● It is nearly infeasible to write an MPC program and a ZKP constraint, followed by 

manually mapping them



  

Build a unified representation for MPC and ZKP

● It is nearly infeasible to write an MPC program and a ZKP constraint, followed by 

manually mapping them

● We define a new kind of circuit, CompatCircuit

● It represents the computation and constraint once

● It looks similar to the arithmetic circuit but contains non-linear operations

● And compatible with both MPC and ZKP purposeab-1 cd ed fInvOr0 ·+·
d (d⋅e−1)=0& e (d⋅e−1)=0

Private variable

Public variable

MPC protocol

ZKP constraintg g1Bits g2 g3 ... gl
g=∑ gi⋅2

i& {ai }<{pi }



  

Build a unified representation for MPC and ZKP

Other computation-constraints

are directly composable

from 4 CompatCircuit primitives



  

Build a RAM using CompatCircuit

Provers Verifier

Output

Proof

A super secret input

Output
RAM

ProgramA super secret input

A super secret input

Ours: VDORAM

● vRAM (zkVM): 

public verifiability 

● DORAM (RAM-MPC): 

distributed obliviousness

Note: We assume M = Machine in RAM. 
There are also some works named DORAM focusing on M = Memory. 



  

The VDORAM architecture

Registers

Code Segment

PrivateInput, R0

PrivateInput, R1

LessThan, R2, R0, R1

PublicOutput, R2

Input Shares

Private 
Input 0

Provers

Private 
Input 1

Prover 
A

Prover 
B

Instruction
Fetch

Memory
Fetch

Instruction Execution

Trace Sort and Verification

Memory 
Trace Table

IO Buffer

Circuits as CompatCircuit States

● Circuits are implemented as CompatCircuit

● Allows programmers write a MPC + ZKP program

using a register-based instruction set architecture



  

The VDORAM workflow

Code Segment

Program Counter
Instruction 

Fetch Current Instruction

Is Halt/IO Operation

Memory Trace Table
Memory 

Fetch

Memory Address 
Register Memory Value

Instruction 
Execution

General-Purpose 
Registers

Timestamp

Current Instruction

Public Input *

Private Input *

General-Purpose 
Registers

Program Counter

Memory Trace

Public Output *

Private Output *

* Only if operation type matches.
Halt?

Memory Trace Sort 
and Verification

Generate 
R1CS Inputs

Start

Generate 
zkSNARK Proofs End

NoYes

Private VariablePublic VariableProcedure
Procedure with inputs/outputs

● Provers run VDORAM blindly like a 

DORAM (RAM-MPC)

● Provers generate the memory integrity 

proof like a vRAM (zkVM)

Oblivious ArrayInstruction 
Execution

Push

Oblivious Array

Order by

Oblivious Sort Permutation Proof

Adjacent Check
(addr , t , op , val)

SELECT val WHERE 
addr = addrquery

ORDER BY t  DESC
LIMIT 1

(addr , t )

M M '

Memory integrity VDORAM workflow



  

Implementation

● C#, .NET 8. ~ 15,000 lines of codes

● Also integrates collaborative-zksnarks project

● https://github.com/BDS-SDU/vdoram-artifacts

VDORAM layer

CompatCircuit 
design layer

CompatCircuit 
execution layer

VDORAM screenshotCompatCircuit design layer

https://github.com/BDS-SDU/vdoram-artifacts


  

Evaluation
● Denote m parties. Run experiments in a server with 4m CPU cores, 4m 

GB RAM, 20m GB of SSD. Local network.

Sorting the memory trace costs the most The total time cost remains moderate
when party count grows



  

Evaluation

VDORAM running example programs

VDORAM achieves V+DO



  

Evaluation

VDORAM running example programs

VDORAM achieves V+DO

VDORAM is the slowest RAM

(You are allowed to laugh here)



  

Conclusion
● Some applications need verifiability and confidentially among multi users

● MPC made for ZKP constraints

● CompatCircuit: combine MPC with ZKP. Unified representation.

● VDORAM: a vRAM (zkVM) and a DORAM (RAM-MPC)

● Future work: 

– Performance optimization in time cost

– Performance optimization in networking

– Proof compression

– Real-world applications based on CompatCircuit / VDORAM



  

Thank you!

Huayi Qi
Shandong University

Tsinghua University

qi@huayi.email

● Questions and Comments?


