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BGP in Today’s Internet

• The foundational routing protocol maintaining global Internet connectivity.

• Over 960k interdomain routes in operation, supporting more than 75k ASes.

4

Rapid Growth of the BGP Table

Source: BGP Reports

Vast Applications and Services over BGP

Source: Elizaveta Lebedeva

https://bgp.potaroo.net/
https://elizavetalebedeva.com/tag/network-evolution/


BGP Hijacking and RPKI/ROV

• BGP does not guarantee prefix-origin authenticity.

…… RPKI/ROV does, in an incremental manner.
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Case Study: Hijacking on 203.127.225.0/24 
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AS37100
SEACOM Ltd., MU

AS6762
TISparkle, IT

AS7473
SingTel, SG

AS3758
SingNet Pte Ltd., SG

AS15412
FLAG Telecom, UK

AS4775
Globe Telecoms, PH

AS17894
Innove Comm., PH

To 203.127.0.0/16

To 203.127.225.0/24

ROV

Target

Hijacker?

RPKI: valid

IRR: match

RPKI: invalid

IRR: conflict

* First observed: 2023-10-01  Last observed: 2025-04-24
* While in the form of BGP hijacking, this case is very likely to be caused by misconfiguration; we awaiting response from relevant operators.

• AS17894 mis-announces a /24 without RPKI or IRR authorization, while AS3758 is the legitimate origin.

• ROV-enabled AS37100 discards the invalid route, and thus has the legitimate /16 route only.

• Consequently, just by looking the routing table, AS37100 (and its customers) remains unaware of the

ongoing hijacking, and tends to believe their traffic be forwarded correctly.

• However, legacy AS6762 accepts the illegitimate route, actually forwarding /24 traffic to AS17894.



Evidence from AS37100’s Looking Glass
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Command: show ip bgp 203.127.0.0/16

Command: show ip bgp 203.127.225.0/24

* All commands were performed on “lg-01-ams.nl” on Feb 10, 2025.

Command: traceroute ip 203.127.225.1



Command: show ip bgp 203.127.0.0/16

Command: show ip bgp 203.127.225.0/24

Command: traceroute ip 203.127.225.1

Evidence from AS37100’s Looking Glass

20* All commands were performed on “lg-01-ams.nl” on Feb 10, 2025.

legitimate origin

illegitimate route invisible

traffic is actually hijacked

Traffic to 203.127.225.0/24 is hijacked, but the 
misbehavior is invisible from AS37100’s routing table



What Remains Alarming in this Case? 
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AS37100
SEACOM Ltd., MU

AS6762
TISparkle, IT

AS7473
SingTel, SG

AS3758
SingNet Pte Ltd., SG

AS15412
FLAG Telecom, UK

AS4775
Globe Telecoms, PH

AS17894
Innove Comm., PH

To 203.127.0.0/16

To 203.127.225.0/24

ROV

Target

Hijacker?

RPKI: valid

IRR: match

RPKI: invalid

IRR: conflict

* First observed: 2023-10-01  Last observed: 2025-04-24
* While in the form of BGP hijacking, this case is very likely to be caused by misconfiguration; we awaiting response from relevant operators.

BGP hijacking (intentional or not) still succeeds, and becomes less spotted 
(stealthier), due to the incomplete ROV deployment in the current Internet.
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RPKI/ROV in Today’s Internet

• ROAs have covered 55.9% IPv4 prefixes and 56.9% IPv6 prefixes*

• Yet ROV deployment is presumably limited

23* Source: https://rpki-monitor.antd.nist.gov/ROV (2025/4/27)

APNIC RoVista Cloudflare

https://rpki-monitor.antd.nist.gov/ROV
https://rpki-monitor.antd.nist.gov/ROV
https://rpki-monitor.antd.nist.gov/ROV
https://stats.labs.apnic.net/rpki
https://rovista.netsecurelab.org/
https://isbgpsafeyet.com/


BGP Hijacking Under Partial ROV deployment
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Hijacked traffic

Protected traffic

malicious ann. benign ann.

Hijacked

Protected

Protected

or Hijacked?

* This is the general topology structure that illustrates how BGP hijacking can succeed despite partial ROV deployment. It does not reflect 
the whole Inter-AS topology, but only the part that makes the stealthy hijacking scenario possible.

multi-hop one-hop



AS A’s Perspective
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B C

E

A

D

F G

ROV

ROV

Hijacker

Target

Expected traffic propagation

Hijacker invisible (not reachable)

• The hijacker is invisible to AS A on the control plane, due to the ROV filtering of AS B

• AS A would expect its traffic safely forwarded along the correct path (green)



Global Perspective
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ROV

ROV

Hijacker

Target

Actual traffic propagation

(as expected)

Actual traffic propagation (hijacked)

AS C diverts traffic 

to the hijacker

• AS C, however, is not protected by ROV, and diverts traffic to the hijacker, as long as it accepts the prefix 

(either the target prefix or a subprefix of it) announced by the hijacker.

• AS A falls victim to hijacking unknowingly. 



Stealthy Hijacking: An Unexpected Downside of ROV
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Stealthy hijacking can evade all self-operated control-plane detections.
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Stealthy Hijacking in the Wild
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Data Sources

• Routing data: Daily RIB from RouteViews collectors (route-views2, amsix, wide) since Jan 1, 2025.

• Prefix-origin legitimacy: RIPE NCC’s RPKI archives, RADb IRR database, the 5 RIRs’ WHOIS.

• Behaviors: CAIDA’s AS Relationship and Organization data, IANA’s ASN allocation status.

Results (first two months)

• 1,394 observations
• 18-29 per day, 0-5 newly discovered daily

• 110 unique incidents
• 69.1% last within 7 days, 12.7% over 30 days
• 67 linked to poor route engineering
• 91 involving sub-prefix hijacking
• 22 directly observed from vantage points 

• Impact:
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Number of VPs observing each incident

• Most incidents are seen by three or fewer VPs, with over 40% visible to only one VP.

Incident visibility w/ random VP removal

• Removing 20 VPs: 22% average drop in observable incidents, and up to 55% drop in the worst case.
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Number of VPs observing each incident

• Most incidents are seen by three or fewer VPs, with over 40% visible to only one VP.

Incident visibility w/ random VP removal

• Removing 20 VPs: 22% average drop in observable incidents, and up to 55% drop in the worst case.

Takeaway#0 Stealthy hijacking in the wild is mostly short-lived and targets sub-
prefixes, with new cases emerging almost daily and some persisting long-term, likely
due to overlooked misconfigurations. Its exposure is sensitive to vantage points.



Public Monitoring Service
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* Daily analysis results since 2025-01-01

Our website to publish stealthy hijacking 
incidents in the wild:
https://yhchen.cn/stealthy-bgp-hijacking/
• Set up search options and date range
• Search your interested ASN/prefix/organization
• Review the results and feedback
• Beta feature: GPT analysis with routing knowledge 

augmentation

https://yhchen.cn/stealthy-bgp-hijacking/
https://yhchen.cn/stealthy-bgp-hijacking/
https://yhchen.cn/stealthy-bgp-hijacking/
https://yhchen.cn/stealthy-bgp-hijacking/
https://yhchen.cn/stealthy-bgp-hijacking/
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Why Analytical Risk Assessment?

40

Questions unanswered:

The prevalence, extent, distribution, 

influencing factors, etc. of the risk 

within our real-world Internet.

Is it possible to comprehensively assess the stealthy hijacking 

risk introduced by the current ROV deployment?

Challenges: Criteria to identify risk? Knowledge of routes?

Measurement of ROV deployment? ......

• Use CAIDA AS relationships to reconstruct Internet topology
• Use APNIC, RoVista, Cloudflare measurement to gain ROV

deployment status
• Perform BGP route inference on the topology and generate

all Internet-scale routes
• Thoroughly analyze all possible “victim-target-hijacker” 3-

tuple to determine those at risk of stealthy BGP hijacking.



Results: Overall Risk Level
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Stealthy Hijacking Sub-Prefix Exact-Prefix

w/ ROV 0.141 0.002

w/o ROV 0.000 0.000

Direct Hijacking Sub-Prefix Exact-Prefix

w/ ROV 0.419 0.106

w/o ROV 0.986 0.354

▲0.141 ▲0.002

▼0.567 ▼0.248

Takeaway#1While effectively mitigating direct hijacking risk, the current partial ROV deployment
significantly amplifies stealthy hijacking risk from 0 to a 14.1% overall success probability. This
risk arises solely due to ROV deployment.



Results: Risk Evolution Pattern

Takeaway#7 Stealthy BGP hijacking risk initially rises as ROV deployment increases but eventually
declines once deployment exceeds a threshold, i.e., a “rise-then-decline” pattern. Current data
suggest we may now be entering the declining phase.

42

“rise-then-fall” pattern negligible risk
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Discussions & Future Work

Limitations of the approach

• Not including complex routing policies for now

• False positives due to route filtering (not so much)

Operational insights

• For network operators: stay alert about discarded routes

• Route collector platforms and probing facilities help a lot

• Docs & community: IETF drafts, RFC work, and open discussions

Risk countermeasures

• Keep increasing RPKI/ROV deployment (according to Takeaway#2)

• Co-analyzing routing data from multiple VP to identify inconsistencies

• Collaboration among ROV-enabled ASes to share threat information

• Select routes without ASes that appear on the dropped invalid routes

44



Summary

45

Motivation: a real-world case Approach: empirical + analytical

Evaluation: eight takeaways Discussion: limitations & future work

Case Study: Hijacking on 203.127.225.0/24 Stealthy Hijacking in the Wild

Results: Overall Risk Level Discussions  Future Work



Thank you!

Q&A
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Key Takeaways

• Partial ROV deployment introduces stealthy hijacking risks to the current Internet.

• Risk assessment is viable based on complete knowledge of routes and ROV deployment.

• We seek insights from both real-world observations and analytical analysis.

• A 14.1% success rate of stealthy hijacking is introduced by the current ROV deployment.

Contact: yh-chen21@mails.tsinghua.edu.cn (Yihao Chen)

Online Service: https://yhchen.cn/stealthy-bgp-hijacking

BGP Simulator: https://github.com/yhchen-tsinghua/matrix-bgpsim

Artifact: https://github.com/yhchen-tsinghua/stealthy-bgp-hijacking

mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
mailto:yh-chen21@mails.tsinghua.edu.cn
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://yhchen.cn/stealthy-bgp-hijacking
https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/matrix-bgpsim
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https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/matrix-bgpsim
https://github.com/yhchen-tsinghua/stealthy-bgp-hijacking
https://github.com/yhchen-tsinghua/stealthy-bgp-hijacking
https://github.com/yhchen-tsinghua/stealthy-bgp-hijacking
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Appendix: Intent behind the Example Incident?
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The incident is likely caused by benign misconfiguration, given that:

1. AS17894’s parent organization, Innove Communications, is a subsidiary of Globe Telecom

2. AS3758’s parent organization, SingNet, is operated by SingTel

3. SingTel is the principal shareholder of Globe Telecom

We informed Global Telecom about the incident and received promise to investigate.

Wikipedia snippet of “SingTel” Wikipedia snippet of “Globe Telecom”



Appendix: Heuristics for Stealthy Hijacking Discovery
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Data Sources

• Routing data: Daily RIB from RouteViews collectors (route-views2, amsix, wide) since Jan 1, 2025.

• Prefix-origin legitimacy: RIPE NCC’s RPKI archives, RADb IRR database, the 5 RIRs’ WHOIS.

• Tagging: CAIDA’s AS Relationship and Organization data, IANA’s ASN allocation status.

Heuristics

• Given two routes 𝑝1: 𝑉1⋯(𝑀1)⋯𝑂1 and 𝑝2: 𝑉2⋯(𝑀2)⋯𝑂2, examine the following conditions:

a) Conflict: 𝑝2 equals or is a sub-prefix of 𝑝1, and 𝑂2 ≠ 𝑂1.

b) Unauthorized: 𝑝2/𝑂2 is RPKI-invalid, IRR-conflicting, and WHOIS-mismatching, while 𝑝1/𝑂1 is all good.

c) Stealthiness: 𝑉1 has no route to 𝑝2 originated by 𝑂2.

d) Risk-critical AS: There exist 𝑀1 and 𝑀2, with 𝑀1 = 𝑀2.

e) Risk-critical VP: There exists 𝑀1, such that 𝑀1 = 𝑉2.

• Loose Heuristics: conditions (a)-(d) hold.

• Strict Heuristics: conditions (a)-(c) and (e) hold.

Tags

• Incidents w/o any signs of route engineering is risky

• Otherwise, it is considered benign misconfiguration the route notation. 



Appendix: Analytical Risk Assessment Workflow
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Appendix: Gap in Existing Studies

• ROV++  [Morillo et al, NDSS’21]

➢Assume unrealistic ROV deployment for experiments.

➢Evaluate with limited stealthy hijacking samples.

➢Present overall hijacking rate only.
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Is it possible to comprehensively evaluate the stealthy hijacking 

risk introduced by the current ROV deployment?

Questions unanswered:

The prevalence, extent, distribution, 

influencing factors, etc. of the risk 

within our real-world Internet.

Challenges: Criteria to identify risk? Knowledge of routes?

Measurement of ROV deployment? ......



Appendix: Aggregated Risk Level
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Takeaway#2 Targeted stealthy hijacking achieves
near-certain success on specific AS pairs (up to
99.5%), while non-targeted stealthy hijacking
distributes risk more evenly across Ases (with a
maximum of 23.6%). In contrast, direct hijacking
does not exhibit these patterns.



Appendix: Risk Distribution
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Takeaway#3 While stealthy hijacking risk mostly
opposes the overall risk trend across ASes, its
diminishing gain is eventually suppressed as ROV’s
restrictions on attackers prevail.

Takeaway#4 ASes most effective in launching stealthy
hijacking concentrate in Europe, South America, and
North America; victim-prone ASes are primarily in
North America; and target-prone ASes are mainly in
South America and South Asia.

* By statistical role-country correlation, rather than actual or intentional behavior of any country.



Appendix: Influencing Factors
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Takeaway#5 Cumulative statistics of AS hegemony
show the strongest quadratic correlation with stealthy
hijacking risk, making them powerful indicators for
predicting risk levels.

Takeaway#6 A small fraction of risk-critical and ROV-
enabled ASes account for the majority of stealthy
hijacking risk, calling for focused risk mitigation efforts
on these key ASes.



Appendix: Performance Evaluation
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Accuracy

• How analytical risk assessment results align with

real-world stealthy hijacking incidents, over varying

ROV filtering thresholds.

Input Ablation

• Accuracy after removing any ROV input source.

Robustness

• Resistance against random mislabels in ROV input.


