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Static Malware Classification with ML

Handcrafted Feature Sets
• API Imports, Entropy, etc. 
• Ex: EMBER, DREBIN

Raw Byte/Binary 
• 256 bytes
• Ex: MalConv, AvastConv
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Static Malware Classification with ML

Handcrafted Feature Sets Raw Byte/Binary

Industry Standard
• Pros: Accurate & Efficient
• Cons: Human Involved

Intriguing to Researchers
• Pros: Fully End-to-End
• Cons: Less Performant
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Meanwhile in Deep Learning

Foundation Models have transformed society 
without extensive handcrafted feature sets. 5
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Meanwhile in Deep Learning

Question: Can we make foundation model for malware?

Foundation Models have transformed society 
without extensive handcrafted feature sets. 7
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Data
Beyond raw bytes?

Model
Long sequences with big models?

Pretraining
Learning from unlabeled PEs?

Finetuning
Practical malware analysis?

Towards Large Malware Language Models
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Objective: represent a PE binary in its totality w/o information loss
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Data: Beyond Raw Bytes

Objective: represent a PE binary in its totality w/o information loss
Challenge: PE binaries are too long for LLM-style backbones
Proposal: extract executable code and tokenize to reduce lengths

EXEcutable bytes DISassembly DECompilation

BYTes/ASCII Byte-pair Encoding Unigram Tokenizer
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Data: Beyond Raw Bytes

Objective: represent a PE binary in its totality w/o information loss
Challenge: PE binaries are too long for LLM-style backbones
Proposal: extract executable code and tokenize to reduce lengths

EXEcutable bytes DISassembly DECompilation

BYTes/ASCII Byte-pair Encoding Unigram Tokenizer

RAW binary (baseline)
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Data: Beyond Raw Bytes

Objective: represent a PE binary in its totality w/o information loss
Challenge: PE binaries are too long for LLM-style backbones
Proposal: extract code and tokenize to reduce lengths
Finding: tokenized code reps are feasible for LMLM training
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Objective: train a large fully selective network on malware reps
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Model: Designing an LMLM

Objective: train a large fully selective network on malware reps
Challenge: tokenized code reps are too long for standard LLM
Proposal: design a network for long-sequence training

Alam et al. “HRRFormer” ICML 2024. Gu & Dao “Mamba” COLM 2024.

Architectures:
• HRRFormer (Linear Transformer)
• Mamba (Modern RNN)

Memory Analysis:
16𝐶1𝐿𝐻

2 + 𝐶2 𝐿𝑇𝐻
𝑇 ≫ 𝐻 ≫ 𝐿
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Model: Designing an LMLM

Objective: train a large fully selective network on malware reps
Challenge: tokenized code reps are too long for standard LLM
Proposal: design a network for long-sequence training
Finding: LMLMs should be deeper and narrower than LLMs

Memory Analysis:
16𝐶1𝐿𝐻

2 + 𝐶2 𝐿𝑇𝐻
𝑇 ≫ 𝐻 ≫ 𝐿
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Pretraining: Learning from Unlabeled Data

Objective: leverage vast quantities of unlabeled software
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Pretraining: Learning from Unlabeled Data

Supervised Learning:
• Labeled Data (Good/Bad)
• Train to Classify Good/Bad

Semi-Supervised Learning:
• Unlabeled Data
• Train Model to Reconstruct

Objective: leverage vast quantities of unlabeled software
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Semi-Supervised Learning:
• Unlabeled Data
• Train Model to Reconstruct

Objective: leverage vast quantities of unlabeled software
Challenge: relatively unexplored in malware domain
Proposal: compare common language modeling strategies

Masked Language Modeling (MLM)
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Pretraining: Learning from Unlabeled Data

Semi-Supervised Learning:
• Unlabeled Data
• Train Model to Reconstruct

Objective: leverage vast quantities of unlabeled software
Challenge: relatively unexplored in malware domain
Proposal: compare common language modeling strategies

Masked Language Modeling (MLM)

Causal Language Modeling (CLM)
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Pretraining: Learning from Unlabeled Data

Objective: leverage vast quantities of unlabeled software
Challenge: relatively unexplored in malware domain
Proposal: compare common language modeling strategies

33

III



Pretraining: Learning from Unlabeled Data

Objective: leverage vast quantities of unlabeled software
Challenge: relatively unexplored in malware domain
Proposal: compare common language modeling strategies
Finding: Mamba (RNN++) worked better than HRRFormer (Transformer)
Finding: High-level code was easier to model than low-level code
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems

pretrained LMLM

Layer 1

Layer 2

…

Layer N

Head

Embedding

finetuning
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pretrained LMLM

Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
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Embedding
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Embedding

replace output layer
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
Challenge: relatively unexplored in malware domain
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
Challenge: relatively unexplored in malware domain
Proposal: assess performance of (pretrained) LMLM across three tasks

Malware DETection
• Is it malware?
• Binary classification

malware
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
Challenge: relatively unexplored in malware domain
Proposal: assess performance of (pretrained) LMLM across three tasks

Malware DETection
• Is it malware?
• Binary classification

dropper
password stealer
packed

FAMily Classification
• Which family is it?
• Multiclass classification

BEHavioral Tagging
• What does it do?
• Multilabel classification
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
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Proposal: assess performance of (pretrained) LMLM across three tasks
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Finetuning: Practical Malware Analysis

Objective: apply LMLM to useful malware classification problems 
Challenge: relatively unexplored in malware domain
Proposal: assess performance of (pretrained) LMLM across three tasks
Finding: macro-average analysis points to decompiled input, Mamba, 
bidirectionality, and pretraining as being the most effective strategies
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Conclusion

What we did: 
Investigate the feasibility of training Large Malware Language 
Models – the malware analogue to Large Language Models
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Conclusion

What we did: 
Investigate the feasibility of training Large Malware Language 
Models – the malware analogue to Large Language Models 
What we found:
LLM techniques can be adapted, with care, to the malware domain, 
and can improve performance on practical malware analysis tasks
What remains:
Deeper investigation into (un)packing, robustnessness, and 
resistance to concept drift. 
Applications to adversarial examples?
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Questions?
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