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1. Introduction
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2. Background

LLM Generation Process

Taxonomy of LLM Watermark
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2. Background
--- Injecting LLM Watermark

Input 5 Logits for each token in vocabular
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2. Background

--- Detecting LLM Watermark

Watermarked Text

Non-watermarked Text

Green: 7

Green: 3

After watermarking, the number of green tokens in
the watermarked text is greater than in the non-
watermarked text.

We can detect watermark by count the number of
green tokens.



2. Background

--- Token & Sentence Level Attack
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Token editing attack [1, 2]:
Randomly choose tokens and
substitute with synonyms

Watermarked
Text

Paraphrasing

(LLM)

Non-watermarked
Text

Paraphrasing attack [6, 7]:
Paraphrase can change most of
tokens, even the order of sentence




2. Background

--- Character-Level Attack

Text
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Character Editing Attack:
Randomly adding typos, misspelling, homoglyphs into text.



3. Problem Formulation

--- System Model & Threat Model
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System Model 1
» Private watermark detector.
» AC1: Black-box query to victim LLM.

System Model 2

» Public watermark detector

» AC2: Black-box query to victim LLM and
watermark detector.



4. Watermark Removal

--- Character-Level Attacks Are More Effective

Watermarked Token-level Character-level
Text Removal Attack Removal Attack
t t  t+1 t1 2 3 41
Key
_ d A
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R ; R 2R 2%
Watermark
score
(4/4) (2/4) (2/6)
1 2
WDR.E WDR.E

Attack range: 2  Attack range: 4

By disrupting the tokenization process,
character-level perturbations achieve a
broader attack range under the same editing
budget.

> X:watermarked text, X: non-watermark text

» Watermark score: S, (X)

: . SwX)=Sw(X)
» Watermark score dropping rate (WDR): S D)
> Attack range: how many tokens are affected by

a single edit




4. Watermark Removal

--- Character-Level Attacks Are More Effective

Watermarked Text

Large language models ...

P F@ \_Perturbed Text _
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I Removal mod els ...

1

Random! Perturbation

' Character-level attacks consistently outperform token-level
' attacks in both ASR and watermark score dropping rate
(WDR) across all watermark schemes and editing rates.
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4. Watermark Removal

--- Comparison Among Different Character Perturbations

al -
Character-level Perturbation:
1. Typo
2. Deletion
3. Swap
4. Zero-width character insertion
5. Homoglyph substitution

« All perturbations show improved
ASR with increasing editing rates.

« Homoglyph substitution consistently
achieves higher ASR than other
methods, especially at lower editing
rates
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5. Guided Character-Level Attack

--- Reference Detector
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5. Guided Character-Level Attack
--- Best-of-N & Genetic Algorithm (GA)
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5. Guided Character-Level Attack
--- Best-of-N & Genetic Algorithm

I |
Best-of-N (10) Token Best-of-N (10) Char Best-of-V (15300) Token | Best-of-N (1500) Char GA Token I GA Char | Sand Token Sand Char

WDR(1) ASR(t) | WDR(1) ASR(t) | WDR(t)  ASR(T) WDR(T) ASR(1) | WDR(1) ASR(1) | WDR(1) ASR(f) | \WDR() ASR(1) | WDR(1) ASR(1)
KGW 0.0985 0.0842 0.1591 0.2626 0.0956 0.1164 0.1490 0.3082 0.1128 0.1233 y 0.2110 0.4966 . 0.0305 0.0103 0.0763 0.0685
DIP 0.1833 0.5791 0.2033 0.6871 0.1797 0.6151 0.2057 0.6727 0.1864 0.6187 || 0.2433 0.8453 I 0.0686 0.0935 0.1624 0.5000
OPT SynthID 0.1896 0.0606 0.2536 0.1650 0.1886 0.0774 0.2611 0.2121 0.2262 0.1145 0.3093 0.4209 I 0.1091 0.0168 0.2160 0.0976
Unigram 0.0639 0.0741 0.1271 0.2907 0.0916 0.1370 0.1508 04110 0.1629 0.4829 | 0.1950 0.6575 0.0382 0.0274 0.0915 0.1164
Unbias 0.1787 0.5532 0.2067 0.6667 0.1781 0.5496 0.2006 0.6738 0.1864 0.6187 | 0.2530 0.8369 | 0.0609 0.1489 0.1717 0.5284
KGW 0.0980 0.1667 0.1216 0.2558 0.0950 0.1750 0.1295 0.2643 0.1176 0.2321 I 0.1693 0.4214 | 0.0384 0.0357 0.0849 0.1179
DIP 0.1827 (0.6833 0.2056 0.8175 0.1869 0.7042 0.2116 0.8000 0.1805 0.6917 0.2580 0.9042 I 0.0889 0.3458 0.1720 0.6708
LLaMA  SynthID 0.1604 0.1010 0.1915 0.1996 0.1586 0.1010 0.2054 0.2054 0.1779 0.1448 | 0.2447 0.3603 0.0369 0.0034 0.1601 0.1010
Unigram 0.0296 0.0651 0.0596 0.1724 0.0292 0.0575 0.0557 0.1686 0.0694 0.1686 I 0.1888 0.7356 | 0.0127 0.0345 0.0148 0.0307
Unbias 0.1843 0.7167 0.2074 0.7875 0.1804 0.6750 0.2055 (.7958 0.1841 0.7208 0.2379 0.8667 . 0.0749 0.2833 0.1614 0.6292

I |

[ |
> Attack success rate (ASR) FoS o m T m S m T TSt |
Su (X) =Sy (%) I« The results show that GA consistently .

H . w w
» Watermark score dropping rate (WDR): l
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6. Potential Defenses and Adaptive Attacks

POtentia"y Competitive Defenses: Detector type | KGW DIP SynthID  Unigram  Unbias
» Spell-checking and correction (SC) T GA T DL 04214 00042 03603 07548 08667 1
» Optical character recognition (OCR) @ ———FF==========================
P T recog ( ) Adaptive —DRorin — — - L 05429 _ 09125 _ 03644 _ 09502 _ 09125 _
> Unicode normalization (UN) GA (SC) | Doi® Foc_ | 04250 08917 _ 0.4049 _ 0.8697 08917 |

» Deletion (DE) of anomalous characters Adaptive r—}l’"' 05214 08333 04122 _ 05896 _ 08333 _

GA (OCR) | Doi @ Focr | 05036 09500 05405 04776 0.9333 |

: . Adaptive Do _ _ 0.4507 _0.8583 _ 0.4595 _ 09776 _ _0.9000 _
Cognpoupd chaHracterl-Ie\r:el perturbation: 5P (Do @ Fir *’03023 09083 03311 ~ 0.7612 _ 0.8583 |
. Typ OpE H%moglyphg ypP Adaptive Do _f 04718 _09333_ _ (4459 _ 0.9776 _ _0.8750

_ ' GA (UN) | CDoi @ Fux_ [ 04507 09167 04324 _ 07016 _ _0.8667 |
« Zero-width Insertion + Homoglyph

L B e
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. * The average ASR slightly decreases but remains higher than the |
; baseline GA -
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