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1. Introduction

Large Language 
Models (LLMs)

Misinformation 
generation 

Automated 
phishing 

Academic 
cheating 

Misuse

Detect and monitor 
generated content

Statistical feature/
Classifier-based detection

LLM Watermark

• Tend to overfit on training datasets 
• Hard to transfer to new scenarios
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Inference-time

Training-time

LLM Generation Process 

Watermark 
Injection

Logits Generation:
KGW [1], Unigram [2]

Distribution Generation:
DIP[3]

Sampling:
SynthID [4], Unbias [5] 

Taxonomy of LLM Watermark

…

…

2. Background



2. Background
--- Injecting LLM Watermark
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Watermark feature
Logit of green token
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Watermarked Text • After watermarking, the number of green tokens in 
the watermarked text is greater than in the non-
watermarked text.

• We can detect watermark by count the number of 
green tokens.
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Non-watermarked Text

Green: 7

Green: 3

2. Background
--- Detecting LLM Watermark



2. Background
--- Token & Sentence Level Attack

Token editing attack [1, 2]:
Randomly choose tokens and 
substitute with synonyms
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Paraphrasing attack [6, 7]: 
Paraphrase can change most of 
tokens, even the order of sentence 

Watermarked 
Text

Paraphrasing
(LLM)

Non-watermarked 
Text

Synonyms Set



2. Background
--- Character-Level Attack
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Inject ing water marks into large language model

Inject ing water marks into large lan g u age model

ɡ

Injecting watermarks into large language model

Character Editing Attack: 
Randomly adding typos, misspelling, homoglyphs into text.

tokenizer

homoglyph

Tokens

Text

Perturbed Tokens



3. Problem Formulation
--- System Model & Threat Model

System Model 1
 Private watermark detector.
 AC1: Black-box query to victim LLM.

System Model 2
 Public watermark detector
 AC2: Black-box query to victim LLM and 

watermark detector. 
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 �𝑋𝑋: watermarked text, 𝑋𝑋: non-watermark text
 Watermark score: 𝑆𝑆𝑤𝑤 𝑋𝑋
 Watermark score dropping rate (WDR): 𝑆𝑆𝑤𝑤 𝑋𝑋 −𝑆𝑆𝑤𝑤 �𝑋𝑋

𝑆𝑆𝑤𝑤(𝑋𝑋)
 Attack range: how many tokens are affected by 

a single edit
Attack range: 2 Attack range: 4

Key

Watermark 
score

By disrupting the tokenization process, 
character-level perturbations achieve a 
broader attack range under the same editing 
budget.

4. Watermark Removal
--- Character-Level Attacks Are More Effective
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4. Watermark Removal
--- Character-Level Attacks Are More Effective

Character-level attacks consistently outperform token-level 
attacks in both ASR and watermark score dropping rate 
(WDR), across all watermark schemes and editing rates.
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Character-level Perturbation:
  1. Typo
  2. Deletion
  3. Swap
  4. Zero-width character insertion
  5. Homoglyph substitution

4. Watermark Removal
--- Comparison Among Different Character Perturbations

• All perturbations show improved 
ASR with increasing editing rates. 

• Homoglyph substitution consistently 
achieves higher ASR than other 
methods, especially at lower editing 
rates 



5. Guided Character-Level Attack
--- Reference Detector
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Original
Detector

Reference 
Detector

Ref-0 
no augmentation

Ref-5 
5 variants/ sample

Ref-9 
9 variants/ sample

Light data augmentation to improve 
the reliability and generalization of the 
reference detector. 

Collect watermarked / 
unwatermarked texts.

Limited queries to 
original detector.

Train a reference detector that 
mimics the original detector.
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5. Guided Character-Level Attack
--- Best-of-N & Genetic Algorithm (GA)

Gradient-free GA identifies removal-relevant tokens.

Best-of-N : a simplified version of GA.



 Attack success rate (ASR)
 Watermark score dropping rate (WDR): 𝑆𝑆𝑤𝑤 𝑋𝑋 −𝑆𝑆𝑤𝑤 �𝑋𝑋

𝑆𝑆𝑤𝑤(𝑋𝑋)
 Watermark score: 𝑆𝑆𝑤𝑤 𝑋𝑋
 �𝑋𝑋: watermarked text, 𝑋𝑋: non-watermarked text

• The results show that GA consistently 
outperforms others

• The character-level attacks consistently 
outperform token-level attacks

5. Guided Character-Level Attack
--- Best-of-N & Genetic Algorithm
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6. Potential Defenses and Adaptive Attacks

Potentially Competitive Defenses:
 Spell-checking and correction (SC)
 Optical character recognition (OCR) 
 Unicode normalization (UN)
 Deletion (DE) of anomalous characters 

Compound character-level perturbation:
• Swapping + Homoglyph 
• Typo + Homoglyph 
• Zero-width Insertion + Homoglyph
• … • The average ASR slightly decreases but remains higher than the 

baseline GA
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