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From "Life Hacks" to Systematic Threats

Key Observations:

• Zero Barrier: No technical 
skills required

• Scalability: One single Gmail 
account can generate N 
identities.

• Persistence: Users sharing 
cross-platform tricks

A Method to 

Get Infinite 

Cursor Pro 

Trials via Gmail

New User

Gmail

Cursor Pro
Free Trial

abc+1 abc+2

abc

You can use outlook tooHigh Engagement



One Email, Many Faces: A Deep Dive into Identity Confusion in Email Aliases Page 3

From "Life Hacks" to Systematic Threats

How to get infinite email address effortlessly?

Temporal Persistence

Massive Social Validation
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Email Alias

• Redirect the email sending to the alternative addresses to the same inbox 
as the primary email

• Help users leverage a single email account to separate different activities, 
such as work or gaming

alice+work@gmail.com

alice+game@gmail.com

alice@gmail.com

One Email --->Many Faces, with no extra settings
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The Identity Gap

Single Inbox

Base Identity

Platform View

alice@a.com

alice+1@a.com

alice.game
@a.com

Page 5

Email Provider View

alice.game
@a.com

Distinct
Identity 1

Distinct
Identity 3

alice@a.com alice+1@a.com
Distinct

Identity 2

Inconsistency
&

Identity
Confusion
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Our Work

The first systematic analysis of identity confusion caused by 
email aliasing mechanism inconsistency

01
How do email providers document their aliasing mechanisms?

How do these compare to the actual aliasing behaviors?

02
How do online platforms interpret and handle email aliases?

Do their practices align with those of email providers?

03
How can adversaries abuse email aliasing mechanisms in real-

world attacks?
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Identity in Email Providers

• Target 28 email providers
• 12 have non-case alias

• Protocol-level inconsistency

• Documents lack transparency

Alice@ ≠ alice@

Alice@ = alice@

SMTP: username must be case-sensitive 

All providers (28/28): case-insensitive

1 3 8

Fully documented (Gmail)

Partially documented

Undocumented
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Alias Implementation of Email Providers

Unique alias making users hard to consistently normalize alias
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Email as Identity in Platforms

• Target 18 platforms in top 100 domain which allows email registration

• Test registering with variant emails when base email has been registered

No platform fully defends against aliasing rules across all 12 providers
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Alias Defense Strategies of Platforms

Explicit Alias Detection

• Provider-specific alias check

• 5 platforms can identify alias of 

4 providers, but only plus-suffix

• Provider-independent Alias Check

• Cloudflare reject all plus-suffix

• npm and PyPI are case-sensitive 

for both local-part and domain

Alice@example.com
≠ = ≠

alice@example.com
≠ = =

alice@EXAMPLE.com
npm

PyPI Others SMTP

Implicit Character Defense

• Symbol Sanitizer

• Three platforms have strict restrictions

• Microsoft only allows hyphen (-), dot (.), 

and underscore (_) in email usernames

• Domain-level Restrictions

• Adobe explicitly blocks runbox.com, 

reporting “This email address is not 

allowed.”

• Vimeo rejects both sina.com and 

qq.com
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Alias Multiplicity Abuse in the Wild

Threat Scenarios Free trial 
abuse

Bypassing 
resource limits

Fake accounts for 
social manipulation

Real-world Usage

Alias accounts139

RepSEO[1] Campaigns in npm

umekiyanai@gmail.com

126,082

184,054

413,023

1,418,288

npm

GitHub

0% 20% 40% 60% 80% 100%

Alias Address Base Address

1,007 Base addresses in npm have multiple accounts

Email Address Username

j.ulayera@gmail.com bujalsokao

ju.layera@gmail.com nuilaopmei

jul.ayera@gmail.com nualosomuina

jula.yera@gmail.com ikapikangsua

julay.era@gmail.com nikakulpaliindi

julaye.ra@gmail.com limaospoiukas

julayer.a@gmail.com ukarilaopsiwa

[1] Wu et al., Exposing the Hidden Layer: Software Repositories in the Service of Seo Manipulation, ICSE’25
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Alias Misidentification Attack

Attacker Phishing email

From: alice+1@b.com
To: bob@victim.com
Subject: Borrow Money

I know Gmail 
supports ‘+’.

Therefore, ‘alice+1’ 
is just Alice.

Victim’s Mental Model

FACT: b.com does 
not support aliases.

‘alice+1’ is a separate 
attacker account.

Trust Established

Phishing Trap

The vulnerability lies in the user's assumption of universal rules.

mailto:bob@victim.com
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Alias Misidentification Attack

• User Study ! (N=304)
• To evaluate users’ understanding of email aliases

• Sender may be friend’s alias, or non-alias phishing email address (but seems like)

• Participants were asked to determine whether the sender was a known contact
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Quiz Time

Is this Alice’s address?

alice+friend@outlook.com

ali.ce@outlook.com

al-ice@protonmail.com
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Quiz Time

Is this Alice’s address?

alice+friend@outlook.com

ali.ce@outlook.com

al-ice@protonmail.com
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User Study Result

• 29.89% users have little familiarity with alias mechanisms

• Unexpected Hyper-vigilance: 42.76% failed to pass attention validation
• Defaulted to distrust, prioritizing “safe” rejection over accuracy
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The Expert Paradox: Knowledge Increases Susceptibility

• Users who believe they understand email aliasing are more susceptible to 
being phished
• Especially those highly educated, male, and technical participants

• Overall susceptibility rate rising to 31.65%

• CS student: 0% -> 35.29%!!!
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Closing the Gap: OriginMail

alice+1
alice.game

ALICE
28 Provider Rule Sets

OriginMail [2]
Base Address
(alice@...)

Recommendations

Providers:
Increase collaboration.
Standardize aliasing rules.
Document hidden rules.

Platforms:
Normalize before registration.
Sync client-server validation.
Alert base email on alias use.

[2] https://doi.org/10.5281/zenodo.16735091.



Thank you for your Audience! 

For more details, welcome to follow our paper.
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