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Rowhammer isectugraz.at m

= Hardware fault of the DRAM
= Frequent accesses flip bits in neighboring rows
= Worse with every new DRAM generation

= Enables attacks, many countermeasures proposed
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s Cache stores data on access

m  clflushinstruction removes data from
cache
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ReaChing DRAM isec.tugraz.at m

for (i = 0; i < N; ++i) {
= Cache stores data on access *aggressorl;
= clflushinstruction removes data from *aggressor2;
cache flush (aggressorl);
= Flush+Reload loop } flush (aggressor2);
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effect is maximized by accessing both neighboring rows
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= Counter perrow
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threshold
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= Can be bypassed
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Limitations of Rowhammer Mitigations Isectugrazat &

= Not deployed in practice
= High overheads
= Can be bypassed

= — modern and future systems may still be vulnerable
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Coreldea isec.tugraz.at m

= Modern systems have many banks
= Addressing functions distribute accesses across banks
m  Attacks circumventing TRR need many accesses per bank

= — limit bandwidth per bank
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does not throttle individual accesses if few, distributed accross banks


Per-Bank Bandwidth Limit isectugraz.at m
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Mitigation Criteria isec.tugraz.at m

= Prevent bit flips
= Maintain performance

= Configurability
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low enough limits, strictly enforced



caching, bank parallelism



trusted workloads, dimms have different thresholds, adapt to new attacks -> we want to do this in SW


Memory Band-Aid

1
1 Set Memory Bandwidth Limit
1

Untrusted limited
Workload

Trusted
Workload unlimited
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How does the Memory Controller know?
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Quality-of-Service Features Isectugraz.at ®

= Monitor and restrict cache and memory utilization

= e.g. limit memory bandwidth via

= AMD: L3 External Bandwidth Enforcement (L3BE)
= 128 MiB/s increments

= Intel: Memory Bandwidth Allocation (MBA)

= 10 % of system bandwidth increments
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Class of Service (COS)

COS |Bandwidth Limit
A restricted
B unlimited

I restricted ‘ unrestricted

DRAM
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Proof-of-Concept Implementation

Logical Core | | Logical Core
Untrusted Trusted
Code Code
COS = A COS =0

COS |Bandwidth Limit
A restricted
0 unlimited

I restricted ‘ unrestricted

DRAM

|
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= OSsets COS on context switch: restricted = untrusted vs unrestricted = trusted

= Sandboxes or userspace vs kernelspace
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What are suitable limits?
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iterations before bit flips;



Olgun 10 DDR4 DIMMs, 100 000 runs, hc varies (time, temperature);



mitigated if left;



system with 64 banks



red proposed limit, mitigates 9/10 vs all
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2-sided require tight restrictions 13 MB/s, focus on attacks circumventing TRR 9: 60MB/s - 19: 127MB/s


Evaluation
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Test Systems
Abbreviation Processor 0s DRAM Vendor DRAM Speed Configuration Ranks Total Banks ECC MBA/L3BE
Al AMD Ryzen 7700X Ubuntu 22.04 DDR5 2 x 16GB 1 64 X v
A2 AMD Epyc 8024P Ubuntu 22.04 Kingston 4800 3 x 16GB 1 9% v v
i
11 Intel Xeon 4514Y Ubuntu 24.04 g MT/s 8 x 16GB 1 256 v
12 Intel Xeon 4410T  Ubuntu 22.04 62.7GiB/s 4 x 16GB 1 128/ v
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evaluate poc with global limit, estimates for per-bank limits


Limitations on Current Hardware Isectugraz.at ®

= No per-bank limits

= No support on Intel consumer devices
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Intel and AMD support different limit ranges


Limitations on Current Hardware Isec.tugraz.at ®

= No per-bank limits
= No support on Intel consumer devices
= Limit granularity and precision

= Per-core limits
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Intel only min of two logical cores, AMD side effects unrestricted workload also observes some throttling


Are available limits secure?



Flush+Reload Iteration Limits
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assign logical core to COS, iterate through limits;



n-sided F+R loop, average 10x 1mio, rdtsc;



9/19 as bounds of recent RH attacks;



AMD 9K, 4K;



Intel 32K
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AMD: prevent many-sided
attacks




assign logical core to COS, iterate through limits;
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AMD: prevent many-sided
attacks

X Intel: insufficient limits




assign logical core to COS, iterate through limits;



n-sided F+R loop, average 10x 1mio, rdtsc;



9/19 as bounds of recent RH attacks;



AMD 9K, 4K;



Intel 32K


What is the performance impact?




F+R cannot parallelize memory accesses, flushes also counted


Memory Sweep isec.tugraz.at m
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maximum per-core bandwidth: multiple AVX512 loads, 1 Kibit per clock cycle within a tight assembly loop on 1 GiB huge page, no TLB misses;



10 run avg, dashed = expected values;



AMD slowdown by 190/350, full 8/12GB => factor 3/5;



full bandwidth 16/32GB (both Intel exceeding system bandwidth)


Memory Sweep isec.tugraz.at m

Memory Bandwidth Limit [GiB/s] (AMD)
0 10 20 30 40 50

oAl A2 ‘ ‘ -
| o 11— 12 .

40

Necessary slow-down

20

Memory Bandwidth [GiB/s]

0 20 40 60 80 100
Memory Bandwidth Limit [%] (Intel)

Carina Fiedler




maximum per-core bandwidth: multiple AVX512 loads, 1 Kibit per clock cycle within a tight assembly loop on 1 GiB huge page, no TLB misses;



10 run avg, dashed = expected values;



AMD slowdown by 190/350, full 8/12GB => factor 3/5;



full bandwidth 16/32GB (both Intel exceeding system bandwidth)
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maximum per-core bandwidth: multiple AVX512 loads, 1 Kibit per clock cycle within a tight assembly loop on 1 GiB huge page, no TLB misses;



10 run avg, dashed = expected values;



AMD slowdown by 190/350, full 8/12GB => factor 3/5;



full bandwidth 16/32GB (both Intel exceeding system bandwidth)
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maximum per-core bandwidth: multiple AVX512 loads, 1 Kibit per clock cycle within a tight assembly loop on 1 GiB huge page, no TLB misses;



10 run avg, dashed = expected values;



AMD slowdown by 190/350, full 8/12GB => factor 3/5;



full bandwidth 16/32GB (both Intel exceeding system bandwidth)
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on AMD



depending on the number of banks, both Intel machines no overhead
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depending on the number of banks, both Intel machines no overhead
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on AMD



depending on the number of banks, both Intel machines no overhead


How tightly are the limits adhered to?




Features are approximate. Can an attacker use outliers, that constitute a temporary bandwidth violation?


Limit Consistency: Flush+Reload Iterations per 64 ms Isectugraz.at ®
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n = 9 or n = 19 addresses in a Flush+Reload loop, like corresponding Rowhammer attacks.



10k x measure for the duration of a standard refresh interval



outliers to the left -> wasted performance



no outliers to the right -> secure
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n = 9 or n = 19 addresses in a Flush+Reload loop, like corresponding Rowhammer attacks.



10k x measure for the duration of a standard refresh interval



outliers to the left -> wasted performance



no outliers to the right -> secure


Frequency Impact

—O— unlimited,n = 9 —@— unlimited,n = 19 — — — unlimited, n = 9, max. uncore

—— restricted,n = 9 —4— restricted,n = 19

unlimited, n = 9, min. uncore

-
o
o

—
o
>

bl

|
2,000 4,000 6,000

oF T TT

15

0.5

Restricted Iterations per 64ms
Iterations per 64ms

Unrestricted Iterations per 64ms

g 1,500 1,900 2,400
CPU Frequency [MHz]

Carina Fiedler

Iterations per 64ms
T
L
Iterations per 64ms

=
o
&)

=
1S
>

10°

1045

=

1,000 2,000 3,000

i

_—
| | | |

800 1,500 2,000 2,700
CPU Frequency [MHz]

isectugraz.at m




vary freq with cpupower, 10x 1mio iterations for each freq
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A CPU frequency can influence
limit

A e.g. indirectly via uncore
frequency




vary freq with cpupower, 10x 1mio iterations for each freq
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Measurements already taken
with maximum frequency




vary freq with cpupower, 10x 1mio iterations for each freq
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Effective defense against many-sided attacks
Acceptable performance overhead

A Current hardware support limited
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