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Domain names

Easy to remember Readily available Quasi-unlimited supply Affordable
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Domain names

Easy to remember Readily available Quasi-unlimited supply
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- eGovernment

- APIs

Benign Uses

Malicious Uses
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[1] Adjibi et al., “The Guardians of Name Street: Studying the Defensive Registration Practices of the Fortune 500”, NDSS 2025

[2] Hao et al., “PREDATOR: Proactive Recognition and Elimination of Domain Abuse at Time-Of-Registration”, CCS 2016

[3] Deniz et al., “MANTIS: Detection of Zero-Day Malicious Domains Leveraging Low Reputed Hosting Infrastructure”, S&P 2025

[4] Bitaab et al., “SCAMMAGNIFIER: Piercing the Veil of Fraudulent Shopping Website Campaigns”, NDSS 20253
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Adversarial Processes 

(Domain Name Disputes, 

Out-of-Court Takedowns, 

Court-Ordered 

Takedowns [5])

• Trademark-based disputes only

• Much faster and cheaper than court-ordered takedowns

• More transparent than out-of-court takedowns
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Technical solutions



Description of Domain Name Disputes: Examples of UDRP 
(Uniform Domain Name Dispute Resolution Policy) Decisions

Trigger

A domain name is suspected 

of being registered and used 

in bad faith

Dispute Process

A dispute is filed, and both parties 

can submit their contentions for 

analysis by a panel.

Outcome

The domain name is cancelled, 

transferred, or remains with the 

domain owner.
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Diverging Opinions About the UDRP

Supporters Critics
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The UDRP 25 Years Later: Same Old Contested Rules

Supporters Critics

No 

significant 

change

The few empirical analyses 

that exist are very old, highly 

contentious, or inconclusive.
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ICANN’s Latest Attempt To “Fix” the UDRP

The UDRP is due for an update.

As seen from the public 

comments submitted, there is 

some disagreement as to 

what changes, if any, should 

be addressed in Phase 2 with 

respect to the UDRP.

In conclusion, we reject the 

report in its entirety. It is 

irrevocably flawed and should be 

withdrawn. 

What the Status Report’s 

statistics do not convey 

however, is the substantial 

delays that parties often 

encounter from the time that a 

Complaint is filed to the decision.

Fairness Efficiency



Our Work: Empirical Assessment of the Contentious Issues 
Preventing a Productive UDRP Reform

Fairness Efficiency
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Fairness Efficiency

1. Do complainants engage in forum 

shopping?

2. Are decisions made without conflicts 

of interest?

1. How soon do registrars transfer 

successfully contested domains?

2. Do registrars communicate domain 

name owners’ details with providers 

in a timely manner?

3. Do dispute resolutions providers 

appoint panelists on time?

4. Do panelists communicate their 

decisions on time?
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Large-Scale Evaluation of the Most Controversial Issue In 
UDRP History: Forum Shopping
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Large-Scale Evaluation of the Most Controversial Issue In 
UDRP History: Forum Shopping

RespondentComplainant

Appointed 

Panelist

Selected Provider 4 Other UDRP Providers

Did the Complainant 

select the provider 

most likely to decide in 

their favor?

8

Contentious or 

inconclusive results



Large-Scale Evaluation of the Most Controversial Issue In 
UDRP History: Forum Shopping

RespondentLaw Firm

Appointed 

Panelist

Selected Provider 4 Other UDRP Providers

Complainant
Did the Complainant 

select the provider 

most likely to decide in 

their favor?
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The Frequent Participation of Law Firms in UDRP Disputes 
Makes Them Ideal For Studying Forum Shopping
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Large-Scale Evaluation of the Most Controversial Issue In 
UDRP History: Forum Shopping

RespondentLaw Firm

Appointed 

Panelist

Selected Provider 4 Other UDRP Providers

Did the Complainant 

the law firm 

representing the 

Complainant select 

the provider most likely 

to decide in their 

favor?

Complainant
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Selection Profile of Various Law Firms and Criteria Used to 
Identify Forum Shopping
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Loyalists

Selected the same 

provider for all 

their disputes.

One-Timers

Selected the same 

provider for all but 

one of their disputes.

Brand Switchers

Selected the same 

provider for a while, 

then completely 

switched to a 

different provider.

Opportunists

Constantly 

switched between 

providers, often 

within a day.

Forum Shoppers if 

they switched at the 

first negative 

outcome with a 

provider. 

Forum Shoppers if their 

probability of choosing a 

provider is positively 

correlated with their past 

winning rate.

Not Forum Shoppers



Large-Scale Evaluation of the Most Controversial Issue In 
UDRP History: Forum Shopping

RespondentLaw Firm

Appointed 

Panelist

Selected Provider 4 Other UDRP Providers

Did the law firm 

representing the 

Complainant select the 

provider most likely to 

decide in their favor?

Complainant
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In 33.98% of cases 

(Dec. 1999 – Aug. 

2024), law firms’ 

selection of a provider 

suggest behaviors 

consistent with forum 

shopping.



Our Work: Empirical Assessment of the Contentious Issues 
Preventing a Productive UDRP Reform

Fairness Efficiency
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14

Denied

Unlock the domain name.

Cancelled

Cancel the domain 

registration.   

Transferred

Transfer the domain name 

to the Complainant.

Delayed action can extend 

malicious activity.

How long do registrars take 

to transfer domains?
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Domain: example.com

Nameservers:

ns1.bad.example

ns2.bad.example

Dispute started Panel Decision

Domain: example.com

Nameservers:

ns1.bad.example

ns2.bad.example

Domain: example.com

Nameservers:

ns1.good.example

ns2.good.example

Domain Transferred

We analyzed historical zone files to identify when domain names were transferred.

Estimation of the Transfer Date of Disputed Domains



Time Taken By Registrars to Implement Transfer Decisions
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Insights

• >50% domain names 

awarded to complainants 

are not transferred after a 

month. 

• Registrars took up to four 

months to transfer domain 

names that were malicious 

(up to 22 VirusTotal 

detections)
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What Policy Changes Can Improve Transfer Speed?

Agreement 
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and prevalence 
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Implementation 

of relevant 

policy changes

policy analysis
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Diverging 

opinions about 

efficiency

What Policy Changes Can Improve Transfer Speed?

Agreement 

about the scale 

and prevalence 

of the issues

Identification of 

potential root 

causes

Implementation 

of relevant 

policy changes

policy analysis

quantitative and/or 

qualitative analyses policy development
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Shaping Policy: When Practical Experience Meets Empirical 
Evidence

(1) The World Intellectual Property 

Organization (WIPO) and the Internet 

Commerce Association (ICA) published a 

list of recommendations made by domain 

experts based on their experience with 

UDRP. They recommended educating 

registrars to improve the transfer 

process.  A call for comments was 

opened.

(2) We submitted our paper to 

NDSS. Many of the issues we 

identified were also discussed in 

the WIPO-ICA report.

2025
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Possible Causes for Domain Transfer Delays

Insights

• Most registrars (especially 

large ones) often transfer 

domain names within a 

month.

• Some registrars take twice 

as long, although they are 

involved in many disputes.
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(4) WIPO and ICA published their final 

report. The report integrates our 

comment and calls for automation, 

alongside a call for better oversight by 

ICANN.



[…] The people who know […] and have 

sound evidence to prove it need to be 

speaking to the people who think that 

that is a canon of their faith.

-- John Perry Barlow, Co-Founder of 

the Electronic Frontier Foundation

Thank you!

ArtifactsPaper

Repairing Trust in Domain Name Disputes: 

Insights from a Quarter-Century’s Worth of Squabbles

Vinny Adjibi (vinny.adjibi@gatech.edu)
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