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App-in-App Ecosystem

“Mini-apps in Super-apps”

 Mini-app
 Bring rich content and services

 Native-app like experience

 Super-app: “OS-like” role
 Provide sensitive resources

 Manage mini-app lifecycle

 Guarantee mini-app security

Mini-apps

Super-apps

Over 7 million
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App-in-App Cloud Service

• App-in-App Cloud Service
• Serverless environment 

• Simplify resource management for mini-app developers

• Cloud database, cloud storage, cloud function

Mini-apps

Cloud 
database

Cloud 
storage
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App-in-App Cloud Service

• Security Mechanism: Centralized User Identity-based Resource Control
• Authentication (Super-apps) + Authorization (Mini-apps) 

The security responsibility is delegated to mini-app developers
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Security Issues
• Insecure Cloud Resource Management (ICREM): 

• Mini-app developers adopt flawed practices when implementing user identity checks 
or resource access control

• Flawed authorization on the cloud side
• Privileged resources/functionalities exposure
• …

secret exposurecertificate exposure

ChatGPT 
API Key
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Decoding the Security Issues

• Key Stages in Cloud Resource Management

• User Identity Check (UIC)

• UIC-1: misplaced identity check

• UIC-2: client-side parameter-based check

• Sensitive Resource Allocation (SRA)

• SRA-1: privileged resource exposure

• SRA-2: excessive permission granting
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Challenge & Insight

• Challenges
• Cloud-side code and resources are out of reach

• Hard to avoid sensitive resource leakage during assessment

• Main Insights
• Leverage client-side operations to uncover the potential cloud 

operations and resources

• Zero-leakage dynamic probing based on the access state
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Architecture

• ICREMiner
• Phase #1: Client-side Operation Extraction
• Phase #2: Exposed Capability Inference
• Phase #3: Insecure Practice Assessment 
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Client-side Operation Extraction

• Client-side Operation Extraction

• Locate cloud APIs and extract data dependencies to recover the mini-app behaviors



Page 10

Exposed Capability Inference

• Hidden Capability: Some cloud resources 

are not directly accessed in mini-app client
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Exposed Capability Inference

• Hidden Capability: Some cloud resources 

are not directly accessed in mini-app client

• Hidden Capability Excavation
• Common Name Augmentation

• LLM-based Inference

• Mini-app Correlation

user
admin
profile

userInfo
user_list

…

common database

correlated mini-apps

inferred database
personal_info

account_details
order_details
group_data

user_account
…

cloud space
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Insecure Practice Assessment

• Principle: Mini-apps should not perform over-privileged operations 

(expose more-than-expected capabilities)

Ethical 
Concern

access
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Insecure Practice Assessment

• Principle: Mini-apps should not perform over-privileged operations 

(expose more-than-expected capabilities)

• Assessment of Cloud Database: Zero-leakage dynamic probing
• Turn assessment to a binary judgement

access
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Evaluation

• Dataset
• Origin: 1,248,815 mini-apps

• 985,503 WeChat mini-apps, 83,312 TikTok mini-apps, 93,128 Alipay mini-apps, 86,872 Baidu mini-apps

• Filtered: 22,695 mini-apps

• Research Questions
• RQ1: How many mini-apps are influenced by the ICREM risks in the wild?

• RQ2: What real-world impacts are posed by ICREM risks?
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Result Overview
• ICREMiner can effectively (97.26%) identify 

vulnerable mini-apps
• 2,815 mini-apps (12.40%) are affected by the 

insecure resource management
• The majority of vulnerable mini-apps are 

WeChat mini-apps
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Result Overview

• Hidden Capability Excavation
• ICREMiner uncovers 4,202 hidden cloud resources, and identifies 539 vulnerable mini-apps (36.27%)

• LLM-based inference performs better than other methods
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Result Overview

• Many mini-app developers misplace the 

user identity check and assign write 

permissions to sensitive resources

• Vulnerable mini-apps are mainly distributed 

across categories rich in sensitive data
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Result Overview

• Multiple types of sensitive data are exposed through vulnerable mini-apps
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Other Observations

• “Write Operation” Vulnerability
• 993 mini-apps have vulnerable write operations

• Enable users to write sensitive personal information, such as account balance

• Enable users to write system resources, such as notification content

• Templated Cloud Services
• 125 vulnerable mini-apps (4.4%) are developed using templates

• …
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Summary

• We conduct the first systematic study on security risks of insecure cloud resource 

management in the app-in-app ecosystem

• We propose a novel approach, called ICREMiner, that combines static analysis and 

dynamic probing to automatically analyze the ICREM risks

• We conduct a large-scale, empirical study on real-world mini-apps and have identified 

2,815 mini-apps that are affected by this vulnerability. We also made responsible 

vulnerability disclosure and propose corresponding mitigation strategies

Thank You!
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