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● Challenges in securing the current Web-PKI
○ Brief overview of Web-PKI (X.509 + CT + Vendor-assisted revocation)

○ Revocation is broken

○ Efficiency, security and privacy issues regarding Certificate Transparency (CT)

● CTng
○ Efficient and secure transparency and revocation

○ Protects relying parties’ privacy

Agenda
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● Revocation is broken 
○ And there is no revocation transparency

● Transparency relies on log redundancy
○ Otherwise, susceptible to logger omission and split world attacks

● Relying party’s efficiency and privacy issues

In Summary
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● An evolutionary extension

● Secure transparency and revocation

● Protecting relying parties’ privacy

● Efficient and scalable

CTng
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We use the 
efficient CRV 

design from [1]

[1] Smith, Trevor, Luke Dickinson, and Kent Seamons. "Let's revoke: Scalable global certificate 
revocation." Network and Distributed Systems Security (NDSS) Symposium 2020. 2020.
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CTng Evaluation (Varying number of monitors)

# of monitors in CT (as of 1/2025): 6 orgs, each running 1–3 logs 62



The convergence time of CTng does not significantly increase due
to an increase in the number of monitors

CTng Evaluation (Varying number of monitors)
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CTng Evaluation (Different total precertificates workload)

# of unique certificates/hr (during 12/2024): ~400K 64



CTng scales linearly with the input workload and
can support MMDs in the order of minutes

CTng Evaluation (Different total precertificates workload)
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● We presented CTng:

○ An evolutionary extension of CT and the current Web-PKI

○ Secure transparency and revocation 

○ Protects relying parties’ privacy

○ Efficient and scalable

Conclusions
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Thank you!
Any questions?
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