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Mobile Ad Hoc Networks

“The protest starts 
Monday at 9am”

• Messages transfer upon physical 
encounter (e.g., over Bluetooth LE or 
WiFi direct)

• No centralized routers or ISP

• Messages move where people move
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Can we do better by leveraging historical 
human mobility patterns?
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HumaNets
(Aviv, Sherr, Blaze, and Smith, 2010)

• Mobility-aware routing that leverages predictable movement patterns

• Messages are addressed to districts

“I’m heading to 
Seaport”

“I’m heading to 
Downtown Boston”

Routing leaks mobility information  
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This Work: Private HumaNets

• We show that existing privacy-preserving HumaNet protocols are 
vulnerable to statistical disclosure attacks
• Even when participants do not directly share mobility information, routing 

decisions implicitly leak sensitive movement patterns

• We develop Mirage: a private mobility-based routing protocol
• Provides formal privacy guarantees

• Achieves comparable efficiency to prior (non-private) HumaNet protocols

• Evaluated on real-world city-scale mobility data
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General Node Profile 
(population average)

compare

1. Each node computes how well 
it can deliver a message
relative to the general 
population

2. Silently accept messages only 
its top-K destinations

Accept messages for: 
“Downtown Boston, Seaport”

Otherwise drop
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Statistical Disclosure Attacks Against PPBR

Districts

    

    

9       

        

Distri t   

Silently accept the 
message

Implicitly reveals that the sender:
1. Is the message originator or
2. Previously accepted the 

message from someone else

Need plausible deniability 
that you frequently visit 

that district!



Mirage Design



Key Idea: the average person frequently travels between a 
small number of locations (e.g., work, school, and home)
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Privatized Mobility Graphs
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15 16
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2

Edges encode 
frequent transitions 

between districts

Each graph satisfies 𝜀-LDP 

for 𝜀 = 2𝑘 ⋅ log
𝑝

1−𝑝
 

          

            

            

           
Create a clique 
between top 𝑘 
most visited 
districts

Remove each edge 
with probability 
1 − 𝑝. Add edges 
to other districts 
with prob. 1 − 𝑝

49
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Global Mobility Profile

• Created during a setup phase (e.g., during app install)
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more forwarding 
required

publishes a 
debiased global 
mobility graph

Send 𝜀-LDP 
mobility graph 

to server 
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Private Routing Function

Intuition: Bob wants plausible deniability that he frequents a given 
district

𝜺-LDP Guarantee: Pr 𝑓 alice, bob , 𝑚 = 1 ≤ 𝑒𝜀 ⋅ Pr[𝑓 alice, charlie , 𝑚 = 1]

Distri t   
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District 8 Bob Accepts the 
Message

Bob may accept 
with probability 
(  − p) anywaysalice bob

More aggressively 
forward to more 

users based on global 
mobility graph
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Mirage: Private Mobility-based Routing

Seaport District



Mirage: Private Mobility-based Routing

Efficiency: Reduced load vs. flooding, 
better delivery than random walk

Privacy: formal guarantees on how much 
information is leakedSeaport District



Performance Evaluation

• Evaluated within the Cadence Human-movement protocol sim (Berger, Sherr, Aviv, 2023)
• Used T-Drive (Beijing taxi traces) and YJMob100K (Japan metropolitan mobility) datasets

YJMob100K Dataset T-Drive Dataset

Delivery Rate Network load Delivery Rate Network load

Comparable performance to PPBR! Worse on delivery rate; Better network load



Privacy Tradeoff

Delivery Efficiency Metric: 
Delivery Rate

Network Load

Higher 𝜀 → reduced 
privacy, but better delivery 

efficiency 



Questions?
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