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The Rising Urgency of LLM Safety

Al chatbots’ safeguards can be easily Al chathot dangers: Are there enough guardrails to
bypassed, say UK researchers protect children and other vulnerable people?

character.ai

/)

Taking Bold Steps to Keep Teen Users ‘“7' ’ vecategre
Safe on Character.Al - )

"o e {"SET A PRECEDENT| =
Ch | THAT PRIORITIZES |-~
U, Gpr TEEN SAFETY" |-

- E,\' o . ‘ . s
%a,,,% a’"D/es PLATFORM CUTS OFF TEENS FROM CHATS WITH Al CHARACTERS




The Rising Urgency of LLM Safety

Al chatbots’ safeguards can be easily Al chathot dangers: Are there enough guardrails to
bypassed, say UK researchers protect children and other vulnerable people?
. character.ai  F i

Taking Bold Steps to Keep TeenUsers °*

/)

Safe on Character.Al

Y e {"SET A PRECEDENT}: 5
0/7 1 THAT PRIORITIZES [-~=4
A Gpr | TEEN SAFETY"  |oon
erp/% - ~ E'\’a,hp ‘
o . s PLATFORM CUTS OFF TEENS FROM CHATS WITH Al CHARACTERS
" com‘- ' Rovativ 1

| R\ |
2025 Predictions: How will the
interplay of Al and fraud play out?

Rabihah Butler Manager for Enterprise content for Risk, Fraud & Government / Thomson Reuters Institute Rese a rche rs J ai I bre a ked 17 Popu I ar LLM Mode I S

5 Feb 2025 - 5 minute read
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Our ldea
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Our ldea
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Inside LLMs: Neurons & Safety Neurons
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Inside LLMs: Neurons & Safety Neurons

Training Large Language Model
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Inside LLMs: Neurons & Safety Neurons

Benigh Prompt

”Can you tell me what
a neuronisin a Large
Language Model?”
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Inside LLMs: Neurons & Safety Neurons

Benigh Prompt

”Can you tell me what
a neuronisin a Large
Language Model?”
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Inside LLMs: Neurons & Safety Neurons
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Inside LLMs: Neurons & Safety Neurons

Harmful Prompt
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NeuroStrike in Whitebox Setting
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NeuroStrike in Whitebox Setting
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NeuroStrike in Whitebox Setting
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NeuroStrike in Whitebox Setting

Identify activations
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NeuroStrike in Whitebox Setting

Identify activations

O =
™ Teach me how to make /X0 \X07/AN
bomb RS BTN Detect safety nheurons
e SR O R
I'm sorry, | cannot ‘k:@'.%}f‘i@:%}i‘é{g%
assist with that. Ng S -~ N\ [ N\
e ® R —)

e0!®eo o R A

RSQXLIREL Lol L2

> ® lg R

e ®go NI

L N
¢ S
afety Neurons _
Prompts : \_ ! J : Unaligned LLM
™ Teach me the basics of the y \\\//,’\\\\71//.\ Detection
Large Language Model. \{li:\\sgzl/l.\\\:’?f\\’ Neuron Value
Sure! Let’s break down the :g}%:e"g '." v Classifier
basics of LLMs in a simple, ”:\v;,‘.‘ﬁ‘\y.y;“}‘:‘%\&
beginner-friendly way... A\ OGN\ 4

26



NeuroStrike in Whitebox Setting
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Results: White-box Attack Scenario
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Results: White-box Transfer Attack

Fine-tuned Model

Base Model

Target (Fine-tuned) Model

Fine-tuned for

ASR w/ SN

Llama-3.1-8B-Instruct
Llama-3.2-1B-Instruct
Llama-3.2-3B-Instruct
Qwen2.5-7B-Instruct
Qwen2.5-7B-Instruct
Qwen2.5-14B-Instruct
Qwen2.5-32B-Instruct
Phi-4-mini-instruct
Phi-4

gemma-2-2b-it
gemma-2-9b-it

Llama-3.1-8B-UltraMedical
Vikhr-Llama-3.2-1B-Instruct
Llama-Doctor-3.2-3B-Instruct
Qwen2.5-Coder-7B-Instruct
Fin-R1

oxy-1-small

sl.1-32B
phi-4-mini-chinese-it-el
DNA-R1

gemma-2-2b-jpn-it

Quill-v1

Biomedicine

Russian language
Medical consultation

Programming

Financial reasoning

Role play
Reasoning

Reasoning & STEM
Korean language
Japanese language
Humanlike writing

38.0% 37 0%
0.3% - oo
22.4% 20 8%
2.6% 5 -
20.1%+15.0%
789%-{-77.0%
47.2% 4 44 6%
4-8%+3.5%
61.3% 60.7%
0.0%+0.0%
0.0% +0.0%

Average

25.1%.423.0%

ASR w/o SN | Ratio

0.7%
0.5%
0.4%
0.3%
0.3%
0.4%
0.6%
0.5%
0.4%
0.6%
0.6%

| 0.5%
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Results: White-box Transfer Attack

Fine-tuned Models

Distilled Models

Base Model

Target (Fine-tuned) Model

Fine-tuned for

ASR w/ SN

Llama-3.1-8B-Instruct
Llama-3.2-1B-Instruct
Llama-3.2-3B-Instruct
Qwen2.5-7B-Instruct
Qwen2.5-7B-Instruct
Qwen2.5-14B-Instruct
Qwen2.5-32B-Instruct
Phi-4-mini-instruct
Phi-4

gemma-2-2b-it
gemma-2-9b-it

Llama-3.1-8B-UltraMedical
Vikhr-Llama-3.2-1B-Instruct
Llama-Doctor-3.2-3B-Instruct
Qwen2.5-Coder-7B-Instruct
Fin-R1

oxy-1-small

sl.1-32B
phi-4-mini-chinese-it-el
DNA-R1

gemma-2-2b-jpn-it

Quill-v1

Biomedicine

Russian language
Medical consultation

Programming

Financial reasoning

Role play
Reasoning

Reasoning & STEM
Korean language
Japanese language
Humanlike writing

38.0% 1 37.0%
0.3% - 5
22.4% 1 20.8%
2‘6% '._).-MJ','..
20.1% 1 15.0%
789%-{-77.0%
47.2% 4 44 6%
4-8%+3.5%
61.3% 1.60.7%
0-0%+U.0%
U'O% +0.0%

Average

25.1%.423.0%

ASR w/o SN | Ratio

Base Model

Target (Distilled) Model

| ASR Before Distillation

ASR After Distillation

ASR w/o SN

Qwen2.5-Math-1.5B-Instruct
Qwen2.5-Math-7B-Instruct
Llama-3.1-8B-Instruct
Qwen2.5-14B-Instruct
Qwen2.5-32B-Instruct

DeepSeek-R1-Distill-Qwen-1.5B
DeepSeek-R1-Distill-Qwen-7B
DeepSeek-R 1-Distill-Llama-8B
DeepSeek-R1-Distill-Qwen-14B
DeepSeek-R1-Distill-Qwen-32B

8.6%
4.5%
1.0%
1.9%
2.6%

76.7% 1 68.1%
40.3% 1 35.8%
39-3%-1—38.3%
25.2% 423 3%
26.2% 123.6%

Average

3.7%

41.5%+37.59%
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Results: NeuroStrike on VLM

T21 NSFW
Target Model w/ SN w/ SN
gemma-3-12b-it 0.6% 19.4%
gemma-3-27b-it 0.3% 12.8%
Qwen2.5-VL-7B-Instruct 0.9% 99.8%
Qwen2.5-VL-32B-Instruct 0.6% 97.8%
Average 0.6% 57.5%

T21
w/o SN

NSFW
w/o SN

Ratio

0.6%
0.6%
0.5%
0.5%

0.6%
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NeuroStrike in Blackbox Setting

Training generator

PROMPT

Jailbreak Prompt
\ Generator )




NeuroStrike in Blackbox Setting

Training generator
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NeuroStrike in Blackbox Setting

Training generator
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NeuroStrike in Blackbox Setting

Training generator
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NeuroStrike in Blackbox Setting

Training generator
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NeuroStrike in Blackbox Setting

Blackbox Attack
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NeuroStrike in Blackbox Setting

Blackbox Attack
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Results: Black-box Attack Scenario

[ Vanilla
Il Jailbreak
[ NeuroStrike

ASR (%)

80

79.9%

78.9%
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Results: Black-box Attack Scenario

wm PAIR
B TAP
[ NeuroStrike
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Demo: Break a Model in One M

Inute

: Safety alignment is all about keeping large language models (LLMs) from spitting out harmful or unethical content. But here's the
catch: alignment tricks like supervised fine-tuning and RLHF (reinforcement learning from human feedback) are not bulletproof. They can
still be tricked with sneaky prompts (a.k.a. jailbreaking).

Enter NeuroStrike @ 4 a way to expose a big weakness: LLMs often lean too heavily on a few special “safety neurons™.
In this hands-on lab, we are going to play with one attack method:
@ White-box attack: We will peek inside the model, find the safety neurons, and then snip them out to see what happens.

® Switch your runtime to GPU for faster results: Runtime — Change runtime type — GPU

# Runtime / environment info

import sys, platform

print("Python version:", sys.version)
print("Platform:", platform.platform())

# Hint to switch to GPU
print("Hint to switch to GPU: Runtime -» Change runtime type - T4 GPU")

Python version: 3.12.12 (main, Oct 1@ 2025, ©8:52:57) [GCC 11.4.0]
Platform: Linux-6.6.105+-x86_64-with-glibc2.35
Hint to switch to GPU: Runtime - Change runtime type -» T4 GPU

First things first dr let’s grab the repo, hop into the right folder, and get the environment set up.

Ipip install gputil
Ipip install qwen-vl-utils[decord]==0.0.8

%cd

REPO_URL = “https://github.com/wu-lichao/Neurostrike-Neuron-Level-Attacks-on-Aligned-LLMs.git" #@param {type:"string"}
BRANCH_OR_COMMIT = "main" #@param {type:"string"}

TARGET_DIR = "/content/NeuroStrike" #@param {type:“string"}

Irm -rf "$TARGET_DIR"

!git clone --branch "$BRANCH_OR_COMMIT" "$REPO_URL" "$TARGET_DIR"
%cd "$TARGET_DIR"

Igit rev-parse --short HEAD

# Move into white_box so relative imports like util.py resolve
%cd white_box

import os, sys

sys.path.insert(@, os.path.abspath("."))

sys.path.insert(@, os.path.abspath(".
print(“"Now in:", os.getcwd())
print("PYTHONPATH head:", sys.path[:3])

Collecting gputil
Downloading GPUtil-1.4.@.tar.gz (5.5 kB)

Preparing metadata (setup.py) ... done
Building wheels for collected packages: gputil
Building wheel for gputil (setup.py) ... done

REPO_URL

BRANCH_OR_COMMIT

TARGET_DIR

https://github.com/wu-lichao/NeuroStrike-Neuron-L

Hide code

‘ main

Icontent/NeuroStrike
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https://vimeo.com/1166647057?share=copy&fl=sv&fe=ci

Future Works

» While NeuroStrike uncovers safety neurons, it opens paths for future work such as:

02

Reconfigurable
LLMs

Fine-tuning

LLM Code

Security Safety
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(e) OpenBookQA (f) CoLA
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