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WhatsApp: World’s Largest Messenger

e WhatsApp is incredibly popular
o Used for personal and business communication

o Official statement: more than 2-billien 3 billion users
o Almost public utility?

o Certainly an interesting research target :)
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Contact Discovery in Instant Messengers

¢ Instant messengers need a way of discovering other peers
o Often telephone number is used as identifier
o Users need to be able to legitimately discover other accounts

o Inherently vulnerable to enumeration attacks
— Attacker can learn whether target uses a service and potentially retrieve other metadata (e.g., profile
picture)

— Attacker can generate and probe predictable IDs (i.e., phone numbers)
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Investigating account enumeration at WhatsApp

Via app-automation, Combined multiple
(emulated) devices over longer time

Rate-limit 2019/09: 60,000 accounts / day
Overall queried about 50 M accounts
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WhatsApp: Client to Server Communication (Official Client)

e Enumeration vector = telephone book sync

¢ Method restricted to Ul automation
o Little/No control over individual API queries

Internal API
e n
1 1
& xvrr _—hp
e J
Smartphone WhatsApp Server
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WhatsApp: Client to Server Communication (Reverse Engineered OSS)

¢ Full control over API queries (respecting protocol and allowed syntax)

¢ Potentially, many different enumeration vectors
o Telephone book sync

o Retrieve profile picture

o Retrieve E2EE keys Internal API

© whatsmeow
me}||n\lo<= XMPP

WhatsApp Server
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With over 3 billion users globally, mobile instant
messaging apps have become indis

personal and professional communi
12, many services implement additional features

‘This paper highlights that delivery receipts can pose
significant privacy risks to users. We use specifically
crafted messages that trigger silent delivery receipts
allowing any user to be pinged without their knowledge:
or consent. By using this technique at high frequency,
we demonsrate how an attacker could extract private
information such as following a user across different
companion devices, inferring their daily schedule, or
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Figure 1: Round-trip times (RTT) of delivery receipts,
which are < 1 second for Screen On states and >

second and above for Sereen Off states measured on an
iPhone using WhatsApp with a sampling rate of 1 Hz.

d receipts have been misused 1o spy on conversa-
tion partners [7] and nowadays messenger applications
allow o disable them in thei privacy setings. Dell\'er

receipts, however, cannot be deactivated due (0 d
Choice of the undering protocol. Previous work has
triggered delivery receipts through sending regular text
messages in ongoing conversations and thereby showet
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Abstract

WhatsApp. the world's largest messaging application, uses a
version of the Signal protocol to provide end-to-end encryp-
tion (E2EE) with strong security guarantees, including Perfect
Forward Secrecy (PFS). To ensure PFS right from the start of
anew conversation —even when the recipient is offline—a ~ml\
of ephemeral (one-time) prekeys must be stored on a sei

While the ritical role of these on ys in achieving
PES has been outlined in the Signal specification, we are the
first to demonstrate a targeted depletion attack against them
on individual WhatsApp user devices. Our findings not onlw

ks and srious vatabil
ity implications arising from the refilling and distribution
procedure essential for this security mechanism.

1 Introduction

WhatsApp is the world's largest messaging application, with
more than 3 billion users worldwide [311. Under the hood,
‘WhatsApp uses its own version of the Signal protocol for

Signal’s X3DH protocol [22]:

“This reduction in initial forward secrecy could also hap-
pen if one party maliciously drains another party’s one-time
prekeys, so the server should attempt to prevent this, e.g. with
rate limits on fetching prekey bundles.”

“To the best of our knowledge, we are not only the first to
test this concrete attack against forward secrecy, but also the
first to analyze its feasibility and the general implications
of this feature regarding the privacy of users. Hereby, we
not only show that WhatsApp currently does not employ any
rate limiting on fetching prekey bundies of participants, but
also highlight that the lack of a detailed specification on how
to handle and replenish ephemeral one-time prekeys, allows
for device fingerprinting and gives away the online status of
the targeted device. Moreover, extensively querying prekey
bundles for a targeted account may cause errors, potentially
preventing the retrieval of any prekey bundie for that account
(even without one-time prekeys). As a result, no one would
be able to establish new chat sessions with the victim, leading
10 an availability issue. While PFS is undoubtedly affected as
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Finding a Phone Number Input Dataset

¢ E.g., a public phone book, previous data leak

¢ In 2021: dataset of 500 M Facebook users was publicly leaked (data was scraped in 2019)
o Containing phone number, name, email, birth date, employer, etc.

o Once posted on the Internet, leak cannot be undone

¢ Two initial research questions
o RQ: Is WhatsApp still/again vulnerable to large-scale phone number enumeration in 2025?

o RQ2: How persistent are potential harms caused by public data leaks?
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Enumerating the 2021 Facebook Leak Dataset

e Facebook 2021 Leak (500 M) was fully crawled in 5 hours

* We wrote a generator for all existing mobile numbers in the US numbering plan
o 2.87 B possible mobile phone numbers

o Enumeration finished after 1 day

¢ Surprisingly, no accounts banned after one week
o RQ3: How quickly does the service operator detect large-scale (global?) data exfiltration incidents?
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Finding a Phone Number Input Dataset (Continued)

e According to international phone number format,

. Code  Country  # Candidates # Candidates (pp)
up to 15 digits allowed

. N . +43 AT 511.11B 0.48B
o One quadrillion combinations, exhaustive 62 ID 38.88 B 4.44B
enumeration not feasible +55  BR 7.37B 14.74B
+86 CN 521B 521B
¢ Google’s libphonenumber to write a global phone +52 MX 4.48B 8.96B
91 IN 333B 3.33B
number genera.tor ‘ . 1 US 2378 >%71B
o Some countries required post-processing, +49 DE 1.33B 133B
: : +880 BD 1.17B 1.17B
leading to 63 B candiate numbers 1358 FI L11B U118
439 IT 1.08 B 1.08B
+7 RU 1.00B 1.00B
Residual 17.52B 17.52B
TOTAL 646.39B 63.17B
TABLE Il

libphonegen YIELDS 63.17 B PHONE NUMBERS FOR ENUMERATION.
HIGHLIGHTED COUNTRIES REQUIRED POST-PROCESSING (PP).
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Global User Enumeration: 3.5 B Active Accounts

¢ |n total, 3.5 B active WhatsApp users

o 63 B numbers could be queried in less than a month

e Substantial share of world population; WhatsApp especially popular in South America and Europe

e Individual + macroscopic insights: Android: 81% vs. i0S: 19%; Public profile picture: 57%

Country # Accounts  Global Share || Android iOS  Picture
1 India 749,075,246 21.67 % 95 5 62.2
2 Indonesia 235,245,077 6.81% 92 8 49.1
3 Brazil 206,949,224 5.99 % 81 19 61.1
4 United States 137,859,284 3.99% 33 67 44.0
5 Russia 132,855,022 3.84% 76 24 61.7
6 Mexico 128,324,166 371 % 82 18 46.1
7 Pakistan 98,277,665 2.84 % 95 5 58.5
8 Germany 74,565,425 2.16% 58 42 51.0
9 Tiirkiye 72,131,903 2.09 % 73 27 48.0
10 Egypt 69,317,806 2.01% 90 10 532
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Active Numbers from Facebook 2021 Leak

¢ The majority (58 %) of the phone numbers were still (or again) active (> 6 years after being scraped)

o Not possible to undo a leak

o Leak contains additional detail (e.g., employer information)

— Could be abused for targeted scams

Country  Active Numbers  Active + in FB Leak Share

EG 69.3M 259M 374 %

IT 55.6M 21.6M  389%

[N} 137.9M 192M  139%

SA 38.9M 16.3M  419%

FR 54.0M 142M  262%
TABLE VI

Top COUNTRIES WITH STILL ACTIVE NUMBERS FROM FACEBOOK LEAK.
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Countries Banning WhatsApp

e WhatsApp bans in China, Iran, Myanmar, and North Korea

¢ Active accounts for all mentioned countries (ranging from 2.3 M in CN to 5 accounts in KP)

o Considerable personal risks for users

¢ Iran lifted the ban during our measurements

Date # Users  Per Capita ~ Companion Use
2024-12-22 59,905,704 66.49 % 0.89 %
2024-12-24 WhatsApp ban lifted

2025-01-06 62,330,344 69.18 % 1.73 %
2025-01-20 63,829,328 70.84 % 2.15%
2025-02-16 65,600,472 72.81% 2.46 %
2025-03-19 67,114,098 74.49 % 2.55%

USERS IN IRAN (POPULATION 90.1 M) DESPITE WHATSAPP BAN.

TABLE IV
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Testing Different API Endpoints

Protocol ~ API Endpoint Returned Infos Speedf
IsOnWhatsapp  true ./ false ) ) 7,000
GetDeviceList gzz;zzgindexes (Main & Companion 7.000

XMPP GetUserInfo Profile Picture (URL, TS), About Text 3,000

(Content, TS), Business Info (Name)
Identity Key, Signed Prekey,
One-Time Prekey, TS

HTTP FetchPicture Profile Picture (High Quality) 5,500

GetPrekeys 2,000

TS Timestamp T Approx. queried accounts per second.

TABLE 1
OVERVIEW OF WHATSAPP ENDPOINTS AND ENUMERATION SPEED (AS
EXPERIENCED IN MEASUREMENTS).
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Guessing Account Age/Activity via Timestamps
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Fig. 7. Distribution of profile picture timestamps. Most users have recently Fig. 8. Distribution of about status update timestamps. About messages are
updated their picture. updated less frequently on average compared to profile pictures.
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Downloading Profile Pictures

¢ Large-scale image download (via HTTP) also possible
o Requirement: public visibility of profile picture (57% of all accounts)

o Again, no considerable rate-limiting
o Image download was faster than our disk writing speed (we had to rate-limit our queries)

e Adversary could abuse data to build a reverse-phone book (using facial recognition)
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Proof for Active Accounts
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Fig. 5. Distribution of prekey bundle age across our retrieved data. Over
90 % of users have updated their keys within the past month. Consistent with
WhatsApp’s account deletion policy, most accounts with keys older than 120
days have been automatically removed.
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Key Collisions for Potential Scam Accounts

Pubkey Occurances Countries  Countries (Top 4)
Taec...242d 131,406 141 MM:38,207; ID:25,997; NG:13,483; PK:8,473
0d£7...2d09 83,434 63 NG:73,665; PL:3,684; ID:1,874; PK:1,002
d513...3565 4,080 1 ID:4,080
ac30...b22f 1,460 1 ID:1,460
667e...0876 1,295 1 ID:1,295
6b7d...1lel7 949 1 ID:949
32e2...270a 781 1 ID:781
13bc...0b7f 722 4 IR:719; RO:1; AM:1; AU:1
d667...0b35 688 1 ID:688
e03a...777e 581 10 SA:559; EG:9; YE:3; SD:3

TOTAL 2,957,433 225  (distinct)

TABLE VII

Top 10 OF REOCCURRING PUBLIC KEYS.
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Ethical Considerations

¢ We did not attempt to disguise ourselves
o All experiments done from a single server/IP address

o Reachable via abuse email, reverse DNS pointer to measurement website

¢ No threat to WhatsApp’s backend infrastructure
o Scraping was not noticed by the platform operator

¢ Empirical evaluation is the only way to estimate the success of such attacks in the real world
o E.g., exposing key collision is only possible with comprehensive data

e User data was deleted when our anaylsis was done

¢ Findings were disclosed in multiple responsible disclosure tickets (before, during, and after completing
the study)
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Responsible Disclosure Timeline

e Multiple Tickets (starting September 5, 2024) pointing out missing rate-limiting and potential for
enumeration attacks
o No actual/human response for a year
o Specific account enumeration ticket closed as non applicable
* On August 22, 2025 they finally reached out to us
o Reports were misstriaged (“not used to detailed academic reports containing full research papers”)

¢ Assisted in developing and testing countermeasures during September, October, and November 2025
o First fixes were rolled out in early October 2025
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Discussion and Conclusion

¢ In 2025, large-scale enumeration was possible
o Rate-limiting and other countermeasures discussed in the paper

¢ Centralization in messaging apps
o Even worse when service is proprietary

e Long-lasting effects of data leaks
e Far-reaching survey possibilities
¢ Key collisions unnoticed by the platform operator

¢ Phone numbers have little entropy
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Questions?

¢ Contact
o Mail: gabriel.gegenhuber@univie.ac.at
o Twitter: @GGegenhuber
o Bluesky: @ggegenhuber.bsky.social

github.com/sbaresearch/whatsapp-census
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