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WhatsApp: World’s Largest Messenger

• WhatsApp is incredibly popularUsed for personal and business communication
Official statement: more than 2 billion 3 billion users
Almost public utility?
Certainly an interesting research target :)
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Contact Discovery in Instant Messengers

• Instant messengers need a way of discovering other peersOften telephone number is used as identifier
Users need to be able to legitimately discover other accounts
Inherently vulnerable to enumeration attacks
− Attacker can learn whether target uses a service and potentially retrieve other metadata (e.g., profilepicture)
− Attacker can generate and probe predictable IDs (i.e., phone numbers)
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Abstract— Contact discovery allows users of mobile messen-
gers to conveniently connect with people in their address book.
In this work, we demonstrate that severe privacy issues exist in
currently deployed contact discovery methods.

Our study of three popular mobile messengers (WhatsApp,
Signal, and Telegram) shows that, contrary to expectations, large-
scale crawling attacks are (still) possible. Using an accurate
database of mobile phone number prefixes and very few resources,
we have queried 10 % of US mobile phone numbers for WhatsApp
and 100 % for Signal. For Telegram we find that its API exposes
a wide range of sensitive information, even about numbers
not registered with the service. We present interesting (cross-
messenger) usage statistics, which also reveal that very few users
change the default privacy settings. Regarding mitigations, we
propose novel techniques to significantly limit the feasibility of our
crawling attacks, especially a new incremental contact discovery
scheme that strictly improves over Signal’s current approach.

Furthermore, we show that currently deployed hashing-based
contact discovery protocols are severely broken by comparing
three methods for efficient hash reversal of mobile phone numbers.
For this, we also propose a significantly improved rainbow
table construction for non-uniformly distributed inputs that is
of independent interest.

I. INTRODUCTION

Contact discovery is a procedure run by mobile messaging
applications to determine which of the contacts in the user’s
address book are registered with the messaging service. Newly
registered users can thus conveniently and instantly start
messaging existing contacts based on their phone number
without the need to exchange additional information like user
names, email addresses, or other identifiers1.

Centralized messaging platforms can generally learn the
social graphs of their users by observing messages exchanged
between them. Current approaches to protect against this type
of traffic analysis are inefficient [80], with Signal attempting to
improve their service in that regard [46]. While only active users
are exposed to such analyses, the contact discovery process
potentially reveals all contacts of users to the service provider,
since they must in some way be matched with the server’s
database. This is one of the reasons why messengers like Whats-
App might not be compliant with the European GDPR in a
business context [21], [77].

Cryptographic protocols for private set intersection (PSI)
can perform this matching securely. Unfortunately, they are
currently not efficient enough for mobile applications with
billions of users [37]. Furthermore, even when deploying PSI
protocols, this does not resolve all privacy issues related to
contact discovery as they cannot prevent enumeration attacks,
where an attacker attempts to discover which phone numbers
are registered with the service.

Leaking Social Graphs. Worryingly, recent work [37] has
shown that many mobile messengers (including WhatsApp)
facilitate contact discovery by simply uploading all contacts
from the user’s address book2 to the service provider and
even store them on the server if no match is found [2]. The
server can then notify the user about newly registered users,
but can also construct the full social graph of each user. These
graphs can be enriched with additional information linked to
the phone numbers from other sources [12], [29], [30]. The
main privacy issue here is that sensitive contact relationships
can become known and could be used to scam, discriminate, or
blackmail users, harm their reputation, or make them the target
of an investigation. The server could also be compromised,
resulting in the exposure of such sensitive information even if
the provider is honest.

To alleviate these concerns, some mobile messaging appli-
cations (including Signal) implement a hashing-based contact
discovery protocol, where phone numbers are transmitted to
the server in hashed form [37]. Unfortunately, the low entropy
of phone numbers indicates that it is most likely feasible for
service providers to reverse the received hash values [50] and
therefore, albeit all good intentions, there is no gain in privacy.

Crawling. Unfortunately, curious or compromised service
providers are not the only threat. Malicious users or external
parties might also be interested in extracting information about
others. Since there are usually no noteworthy restrictions for
signing up with such services, any third party can create a large
number of user accounts to crawl this database for information
by requesting data for (randomly) chosen phone numbers.

Such enumeration attacks cannot be fully prevented, since
legitimate users must be able to query the database for contacts.
In practice, rate-limiting is a well-established measure to
effectively mitigate such attacks at a large scale, and one would
assume that service providers apply reasonable limits to protect
their platforms. As we show in § IV, this is not the case.

The simple information whether a specific phone number is
registered with a certain messaging service can be sensitive in

2Assuming that users give the app permission to access contacts, which is
very likely since otherwise they must manually enter their messenger contacts.

1Some mobile applications of social networks perform contact discovery 
also using email addresses stored in the address book.
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WhatsApp: Client to Server Communication (Official Client)

• Enumeration vector = telephone book sync
• Method restricted to UI automation

Little/No control over individual API queries
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WhatsApp: Client to Server Communication (Reverse Engineered OSS)

• Full control over API queries (respecting protocol and allowed syntax)
• Potentially,many different enumeration vectorsTelephone book sync

Retrieve profile picture
Retrieve E2EE keys
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With over 3 billion users globally, mobile instant
messaging apps have become indispensable for both
personal and professional communication. Besides plain
messaging, many services implement additional features
such as delivery and read receipts informing a user
when a message has successfully reached its target.
This paper highlights that delivery receipts can pose
significant privacy risks to users. We use specifically
crafted messages that trigger silent delivery receipts
allowing any user to be pinged without their knowledge
or consent. By using this technique at high frequency,
we demonstrate how an attacker could extract private
information such as following a user across different
companion devices, inferring their daily schedule, or
deducing current activities. Moreover, we can infer the
number of currently active user sessions (i.e., main
and companion devices) and their operating system,
as well as launch resource exhaustion attacks, such as
draining a user’s battery or data allowance, all with-
out generating any notification on the target side. Due
to the widespread adoption of vulnerable messengers
(WhatsApp and Signal) and the fact that any user can
be targeted simply by knowing their phone number, we
argue for a design change to address this issue.

1. Introduction

Instant messengers serve a vast global audience with
WhatsApp alone reaching over 2 billion users [22] and
handling billions of messages daily. Besides being very
common in general, instant messaging services are also
used by high-profile government officials for sensitive
conversations [1], [8], which adds an entirely different
dimension to privacy issues within these services. In
this paper, we present a novel privacy and availability
attack vector on instant messaging systems, leveraging
the (ab)use of delivery receipts.

There are two basic ways used by instant messen-
gers to inform senders about message delivery, namely
delivery receipts (consisting of server ack & device
ack) and read receipts. The first acknowledges a mes-
sage’s receipt at the server or the destination device,
the latter their view by the destination device’s user.
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Figure 1: Round-trip times (RTT) of delivery receipts,
which are ≤ 1 second for Screen On states and > 1
second and above for Screen Off states measured on an
iPhone using WhatsApp with a sampling rate of 1 Hz.

Read receipts have been misused to spy on conversa-
tion partners [7] and nowadays messenger applications
allow to disable them in their privacy settings. Delivery
receipts, however, cannot be deactivated due to design
choices of the underlying protocol. Previous work has
triggered delivery receipts through sending regular text
messages in ongoing conversations and thereby showed
that, based on the measured round-trip times (RTTs),
country-level geolocation of a user’s device is feasible
[16]. Regular messages, however, trigger notifications
for the target user, potentially alerting them to the
ongoing attack, particularly when the probing messages
are sent frequently.

Using techniques described in this paper, an adver-
sary can craft stealthy messages that enable probing a
target at high frequency (up to sub-second granularity)
while not causing any notification at the target side
and also in the absence of an ongoing conversation.
With such an increased sampling rate, we systematically
show that delivery receipts can leak user information
beyond the country level.

For example, we show that the on/off state of a mo-
bile phone’s screen manifests in the delivery receipts’
timing, see Figure 1, and, among others, allows to track
the victim’s screen time.

Moreover, we demonstrate that a user’s activity can
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Abstract
WhatsApp, the world’s largest messaging application, uses a
version of the Signal protocol to provide end-to-end encryp-
tion (E2EE) with strong security guarantees, including Perfect
Forward Secrecy (PFS). To ensure PFS right from the start of
a new conversation –even when the recipient is offline– a stash
of ephemeral (one-time) prekeys must be stored on a server.
While the critical role of these one-time prekeys in achieving
PFS has been outlined in the Signal specification, we are the
first to demonstrate a targeted depletion attack against them
on individual WhatsApp user devices. Our findings not only
reveal an attack that can degrade PFS for certain messages,
but also expose inherent privacy risks and serious availabil-
ity implications arising from the refilling and distribution
procedure essential for this security mechanism.

1 Introduction

WhatsApp is the world’s largest messaging application, with
more than 3 billion users worldwide [31]. Under the hood,
WhatsApp uses its own version of the Signal protocol for
end-to-end encryption (E2EE) of messages [2].

The Signal protocol suite consists of several different pro-
tocols [19–22, 27] which together form one of the best end-
to-end encrypted communication options available to end
users today. Parts of the protocol suite have also been for-
mally analyzed and proven secure in their respective security
models [3, 6, 9, 10, 12]. Nonetheless, it remains crucial to con-
tinuously analyze protocols in their entirety—including their
real-world composition and implementations—to uncover and
test new attack strategies, identify real-world limitations, and
enhance them accordingly. For our research, we depleted the
ephemeral prekeys (also one-time prekeys) of our test accounts
to analyze attacks on perfect forward secrecy (PFS) and to
highlight novel privacy and availability implications arising
from the current replenishing and distribution mechanisms
for such prekey bundles.

The importance of one-time prekeys for the PFS of ini-
tial messages has already been noted in the specification of

Signal’s X3DH protocol [22]:

”This reduction in initial forward secrecy could also hap-
pen if one party maliciously drains another party’s one-time
prekeys, so the server should attempt to prevent this, e.g. with
rate limits on fetching prekey bundles.”

To the best of our knowledge, we are not only the first to
test this concrete attack against forward secrecy, but also the
first to analyze its feasibility and the general implications
of this feature regarding the privacy of users. Hereby, we
not only show that WhatsApp currently does not employ any
rate limiting on fetching prekey bundles of participants, but
also highlight that the lack of a detailed specification on how
to handle and replenish ephemeral one-time prekeys, allows
for device fingerprinting and gives away the online status of
the targeted device. Moreover, extensively querying prekey
bundles for a targeted account may cause errors, potentially
preventing the retrieval of any prekey bundle for that account
(even without one-time prekeys). As a result, no one would
be able to establish new chat sessions with the victim, leading
to an availability issue. While PFS is undoubtedly affected as
well, we consider the real world confidentiality impact of this
attack to be modest. This is due to the careful design and a
clever defense-in-depth strategy of the Signal protocol suite.
After being able to circumvent the noise protocol [26], an
attacker would still need to get his hands on the long- and
medium-term keys of a victim to exploit the lack of forward
secrecy and decrypt the previously recorded messages. Even
without one-time prekeys, the “self-healing” properties of
the double ratchet [27] restore forward secrecy after the first
round trip. Nevertheless, the attack on PFS shows that the
strong claim from the WhatsApp whitepaper, would at least
require a footnote that this currently might not hold for all
messages:

”Due to the ephemeral nature of the cryptographic keys,
even in a situation where the current encryption keys from
a user’s device are physically compromised, they cannot be
used to decrypt previously transmitted messages.” [2]
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1. Introduction
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WhatsApp alone reaching over 2 billion users [22] and
handling billions of messages daily. Besides being very
common in general, instant messaging services are also
used by high-profile government officials for sensitive
conversations [1], [8], which adds an entirely different
dimension to privacy issues within these services. In
this paper, we present a novel privacy and availability
attack vector on instant messaging systems, leveraging
the (ab)use of delivery receipts.

There are two basic ways used by instant messen-
gers to inform senders about message delivery, namely
delivery receipts (consisting of server ack & device
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the latter their view by the destination device’s user.
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Figure 1: Round-trip times (RTT) of delivery receipts,
which are ≤ 1 second for Screen On states and > 1
second and above for Screen Off states measured on an
iPhone using WhatsApp with a sampling rate of 1 Hz.

Read receipts have been misused to spy on conversa-
tion partners [7] and nowadays messenger applications
allow to disable them in their privacy settings. Delivery
receipts, however, cannot be deactivated due to design
choices of the underlying protocol. Previous work has
triggered delivery receipts through sending regular text
messages in ongoing conversations and thereby showed
that, based on the measured round-trip times (RTTs),
country-level geolocation of a user’s device is feasible
[16]. Regular messages, however, trigger notifications
for the target user, potentially alerting them to the
ongoing attack, particularly when the probing messages
are sent frequently.

Using techniques described in this paper, an adver-
sary can craft stealthy messages that enable probing a
target at high frequency (up to sub-second granularity)
while not causing any notification at the target side
and also in the absence of an ongoing conversation.
With such an increased sampling rate, we systematically
show that delivery receipts can leak user information
beyond the country level.

For example, we show that the on/off state of a mo-
bile phone’s screen manifests in the delivery receipts’
timing, see Figure 1, and, among others, allows to track
the victim’s screen time.

Moreover, we demonstrate that a user’s activity can
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1 Introduction

WhatsApp is the world’s largest messaging application, with
more than 3 billion users worldwide [31]. Under the hood,
WhatsApp uses its own version of the Signal protocol for
end-to-end encryption (E2EE) of messages [2].

The Signal protocol suite consists of several different pro-
tocols [19–22, 27] which together form one of the best end-
to-end encrypted communication options available to end
users today. Parts of the protocol suite have also been for-
mally analyzed and proven secure in their respective security
models [3, 6, 9, 10, 12]. Nonetheless, it remains crucial to con-
tinuously analyze protocols in their entirety—including their
real-world composition and implementations—to uncover and
test new attack strategies, identify real-world limitations, and
enhance them accordingly. For our research, we depleted the
ephemeral prekeys (also one-time prekeys) of our test accounts
to analyze attacks on perfect forward secrecy (PFS) and to
highlight novel privacy and availability implications arising
from the current replenishing and distribution mechanisms
for such prekey bundles.

The importance of one-time prekeys for the PFS of ini-
tial messages has already been noted in the specification of

Signal’s X3DH protocol [22]:

”This reduction in initial forward secrecy could also hap-
pen if one party maliciously drains another party’s one-time
prekeys, so the server should attempt to prevent this, e.g. with
rate limits on fetching prekey bundles.”

To the best of our knowledge, we are not only the first to
test this concrete attack against forward secrecy, but also the
first to analyze its feasibility and the general implications
of this feature regarding the privacy of users. Hereby, we
not only show that WhatsApp currently does not employ any
rate limiting on fetching prekey bundles of participants, but
also highlight that the lack of a detailed specification on how
to handle and replenish ephemeral one-time prekeys, allows
for device fingerprinting and gives away the online status of
the targeted device. Moreover, extensively querying prekey
bundles for a targeted account may cause errors, potentially
preventing the retrieval of any prekey bundle for that account
(even without one-time prekeys). As a result, no one would
be able to establish new chat sessions with the victim, leading
to an availability issue. While PFS is undoubtedly affected as
well, we consider the real world confidentiality impact of this
attack to be modest. This is due to the careful design and a
clever defense-in-depth strategy of the Signal protocol suite.
After being able to circumvent the noise protocol [26], an
attacker would still need to get his hands on the long- and
medium-term keys of a victim to exploit the lack of forward
secrecy and decrypt the previously recorded messages. Even
without one-time prekeys, the “self-healing” properties of
the double ratchet [27] restore forward secrecy after the first
round trip. Nevertheless, the attack on PFS shows that the
strong claim from the WhatsApp whitepaper, would at least
require a footnote that this currently might not hold for all
messages:

”Due to the ephemeral nature of the cryptographic keys,
even in a situation where the current encryption keys from
a user’s device are physically compromised, they cannot be
used to decrypt previously transmitted messages.” [2]
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Finding a Phone Number Input Dataset

• E.g., a public phone book, previous data leak
• In 2021: dataset of 500M Facebook users was publicly leaked (data was scraped in 2019)Containing phone number, name, email, birth date, employer, etc.

Once posted on the Internet, leak cannot be undone
• Two initial research questions

RQ1: Is WhatsApp still/again vulnerable to large-scale phone number enumeration in 2025?
RQ2: How persistent are potential harms caused by public data leaks?
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Enumerating the 2021 Facebook Leak Dataset

• Facebook 2021 Leak (500M) was fully crawled in 5 hours
• We wrote a generator for all existing mobile numbers in the US numbering plan2.87 B possible mobile phone numbers

Enumeration finished after 1 day
• Surprisingly, no accounts banned after one week

RQ3: How quickly does the service operator detect large-scale (global?) data exfiltration incidents?

NDSS 2026 Gegenhuber et al., Hey there! You are using WhatsApp: Enumerating Three Billion Accounts for Security and Privacy 10/22



Finding a Phone Number Input Dataset (Continued)
• According to international phone number format,
up to 15 digits allowedOne quadrillion combinations, exhaustive
enumeration not feasible

• Google’s libphonenumber to write a global phonenumber generatorSome countries required post-processing,leading to 63 B candiate numbers
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Global User Enumeration: 3.5 B Active Accounts

• In total, 3.5 B active WhatsApp users63 B numbers could be queried in less than a month
• Substantial share of world population; WhatsApp especially popular in South America and Europe
• Individual + macroscopic insights: Android: 81% vs. iOS: 19%; Public profile picture: 57%
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Active Numbers from Facebook 2021 Leak

• The majority (58%) of the phone numbers were still (or again) active (> 6 years after being scraped)Not possible to undo a leak
Leak contains additional detail (e.g., employer information)
− Could be abused for targeted scams
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Countries Banning WhatsApp

• WhatsApp bans in China, Iran, Myanmar, and North Korea
• Active accounts for all mentioned countries (ranging from 2.3M in CN to 5 accounts in KP)Considerable personal risks for users
• Iran lifted the ban during our measurements
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Testing Different API Endpoints
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Guessing Account Age/Activity via Timestamps
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Downloading Profile Pictures

• Large-scale image download (via HTTP) also possibleRequirement: public visibility of profile picture (57% of all accounts)
Again, no considerable rate-limiting
Image download was faster than our disk writing speed (we had to rate-limit our queries)

• Adversary could abuse data to build a reverse-phone book (using facial recognition)
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Proof for Active Accounts
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Key Collisions for Potential Scam Accounts

NDSS 2026 Gegenhuber et al., Hey there! You are using WhatsApp: Enumerating Three Billion Accounts for Security and Privacy 19/22



Ethical Considerations

• We did not attempt to disguise ourselvesAll experiments done from a single server/IP address
Reachable via abuse email, reverse DNS pointer to measurement website

• No threat to WhatsApp’s backend infrastructureScraping was not noticed by the platform operator
• Empirical evaluation is the only way to estimate the success of such attacks in the real worldE.g., exposing key collision is only possible with comprehensive data
• User data was deleted when our anaylsis was done
• Findings were disclosed in multiple responsible disclosure tickets (before, during, and after completingthe study)
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Responsible Disclosure Timeline

• Multiple Tickets (starting September 5, 2024) pointing outmissing rate-limiting and potential for
enumeration attacksNo actual/human response for a year
Specific account enumeration ticket closed as non applicable

• On August 22, 2025 they finally reached out to us
Reports were misstriaged (“not used to detailed academic reports containing full research papers”)

• Assisted in developing and testing countermeasures during September, October, and November 2025First fixes were rolled out in early October 2025
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Discussion and Conclusion

• In 2025, large-scale enumeration was possibleRate-limiting and other countermeasures discussed in the paper
• Centralization in messaging appsEven worse when service is proprietary
• Long-lasting effects of data leaks
• Far-reaching survey possibilities
• Key collisions unnoticed by the platform operator
• Phone numbers have little entropy
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Questions?
• ContactMail: gabriel.gegenhuber univie.ac.at

Twitter: @GGegenhuber
Bluesky: @ggegenhuber.bsky.social

github.com/sbaresearch/whatsapp-census
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